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Filter: ~ Expression.. Clear Apply
No. Time Source Destination Protocol Info a
1 0.000000 115.231.236.116 192.168.1.102 TCP http > 22429 [FIN, ACK] Segq=l Ack=1l Win=45 Len=0
2 0.000162 192.168.1.102 115.231.236.116 TCP 22429 > http [ACK] Seq=1 Ack=2 Win=16558 Len=0
3 0.000424 192.168.1.102 115.231.236.116 TCP 22429 > http [FIN, ACK] Seq=1 Ack=2 Win=16558 Len=0
4 0.006591 115.231.236.116 192.168.1.102 TCP http > 22429 [ACK] Seq=2 Ack=2 win=45 Len=0
5 2.621551 192.168.1.102 115.239.211.92 TCP 22493 > http [SYN] Seq=0 win=8192 Len=0 MSS=1460 WS=2 SACK_PERM=1
6 2.623880 192.168.1.102 202.101.172.47 DNS standard query A nsclick.baidu.com
7 2.628351 202.101.172.47 192.168.1.102 DNS standard query response CNAME static.n.shifen.com A 115.239.211.92
8 2.629393 115.239.211.92 192.168.1.102 TCP http > 22493 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=1440 wS=7 SACK_PERM=1
9 2.629463 192.168.1.102 115.239.211.92 TP 22493 > http [Ack] seq=1 Ack=1 win=66240 Len=0
10 2.629900 192.168.1.102 115.239.211.92 HTTP  OPTIONS /v.gif?pid=307&type=3075&1=47365&t=0&5=47365&v=605&T=12000&r =hT Tp%3A%2F%2Fwww. woOyun. or g%2F index. php&u=http%3aA%2F%2Fwm
11 2.638601 115.239.211.92 192.168.1.102 TCP http > 22493 [Ack] seq=1 Ack=591 win=15872 Len=0
12 2.638713 115.239.211.92 192.168.1.102 HTTP  HTTP/1.1 200 OK
13 2.671867 192.168.1.102 115.231.236.116 TCP 22494 > http [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=2 SACK_PERM=1
14 2.674622 192.168.1.102 202.101.172.47 DNS Standard query A hm.baidu.com
15 2.677614 192.168.1.102 202.101.172.47 DNS standard query A bdimg.share.baidu.com
16 2.679829 202.101.172.47 192.168.1.102 DNS standard query response CNAME static.n.shifen.com A 115.239,211.92
17 2.680273 202.101.172.47 192.168.1.102 DNS standard query response CNAME hm.e.shifen.com A 220.181.164.39
18 2.684517 115.231.236.116 192.168.1.102 TCP http > 22494 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1440 SACK_PERM=1 WS=10
19 2.684583 192.168.1.102 115.231.236.116 TCP 22494 > http [ACK] Seq=1 Ack=1 Win=66240 Len=0
20 2.684925 192.168.1.102 115.231.236.116 HTTP  POST /user.phpZaction=login&do=login HTTP/1.1 (application/x-www-form-urlencoded)
21 2.696759 115.231.236.116 192.168.1.102 TCP http > 22494 [AcK] seg=1 Ack=810 win=31744 Len=0
22 2.739908 115.231.236.116 192.168.1.102 TCP [Tcp segment of a reassembled PDU]
23 2.740198 115.231.236.116 192.168.1.102 TCP [TcP segment of a reassembled PDU]
24 2.740229 192.168.1.102 115.231.236.116 TCP 22494 > http [Ack] sSeq=810 Ack=994 win=65244 Len=0
25 2.740345 115.231.236.116 192.168.1.102 TCP [TcP segment of a reassembled PDU]
26 2.740374 115.231.236.116 192.168.1.102 HTTP  HTTP/1.1 200 OK (text/html)
27 2.740390 192.168.1.102 115.231.236.116 TCP 22494 > http [ACK] Seq=810 Ack=1550 Win=66240 Len=0
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Accept-Encoding: gzip, deflate\r\n
Referer: http://www.wooyun.org/user.php?action=login\r\n
[truncated] cookie: __cfduid=d473db479254a41d53bd0aae31cb7dc3b1433775400; Hm_1vt_c12f88b5clcd041a732dea597a5ec94¢=1434891316,1435283549,1435557576,1435590542; bdshare_firstime=143377545
Connection: keep-alive\r\n
Content-Type: application/x-www-form-urlencoded\r\n
= Ccontent-Length: 65\r\n
[content Tength: 65]
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Filter: ~ Expression.. Clear Apply
No. Time Source Destination Protocol Info
1 0.000000 115.231.236.116 192.168.1.102 TCP http > 22429 [FIN, ACK] Segq=l Ack=1l win=45 Len=0
2 0.000162 192.168.1.102 115.231.236.116 TCP 22429 > hrtp [Ack] seq=1 Ack=2 win=16558 Len=0
3 0.000424 192.168.1.102 115.231.236.116 TCP 22429 > http [FIN, ACK] Seg=1 Ack=2 Win=16558 Len=0
4 0.006591 115.231.236.116 192.168.1.102 TCP http > 22429 [ACK] Seq=2 Ack=2 Win=45 Len=0
52.621551 192.168.1.102 115.239.211.92 TCP 22493 > http [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=2 SACK_PERM=1
62.623880 192.168.1.102 202.101.172.47 DNS standard query A nsclick.baidu.com
7 2,628351 202.101.172.47 192.168.1.102 DNS standard query response CNAME static.n.shifen.com A 115.239,211.92
8 2.629393 115.239.211.92 192.168.1.102 TCP http > 22493 [SYN, ACK] Seq=0 Ack=l Win=8192 Len=0 MSS=1440 WS=7 SACK_PERM=1
9 2.629463 192.168.1.102 115.239.211.92 TCP 22493 > http [ACK] Seq=1 Ack=1 Win=66240 Len=0
10 2.629900 192.168.1.102 115.239.211.92 HTTP  OPTIONS /v.gif7pid=307&type=3075&1=47365&t=0&s=47365&v=605&f=12000&r =hTTp%3A%2F%2Fwww. woOyun. or g%2F index. php&u=http%3A%2F%2Fuw
11 2.638601 115.239.211.92 192.168.1.102 TCP http > 22493 [Ack] seq=1 Ack=591 win=15872 Len=0
12 2.638713 115.239.211.92 192.168.1.102 HTTP  HTTP/1.1 200 OK
13 2.671867 192.168.1.102 115.231.236.116 TCP 22494 > http [SYN] Seq=0 win=8192 Len=0 MSS=1460 WS=2 SACK_PERM=1
14 2.674622 192.168.1.102 202.101.172.47 DNS standard query A hm.baidu.com
15 2.677614 192.168.1.102 202.101.172.47 DNS standard query A bdimg.share.baidu.com
16 2.679829 202.101.172.47 192.168.1.102 DNS Standard query response CNAME static.n.shifen.com A 115.239.211.92
17 2.680273 202.101.172.47 192.168.1.102 DNS Standard query response CNAME hm.e.shifen.com A 220.181.164.39
18 2.684517 115.231.236.116 192.168.1.102 TCP http > 22494 [SYN, ACK] Seq=0 Ack=1 Win=29200 Len=0 MSS=1440 SACK_PERM=1 WS=10
TO2TOBT IS TO2TTOSTITTO TTIT2STT20TITE TeP trerp—faerT-Seg=t—=ck=r Ter=0
I 20 2.684925 192.168.1.102 115.231.236.116 HTTP /user.php?action=login&do=Togin HTTP/1.1 (application/x-www-form-urlencoded)
212 696759 115.231 236 116 192 168 1 102 JCB. 22494 Tack]l coo- & Min=31744 1 en=0
22 2.739908 115.231.236.116 192.168.1.102 TCP [Tcp segment of a reassembled PDU]
23 2.740198 115.231.236.116 192.168.1.102 TCP [Tcp segment of a reassembled PDU]
24 2.740229 192.168.1.102 115.231.236.116 TCP 22494 > http [AcK] Seq=810 Ack=994 win=65244 Len=0
25 2.740345 115.231.236.116 192.168.1.102 TCP [TcP segment of a reassembled PDU]
26 2.740374 115.231.236.116 192.168.1.102 HTTP  HTTP/1.1 200 ok (text/html)
27 2.740390 192.168.1.102 115.231.236.116 TCP 22494 > hrtp [Ack] Seq=810 Ack=1550 win=66240 Len=0
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Accept-encoding: gzip, deflate\r\n
Referer: http://www.wooyun.org/user.php?action=login\r\n
[truncated] Cookie: __cfduid=d473db479254a41d53bd0aae31cb7dc3b1433775400; Hm_lvi_c12f88b5clcd041a732dea597a5ec94c=1434891316,1435283549,1435557576,1435590542; bdshare_firstime=143377545
Connection: keep-alive\r\n
Content-Type: application/x-www-form-urlencoded\r\n
= Content-Length: 65\r\n
[content length: 65]
\r\n
= Line-based text data: application/x-www-form-urlencoded
email=flag&password=Ffb7567ald4f4abdffdb54e022f8facd&captcha=BYUG
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Filter: v Expression.. Clear Apply
No. Time Source Destination Protocol Info
1 0.000000 115.231.236.116 192.168.1.102 TCP http > 22429 [FIN, ACK] Seq=1 Ack=l Win=45 Len=0
2 0.000162 192.168.1.102 115.231.236.116 TCcP 22429 > http [ACK] Seq=1 Ack=2 win=16558 Len=0
30.000424 192.168.1.102 115.231.236.116 TCP 22429 > http [FIN, ACK] seq=1 Ack=2 win=16558 Len=0
4 0.006591 115.231.236.116 192.168.1.102 TCP http > 22429 [ack] seq=2 Ack=2 win=45 Len=0
52.621551 192.168.1.102 115.239.211.92 TCP 22493 > http [SYN] Seq=0 win=8192 Len=0 MSS=1460 WS=2 SACK_PERM=1
6 2.623880 192.168.1.102 202.101.172.47 DNS standard query A nsclick.baidu.com
7 2.628351 202.101.172.47 192.168.1.102 DNS standard query response CNAME static.n.shifen.com a 115.239.211.92
8 2.629393 115.239.211.92 192.168.1.102 TCP http > 22493 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 M55=1440 WS=7 SACK_PERM=1
9 2.629463 192.168.1.102 115.239.211.92 TCP 22493 > http [ACK] Seq=1 Ack=1 Win=66240 Len=0
10 2.629900 192.168.1.102 115.239.211.92 HTTP  OPTIONS /v.gif?pid=307&type=30758&1=47365&t=08&5=47365&v=605&F=12000&r=ht tp%3A%2F%2Fwww. woOyun. or g%2F index. php&u=http%3A%2F%2Fww
11 2.638601 115.239.211.92 192.168.1.102 TCP http > 22493 [ACK] Seq=1 Ack=591 win=15872 Len=0
12 2.638713 115.239.211.92 192.168.1.102 HTTP  HTTP/1.1 200 OK
13 2.671867 192.168.1.102 115.231.236.116 TCP 22494 > http [SYN] Seq=0 win=8192 Len=0 MSS=1460 WS=2 SACK_PERM=1
14 2.674622 192.168.1.102 202.101.172.47 DNS Standard query A hm.baidu.com
15 2.677614 192.168.1.102 202.101.172.47 DNS standard query A bdimg.share.baidu.com
16 2.679829 202.101.172.47 192.168.1.102 DNS standard query response CNAME static.n.shifen.com A 115.239.211.92
17 2.680273 202.101.172.47 192.168.1.102 DNS standard query response CNAME hm.e.shifen.com A 220.181.164.39
18 2.684517 115.231.236.116 192.168.1.102 TCP http > 22494 [syN, Ack] seq=0 Ack=1 Win=29200 Len=0 MSS=1440 SACK_PERM=1 wS=10
19 2.684583 192.168.1.102 115.231.236.116 TCP 22494 > hrtp [Ack] seq=1 Ack=1 win=66240 Len=0
20 2.684925 192.168.1.102 115.231.236.116 HTTP  POST /user.phpZaction=login&do=login HTTP/1.1 (application/x-www-form-urlencoded)
21 2.696759 115.231.236.116 192.168.1.102 TCP http > 22494 [ACK] Seq=1 Ack=810 Win=31744 Len=0
22 2.739908 115.231.236.116 192.168.1.102 TCP [TcP segment of a reassembled PDU]
23 2.740198 115.231.236.116 192.168.1.102 TCP [Tcp segment of a reassembled PDU]
24 2.740229 192.168.1.102 115.231.236.116 TCP 22494 > http [ACK] Seq=810 Ack=994 wWin=65244 Len=0
25 2.740345 115.231.236.116 192.168.1.102 TCP [Tcp segment of a reassembled PDU]
26 2.740374 115.231.236.116 192.168.1.102 HTTP  HTTP/1.1 200 OK (text/html)
27 2.740390 192.168.1.102 115.231.236.116 TCP 22494 > http [ACK] Seq=810 Ack=1550 Win=66240 Len=0
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Accept-encoding: gzip, deflate\r\n
Referer: http://www.wooyun.org/user.php?action=Togin\r\n
[truncated] cookie: __cfduid=d473db479254a41d53bd0aae31cb7dc3b1433775400; Hm_Tlvt_c12f88b5clcd041a732dea597a5ec94c=1434891316,1435283549,1435557576,1435590542; bdshare_firstime=143377545
connection: keep-alive\r\n
content-Type: application/x-www-form-urlencoded\r\n
content-Length: 65\r\n

[content length: 65]

r\n
- Line-based text data: application/x-www-form-urlencoded
email=Fflag&password=Fffb7567ald4f4abdffdb54e022f8facd&captcha=BYUG

e‘ Text item (text), 65 bytes Packets: 356 Displayed: 356 Marked: 0 Load time: 0:00.140 Profile: Default CSDIV @
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flag{ffb7567ald4f4abdffdb54e022f8facd}
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