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No.  Time Source Destination Protocol Info -

30.029275 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSV=66420272 TSER=333633659
422.722541 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=1 Ack=1 Win=20312 Len=1 TSV=66425946 TSER=333633659
522.749416 192.155.81. 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=2 Win=29056 Len=0 TSV=333640474 TSER=66425946
623.723048 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=2 Ack=1 Win=29312 Len=1 TSV=66426196 TSER=333640474
7 23.753912 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=3 Win=29056 Len=0 TsV=333640775 TSER=66426196
824.723642 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=3 Ack=1 Win=29312 Len=1 TSV=66426446 TSER=333640775
924.753844 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=l Ack=4 Win=29056 Len=0 Tsv=333641076 TSER=66426446

10 25.724349 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=4 Ack=1 Win=29312 Len=1 TSV=66426696 TSER=333641076
11 25.753234 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=5 Win=29056 Len=0 TSV=333641376 TSER=66426696

12 26.724839 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=5 Ack=1 Win=29312 Len=1 TSV=66426946 TSER=333641376

13 26.755643 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=6 Win=29056 Len=0 TSV=-333641676 TSER=66426946

14 27.725043 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=6 Ack=1 Win=20312 Len=1 TSV=66427196 TSER=333641676

15 27.755928 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=7 Win=29056 Len=0 TsV=333641976 TSER=66427196

16 28.725317 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=7 Ack=1 Win=20312 Len=1 TSV=66427446 TSER=333641976

17 28.756580 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=8 Win=29056 Len=0 TSV=333642276 TSER=66427446

18 20.725583 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=8 Ack=1 Win=29312 Len=1 TSV=66427697 TSER=333642276

19 29.759473 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=l Ack=0 Win=29056 Len=0 Tsv=333642576 TSER=66427697

20 30.725851 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=9 Ack=1 Win=29312 Len=1 TSV=66427947 TSER=333642576
21 30.756906 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=10 Win=20056 Len=0 TSV=333642876 TSER=66427947

22 31.726113 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=10 Ack=1 Win=29312 Len=1 Tsv=66428197 TSER=333642876

23 31.753628 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=11 Win=20056 Len=0 TSv=333643176 TSER=66428197

24 32.726553 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=11 Ack=1 Win=29312 Len=1 TSV=66428447 TSER=333643176

25 32.757924 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=12 Win=29056 Len=0 Tsv=333643476 TSER=66428447

26 33.727078 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=12 Ack=1 Win=20312 Len-1 TSV-66428697 TSER=333643476

o Frame 4: 67 bytes on wire (536 bits), 67 bytes captured (536 bits)
Arrival Time: Feb 2, 2017 11:30:58.613524000 [IEEEEE
Epoch Time: 1486006258. 613524000 seconds
[Time delta from previous captured frame: 22.693266000 seconds] |
[Time delta from previous displayed frame: 22.693266000 seconds] ‘

[Time since reference or first frame: 22.722541000 seconds]

Frame Number: 4

Frame Length: 67 bytes (536 bits)

capture Length: 67 bytes (536 bits) |
[Frame is marked: False]

[Frame is ignored: False]
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No.  Time Source Destination protocol Info -
1 0.000000 172.31.98.199 192.15 TCP 46046 > 7890 [SYN] Seq=0 win=29200 Len=0 MSS=1460 SACK_PERM=1 TSV=66420265 TSER=0 WS=

. 3 0.029275 172.31.98.199 192.15! Tcp 46046 > 7890 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSV=66420272 TSER=333633659
4 22.722541 172.31.98.199 192.155.81.86 Tcp 46046 > 7890 [PSH, ACK] Seq=1 Ack=1 win=29312 Len=1 TSV=66425946 TSER=333633659
5 22.749416 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=2 Win=29056 Len=0 TSv=333640474 TSER=66425946
6 23.723048 172.31.98.199 192.155.81.86 TcP 46046 > 7890 [PSH, ACK] Seq=2 Ack=1 win=29312 Len=1 TSV=66426196 TSER=333640474
7 23.753912 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=3 Win=29056 Len=0 TSV=333640775 TSER=66426196
8 24.723642 172.31.98.199 192.155.81.86 Tcp 46046 > 7890 [PSH, ACK] Seq=3 Ack=1 win=29312 Len=1 TSV=66426446 TSER=333640775
4 9 24.753844 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=4 Win=29056 Len=0 TSv=333641076 TSER=66426446
2 10 25.724349 172.31.98.199 192.155.81.86 TcP 46046 > 7890 [PSH, ACK] Seq=4 Ack=1 win=29312 Len=1 TSV=66426696 TSER=333641076
11 25.753234 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=5 Win=29056 Len=0 TSv=333641376 TSER=66426696
12 26.724839 172.31.98.199 192.155.81.86 Tcp 46046 > 7890 [PSH, ACK] Seq=5 Ack=1 win=29312 Len=1 TSV=66426946 TSER=333641376
13 26.755643 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=6 Win=29056 Len=0 TSv=333641676 TSER=66426946
14 27.725043 172.31.98.199 192.155.81.86 TcP 46046 > 7890 [PSH, ACK] Seq=6 Ack=1 win=29312 Len=1 TSV=66427196 TSER=333641676
15 27.755928 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=7 Win=29056 Len=0 TSv=333641976 TSER=66427196
16 28.725317 172.31.98.199 192.155.81.86 Tcp 46046 > 7890 [PSH, ACK] Seq=7 Ack=1 win=29312 Len=1 TSV=66427446 TSER=333641976
17 28.756580 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=8 Win=29056 Len=0 TSv=333642276 TSER=66427446
18 29.725583 172.31.98.199 192.155.81.86 TcP 46046 > 7890 [PSH, ACK] Seq=8 Ack=1 win=29312 Len=1 TSv=66427697 TSER=333642276
19 29.759473 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=9 Win=29056 Len=0 TSv=333642576 TSER=66427697
20 30.725851 172.31.98.199 192.155.81.86 Tcp 46046 > 7890 [PSH, ACK] Seq=9 Ack=1 win=29312 Len=1 TSV=66427947 TSER=333642576
21 30.756906 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=10 win=29056 Len=0 TSv=333642876 TSER=66427947
22 31.726113 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=10 Ack=1 Win=29312 Len=1 TSV=66428197 TSER=333642876 3
23 31.753628 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=11 win=29056 Len=0 TSv=333643176 TSER=66428197
24 32.726553 172.31.98.199 192.155.81.86 Tcp 46046 > 7890 [PSH, ACK] Seq=11 Ack=1 Win=29312 Len=1 TSV=66428447 TSER=333643176
25 32.757924 192.155.81.86 172.31.98.199 Tcp 7890 > 46046 [ACK] Seq=1 Ack=12 win=29056 Len=0 TSV=333643476 TSER=66428447
26 33.727078 172.31.98.199 192.155.81.86 Tcp 46046 > 7890 [PSH, ACK] Seq=12 Ack=1 Win=29312 Len=1 TSV=66428697 TSER=333643476 z
]
{ @ Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) a
2@ Ethernet II, Src: e4:b3:18:4b:f0:c3 (e4:b3:18:4b:f0:c3), Dst: 9c:lc:12:c9:7d:7a (9c:lc:12:c9:7d:7a) &l
0000 9c 1c 12 c¢9 7d 7a e4 b3 18 4b f0O c3 08 00 45 00 a
0010 00 3c c3 38 40 00 40 06 56 ab ac 1f 62 c7 <0 9b
0020 51 56 b3 de le d2 ae 97 bd 11 00 00 00 00 a0 02 |
0030 72 10 f4 9e 00 00 02 04 05 b4 04 02 08 0a 03 f5
0040 7e 29 00 00 00 00 01 03 03 07
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No. Source Aply o6 Filter , ol Info -
Prepare a Filter »
3[0:02027SMEIT23E| o £ Lo ShiftsCulee | 46046 > 7890 [AcK] Seq=1 Ack=1 Win=29312 Len=0 Tsv=66420272 TSER=333633650
4 22.722541 172.31.| ¥ =™ rotocols... s Crls 46046 > 7890 [PSH, ACK] Seq=l Ack=1 Win=29312 Len=1 TSV=66425946 TSER=333633659
5 22.749416 192.155 3 Decode As.. 7890 > 46046 [ACK] Seq=1 Ack=2 Win=29056 Len=0 TSv=333640474 TSER=66425946
6 23.723048 172.31.| 2§ User Specified Decodes... 46046 > 7890 [PSH, ACK] seq=2 Ack=1 Win=29312 Len=1 TSv=66426196 TSER=333640474
7 23.753912 192.15% 7890 > 46046 [ACK] Seq=1 Ack=3 Win=29056 Len=0 TSV=333640775 TSER=66426196
8 24.723642 172.311 Follow TCP Stream 46046 > 7890 [PSH, ACK] Seq=3 Ack=1 Win=29312 Len=1 TSv=66426446 TSER=333640775
9 24.753844 192.153pormmmrrm———} 7800 > 46046 [ACK] Seq=1 Ack=4 Win=29056 Len=0 TSv=333641076 TSER=66426446
10 25.724349 172.31. 46046 > 7890 [PsH, ACK] seq=4 Ack=1 wWin=29312 Len=1 Tsv=66426696 TSER=333641076
IE25075823192015,|  Eollow SSLStraam 7890 > 46046 [ACK] Seq=l Ack=5 Win=29056 Len=0 TSV=333641376 TSER=66426696
12 26.724839 172.31. Expert Info 46046 > 7890 [PSH, ACK] Seq=5 Ack=1 Win=29312 Len=1 TSV=66426946 TSER=333641376
13 26.755643 192.155 , Expert Info Composite 7890 > 46046 [ACK] Seq=1 Ack=6 Win=29056 Len=0 TSv=333641676 TSER=66426946
14 27.725043 172.31. s 46046 > 7890 [PSH, ACK] Seq=6 Ack=1 Win=29312 Len=1 TSV=66427196 TSER=333641676
15 27.755928 192.155 __ Comversation Filter | 7890 > 46046 [ACK] Seq=1 Ack=7 Win=29056 Len=0 TSV=333641976 TSER=66427196
16 28.725317 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=7 Ack=1 Win=29312 Len=1 TSV=66427446 TSER=333641976
17 28.756580 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [AcK] seq=1 Ack=8 win=20056 Len=0 Tsv=333642276 TSER=66427446
18 29.725583 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=8 Ack=1 Win=29312 Len=1 TSV=66427697 TSER=333642276
19 29.759473 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=9 Win=29056 Len=0 Tsv=333642576 TSER=66427697
20 30.725851 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=9 Ack=1 Win=29312 Len=1 TSV=66427947 TSER=333642576
21 30.756906 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=10 Win=29056 Len=0 TSV=333642876 TSER=66427947
22 31.726113 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=10 Ack=1 Win=29312 Len=1 TSV-66428197 TSER-333642876
23 31.753628 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=1 Ack=11 Win=29056 Len=0 TSv=333643176 TSER=66428197
24 32.726553 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] seq=11 Ack=1 win=29312 Len=1 Tsv=66428447 TSER=333643176
25 32.757924 192.155.81.86 172.31.98.199 TCP 7890 > 46046 [ACK] Seq=l Ack=12 Win=29056 Len=0 TSV=333643476 TSER=66428447
26 33.727078 172.31.98.199 192.155.81.86 TCP 46046 > 7890 [PSH, ACK] Seq=12 Ack=1 Win=29312 Len=1 Tsv=66428697 TSER=333643476
«
@ Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) a

@ Ethernet II, src: e4:b3:18:4b:f0:c3 (e4:b3:18:4b:f0:c3), Dst: 9c:lc:12:c9:7d:7a (9c:lc:12:c9:7d:7a) :

0000 9c 1c 12 c9 7d 7a e4 b3 18 4b f0 c3 08 00 45 00
0010 00 3c c3 38 40 00 40 06 56 ab ac 1f 62 c7 cO 9b
0020 51 56 b3 de le d2 ae 97 bd 11 00 00 00 00 a0 02
0030 72 10 f4 9e 00 00 02 04 05 b4 04 02 08 0a 03 f5
0040 7e 29 00 00 00 00 01 03 03 07
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