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#!/usr/bin/env python3

import sys

import zlib

from base64 import bé64decode

from flask.sessions import session_json_serializer
from itsdangerous import base64_decode

def decryption(payload):
payload, sig = payload.rsplit(b'."', 1)
payload, timestamp = payload.rsplit(b'.', 1)

decompress = False

if payload.startswith(b'."'):
payload = payload[1:]
decompress = True

try:
payload = base64_decode(payload)
except Exception as e:
raise Exception('Could not base64 decode the payload because of '
'an exception')

if decompress:
try:
payload = zlib.decompress(payload)
except Exception as e:
raise Exception('Could not zlib decompress the payload before '
'decoding the payload')

return session_json_serializer.loads(payload)

if _name__ == '__main__"':

s = "XEBAFEMF session”
print(decryption(s.encode()))
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In [2]:

import sys
import zlib

from base64 import béddecode

from flask. sessions import session_ json_serializer
from itedangerous import basebd_decode

def decryption(payload):
payload, sig = payload. rsplit(®’.”, 1)
payload, timestamp = paylead.replit(x’.’, 1)

decompress = False

if payload startswith(:'.”):
payload = payload(l:]
decompress = True

try:
payload = baseb4_decode (payload)
except Exception as e:
raise Exception(’Could not basef4 decode the payload because of '
an exception’

if decompress:
try:
payload = zlib. decompress (payload)
except Exception as e:
raise Exception( Could not zlib decompress the payload before '
*decoding the payload )

return session_json_serializer.loads(payload)

if _name_ !

__main_':
s = ", eJwdkNGKwiAQhl 91 ydnD geml 4EF IKAcz o TC1TB£Z 7 danw KGh¥Wwivy tnPezlvwz_083Nk530T 2051136 Tip-60ZU_28cUyhtQGr16dl ecBolleNt 72V he0VA kv THKSTLE
print(decryption(s. encode ()))
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0802184624427507", " csri_token' : b’ 019905d49£9891265118fe88e65:2a8220e508127, "name’ 1 " 123457, 'user_id : '11
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1 GET /index HTTP/1.1
) Host: e05e50ad—ed19-4a68-968f—c06b26042c05. node4. buuoj. cn:81
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3 Cache—Control: max—age=0 E
4 Upgrade-Insecure—Requests: 1 m
5 User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (EHTML, like Gecko) Chrome/96.0.4664.45 Safari/537. 36 q
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