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import gmpy2

from Crypto.Util.number import *
nbits = 1024

p = getPrime(nbits)

g = getPrime(nbits)

e 65537

n = p*q

phi = (p-1)*(q-1)

d = gmpy2.invert(e, phi)
gmpy2.invert(p, q)
ginv = gmpy2.invert(q, p)
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pinv

m = bytes_to_long(flag)

c = pow(m, e, n)

print(e)

print(phi)

print(c)

print(pinv)

print(qginv)

#e=65537
#phi=162141966774098421917496632132319662234635666532035684007298140720649564618617522781665536129087156565
#c=10604018404112829207653109426421330872764960317584135942976846332774968746963495249471791454332018210024
#pinv=41227525122641731027803576353121502216886898566530090754910822233885820938630571029851581473120591477
#qinv=96682167531431432828019735553573344641300497261009819846367358362042455665591587442956765031952285358
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from sympy.ntheory.residue_ntheory import nthroot_mod

# nthroot_mod(a,n,p) Find the solutions to x**n = a mod p
m = nthroot_mod(c,2,r)

from Crypto.Util.number import *

print(long_to_bytes(m))
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>>> import string

>>> tbl = string.maketrans('ac', 'dx")
>>> "abcabc".translate(tbl)

"dbxdbx "

7£Python 3.x9

>>> "abcabc".translate({ord('a'): 'd', ord('c'): 'x'})
"dbxdbx "
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from Crypto.Util.number import *
from hashlib import md5

a = getPrime(512)

b = getPrime(512)

c = getPrime(512)

d = getPrime(512)

dl = int(bin(d)[2:][::-1] , 2)
nl = a*b

x1 = a”b

n2 = c*d

X2 = c~dl

flag = md5(str(a+b+c+d).encode()).hexdigest()
print("nl =",n1)
print("x1 =",x1)
print("n2 =",n2)
print("x2 =",x2)

#nl = 83876349443792695800858107026041183982320923732817788196403038436907852045968678032744364820591254653
#x1 = 47007417675153677559889797592377063597897902810906902458003243508376776246451845261100279439839526902
#n2 = 65288148454377101841888871848806704694477906587010755286451216632701868457722848139696036928561888850
#Xx2 = 36043866886123208741435322629883845622136597985785832108921432615769082811122233566789000838703275272
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(1) a_bitAb_bit==x1_bit

(2) a. IR HATRIA ML RS abBANLE R, & (af —i] b} —i)mod(2) == (a xbjmod(2)
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dl = int(bin(d)[2:][::-1] , 2) # BUARI—##I@EF
n2 = c*d
x2 = cM(d1)

B AR, R R4, Blc. dERERIc_high_bit. d_high_bit, c. di{E&RIc low bit. d_low bit o B
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(1) c_low_bit*d_high bit == x2_low_bit

(2) c_high_bit*d_low_bit == x2_high_bit

(3) (c_low_bit[:-i] * d_low_bit[:-i]) mod (2**i )== n2_low_bit mod (2**i )

(4) (c_high_bits + ¢c_low_bits) * (d_high_bits + d_low_bits ) <= n2

(5) (c_high_bits + c_low_bits + 0b01111111110) * (d_high_bits + d_low_bits + 0b01111111110) >= n2
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#coding:utf-8

import itertools

def get_ab():
nl = 83876349443792695800858107026041183982320923732817788196403038436907852045968678032744364820591254653
x1 47007417675153677559889797592377063597897902810906902458003243508376776246451845261100279439839526902



a_list, b_list = [0], [©]

cur_mod = 1
for i in range(513):
cur_mod *= 2
nxt_as, nxt_bs =[], []
for al, bl in zip(a_list, b_list):
for ah, bh in itertools.product([0, 1], repeat=2):
aa, bb = ah*(cur_mod // 2) + al, bh*(cur_mod // 2) + bl
if ((aa * bb % cur_mod == n1 % cur_mod) and ((aa ~ bb) == x1 % cur_mod)):
nxt_as.append(aa)
nxt_bs.append(bb)

a_list, b_list = nxt_as, nxt_bs
for a, b in zip(a_list, b_list):

if a * b == n1 and a*b-n1==0 and (a”b)-x1==0:
break

print("a ",a)

print("b = ",b)

#a =783614713961065522371146974720016406948487889462616687066474063778660946816455535487461949775327756028
#b =107037741825710733611127913760323800963606979268403624832421058781155524370216748615287145980896034060
return a,b

import itertools
def get_cd():
nl = 65288148454377101841888871848806704694477906587010755286451216632701868457722848139696036928561888850

x1 36043866886123208741435322629883845622136597985785832108921432615769082811122233566789000838703275272

a_list, b_list, aa_list, bb_list = [0], [@], [@], [@]

x1_bits = [int(x) for x in f'{x1:0512b}'[::-1]]
#print(f'{x1:0512b}"') == print(bin(x1)[2:].rjust(512,'0"))

cur_mod = 1
for i in range(256):
cur_mod *= 2
nxt_as, nxt_bs, nxt_aas, nxt_bbs =[], [], [], []
for al, bl, a2, b2 in zip(a_list, b_list, aa_list, bb_list):
for ah, bh, ah2, bh2 in itertools.product([0, 1], repeat=4):
#0000
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aa2, bb2 = ah*(cur_mod // 2) + al, bh*(cur_mod // 2) + bl, ah2*(cur_mod // 2) + a2, bh2*(cur_mo
hh? rav = £'{hh2:-0812hY'T--_-11

Q
Q
-
(o)
(=
-



Cre_1vv 1 vvesvoacu J oL =1

bb2_rev = int(bb2_rev, 2)
aa2_rev = f'{aa2:0512b}"'[::-1]
aa2_rev = int(aa2_rev, 2)

gujie = '@" * (i+1) + '1' * (510 - 2 * i) + '@' * (i+1)
gujie = int(gujie, 2)
if ((aa * bb % cur_mod == nl % cur_mod) and ((ah ~ bh2) == x1_bits[i]) and (ah2 ~ bh == x1_bits[511-i])
nxt_as.append(aa)
nxt_bs.append(bb)
nxt_aas.append(aa2)
nxt_bbs.append(bb2)

a_list, b_list, aa_list, bb_list = nxt_as, nxt_bs, nxt_aas, nxt_bbs

for a, b, aa2, bb2 in zip(a_list, b_list, aa_list, bb_list):
aa2_rev = f'{aa2:0512b}"'[::-1]
2a2_rev = int(aa2_rev, 2)
bb2_rev = f'{bb2:0512b}"'[::-1]
bb2_rev = int(bb2_rev, 2)
a = aa2_rev + a
b = bb2_rev + b
if (a * b == nl1):
break
# print(a * b - nl)
# print((a ~ int(bin(b)[2:][::-1],2)) - x1)
print('c=",a)
print('d=",b)

return a,b
a,b = get_ab()
c,d = get_cd()
from hashlib import md5
flag = md5(str(a+b+c+d).encode()).hexdigest()
print('flag=", 'GKCTF{'+str(flag)+'}")
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from Crypto.Util.number import *
from gmpy2 import gcd

flag = b'XXXXXXXXXXXXX"
p = getPrime(512)

q = getPrime(512)

m = bytes_to_long(flag)
n = p*q

e = 65537

c = pow(m,e,n)

print('c={}"'.format(c))

pl = getPrime(512)

gl = getPrime(512)
nl = pl*ql
el = 65537

assert gcd(el, (pl-1)*(g1-1)) == 1

cl = pow(p,el,nl)
print('n1={}"'.format(nl))
print('cl={}"'.format(cl))

hintl = pow(2020 * pl1 + gql, 202020, nl)
hint2 = pow(2021 * p1 + 212121, g1, nl)
print('hint1={}"'.format(hint1))
print('hint2={}"'.format(hint2))

p2 = getPrime(512)
g2 = getPrime(512)
n2 = p2*q2
e2 = 65537

assert gcd(el, (p2-1)*(qg2-1)) ==

c2 = pow(q,e2,n2)

hint3 = pow(2020 * p2 + 2021 * g2, 202020, n2)
hint4 = pow(2021 * p2 + 2020 * g2, 212121, n2)
print('n2={}"'.format(n2))
print('c2={}"'.format(c2))
print("hint3={}"'.format(hint3))
print("hint4={}"'.format(hint4))

#c=13492392717469817866883431475453770951837476241371989714683737558395769731416522300851917887957945766132
#n1=7500355737908025221951782599899018322665911701977073508052340956175722588365104088254751974810758871949
#c1=6811190109202781300709962789389683851742697108287720404711040478782327921150818378346889147466136513993
#hint1=2355209071638176948499078411687555889571555289698331340676404241631871007625616647242655352024026502
#hint2=5272322969853076789797943391447083115326882700837230723963038710075222685079802336244449921194499677
#n2=1145359230433759703801179205480974047290430798955403207428478403644550240504731259989263116441729601764
#c2=6705420366690169118121526258744718091022547333914326010083111831352147102988930417623543412963223711699
#hint3=2559092341675681354388055496388757696070733360737788940103371841930127880215720488103911635032187216
#hint4=1041007269269238695668627412388761323669169708643745629478446695564032689556256701056412643670388857
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A=(((y%x)**5)%(x%y) ) **2019+y**316+(y+1)/x

p=next_prime(z*x*y)

g=next_prime(z)

A = 268334918267871452424746951279347600986101478100492490548412748030816137776819286806156188657704864643
117930806043507374325982291823027285148807239117987369609583515353889814856088099671454394340816761242
419718502754283836256533508241072916095878538870376242395447627515588382947186721599799292669225289179

n

C

#53¥7: gmpy2.iroot(A,316)=(mpz(83), False),®iE T yHIEH
#FalseRAABETEETFH, B, iroot (1000,2)=(31,False)
HAEfEX, Y
A = 268334918267871452424746951279347600986101478100492490548412748030816137776819286806156188657704864643
for x in range(1,990):
for y in range(1,90):
try:
if (((y%x)**5)%(x%y))**2019+y**316+(y+1)/x == A:
print x,y
except:
pass

ﬁ@p%ﬂq:

import gmpy2

import sympy

n = 117930806043507374325982291823027285148807239117987369609583515353889814856088099671454394340816761242
nl n/166

np = (gmpy2.iroot(nl,2))[0]

p = sympy.nextprime(np)
q=n/p
print q,p

Wif#flag:
import gmpy2
import sympy

p=139916095583110895133596833227506693679306709873174024876891023355860781981175916446323044732913066880786
(=842868045681390934539739959201847552284980179958879667933078453950968566151662147267006293571765463137270
e=0x10001
€=419718502754283836256533508241072916095878538870376242395447627515588382947186721599799292669225289179121
n=p*q

phin=(p-1)*(q-1)

e=3
while(e<0x10003):
try:
#d=gmpy2.invert(e,phin)
#print d,e
d=gmpy2.invert(e,phin)
m=pow(c,d,n)
flag = hex(m)[2:].decode('hex")
if "CTF" in flag:
print flag
except:
pass
e = sympy.nextprime(e)
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