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volatility -f mem.raw imageinfo

olatility Foundation Volatility Framework 2.6

INFO : volatility.debug : Determining profile based on KDBG search...
Suggested Profile(s) : Win7SP1x86 23418, Win7SPOx86, Win7SP1x86
AS Layerl : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (xxxxxxx\[AZBUE]volatility\mem.raw)
PAE type : PAE
DTB : ©0x185000L
KDBG : ©x8176bbe8L
Number of Processors : 2
Image Type (Service Pack) : ©
KPCR for CPU © : 0x8176cco0L
KPCR for CPU 1 : Ox807ec000L
KUSER_SHARED_DATA : oxffdfoeeeL
Image date and time : 2020-02-18 19:56:24 UTC+0000
Image local date and time : 2020-02-19 03:56:24 +0800
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volatility.exe -f mem.raw --profile=Win7SP1x86_23418 pslist



Foundation Volatility Framework 2.6
PID PPID Thds Sess Wow64
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Smss.exe
csrss.exe
wininit.exe
csrss.exe
services.exe
lsass.exe
1sm.exe
winlogon.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
svchost.exe
audiodg.exe
svchost.exe
WUDFHost.exe
svchost.exe
spoolsv.exe
svchost.exe
taskhost.exe
taskeng.exe
imdsksvc.exe
coherence.exe
prl_tools_serv
dwm. exe
coherence.exe
dllhost.exe
prl_tools.exe
explorer.exe
dllhost.exe
svchost.exe
prl cc.exe
msdtc.exe
sppsvc.exe
SearchIndexer.
TrueCrypt.exe
notepad.exe
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mspaint.exe
svchost.exe
MSCOrsvw.exe
dllhost.exe
dllhost.exe
DumpIt.exe
conhost.exe
WMIADAP.exe
WmiPrvSE.exe
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Name

TrueCrypt.exe 7 2020-02-18 :52: UTC+0000
notepad.exe 2 2020-02-18 :53: UTC+0000

iexplore.exe 2020-02-18 :53: UTC+0000
iexplore.exe 2020-02-18 :53: UTC+0000
mspaint.exe 2020-02-18 :54: UTC+0000
DumpIt.exe 2020-02-18 :56: UTC+0000
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volatility -f mem.raw --profile=Win7SP1x86_23418 iehistory
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volatility -f mem.raw --profile=Win7SP1x86_23418 memdump -p 3552 -D ./
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volatility -f mem.raw --profile=Win7SP1x86_23418 memdump -p 3364 -D ./

Volatility Foundation Volatility Framework 2.6

Writing TrueCrypt.exe [ 3364] to 3364.dmp



Languages Help

Please select operation mode

Q@ Decrypt or mount disk

Decrypt or mount disk by providing memory image, decryptlon
key, known disk password or recovery key

Extract keys
Exctract cryptographic keyvs from memory image

Extract/prepare data for further password recovery

Extract data for further password recovery in Elcomsoft
Distributed Password Recovery

Dump physical memory

Dump memory of current Windows system for further searching for
encryption keys (requires ddministrator privileges)

Create portable version

Create portable wersion teo run the program from remowvable media
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Elcomsoft F

Languages Help

Select type of data source

Physical disk‘\partition
Inage file of disk‘\partition

Q@ Contalner
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Languages Help

Select encrypted container and decryption method

Data source:

C:\Usersiadninistratori\Desktoph¥OL

Decrypticn method:

@ Memorv dump () Saved kevs ) Password

=;:Hibernation file

Memory dump:

C:\Usersitdninistrater\Desktop',3364. dmp
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Languages Help

Eey extraction process

Statistics:

EEGIN KEYS SEARCH
Progress: 100% [ 223 / 223 ME] P

END SEARCHING

m

Search result:
Alsorithm:’ TrueCrypt’ Volume Master Eevs —
Eev data (hex):

010000006d71677943505db027629a] abB84631c34d144f141cTacTedBa
F04cO9efddad3c0cE99f52b30000f 2001 2307037 Tabal f24534ac7EF03093
Taf3e6289ba0bhch0B000000000000000000000000000000A00AA0AANA0
0O00Q0000000000000000000000000000000A00AA0A000N0A00AN0AANN0

[¥] Sawve matching key(s) Stop




yd

e =S B — Administrator
b e _— Rt ‘& YTy e
N =i .
L BRSNS | & | W=
J | =g | E&aritse
== FMP F icDiskD t
arensicLis ecryp or
8w r | i : | o
= BA
L 3 _H
4 =BF
e HE, N
i {HF(N): 1 o v
SRR lEfDD volume keys(*.evk) vl
- PEmTise Lﬁ)w . T _]

Languages Help

Select "Mount® or 'Decrypt Disk’ operation

() Decrypt Disk
Decrypted disk file name:

Erowse. ..

@ Mount Disk

*The Kev for data decryption was found!
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Languages Help

Mounting disk

Mcunting Process Information:

Mounting Options: -
Drive Letter: 'E'

TCP/IP address: 'localhost’

TCP/IF Port: ' B38E

Status: °DISE UNNOUNTED®
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volatility -f mem.raw --profile=Win7SP1x86_23418 memdump -p 2648 -D ./
ooooooooooooooooooooooooooooooooo Volatility Foundation Volatility
Framework 2.6

Writing mspaint.exe [ 2648] to 2648.dmp
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