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$what=% POST['what'];
echo $what;
if($what=="flag")

echo "flag{****}";
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echo $what;

if($what=="flag")
echo 'flag{****}";
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fwhat=$_POST['what'];

echo $what;

if($what=="flag")

echo 'flag{****};
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5 Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one ofthe listeners as its proxy s
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Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this cerificate ©

l Import / export CA certificate J [ Regenerate CA cerificate J

R X
fe BRI ERXPR 2RS35
) AMEBRERIRSEE(Y)

D) EER MR AIEE(W)
D) EEEGRIBREU)
o FIItEEREM)

HTTP {£E(X)| 127.0.0.1 ﬁD{EJ| 8081’; |

v S ERERM RS 5 (S)

SSL 33 m(0)
FTP {812 imC1(R)
SOCKS =41 w1

SOCKS v4 SOCKS v5
) ESECERSM URL (PAC)

Ao ERFALETRN <

Bz BliE FEHI(H)

B! Burp Suite Professional v1.7.37 - Temporary Project - licensed to surfergyz
Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]

J Intercept I HTTF history T WebSockets history I Options ]

@J Request to hitp:123.206.87.240:8002 — I?TFF&WJJE%%E]‘EﬁiIﬂ, BEJJZ/I‘AHMUR- ?J-REIJE)]@‘:F?}EO
l Forward J l Drop [ Interceptis an 1 l Action 2 JﬁEﬁ/P, ‘lﬁﬂ‘l&tﬂlﬂiﬁ i' L/J\TE'jlﬁ ;JQ;'L

3. RIAHAEIREE E’*JPCISI e
J Raw T Headers T Hex 1

ET /post/ HTTP/1.1
mets 172 9NA 2T 04N -RONT

.




ser—Agent: Mozilla/3.0 (Windows NT 10.0; Winf4: z64; rv:67.0) Gecko/20100101 Firefox/67.0 -
becept: text/html, application/xhtnl+xnl, application/xml;q=0.9, */*,¢=0.8
tccept—Language: zh—CN, zh:g=0. 8, sh—TW; q=0. 7, zh—HE; q=0. 5, en—U5; g=0. 3, en; g=0. 2
Lccept—EBncoding: gzip, deflate

ormection: close

pegrade—Insecure—Requests: 1
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POST| /post/ HTTP/1.1 .
Host: 123.206.87.240:80  Sendto Spider

User—Agent: Mozilla/5.0 Do an active scan 67.0) Gecko/20100101 Firefox/67.0
Accept: text/html, appli Sendto Intruder Cirl+l 170.9, % /% q=0.8
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$what=% POST['what'];
echo $what;
if(what=="flag") BF|fla

echo "flag{****}": ' i
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import requests

requests.Session()
values={'what':"'flag'}

r = s.post("http://123.206.87.240:8002/post/", values)
print(r.text)
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