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b <div class="navbar navbar-inverse"»</div>

b <div class="container"»</div>
w <form class="bs-example form-horizontal" Iactlun "logCheck. Ehgl ethod="post’} name="1og">
<legend>EF</legend>
w <div class="form-group™>
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<label class="col-1g-2 control-label” for="inputEmail">FF:</label>
w <div class="col-1g-3">
<input id="inputEmail” class="form-control” name="user” type="text">
</div>
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function login_waf($log name){
$black_str = "/(and|or|union|select|sleep|substr|order|order|by|where|from|rand|exp|updatexml|insert|update]|
dorp|delete|[,]|[\s]I[I1][&])/";
$log_name = preg_replace($black_str, "",$log_name);
if(preg_match($black_str, $log name)){
$log_name = login_waf($log_name);
return $log _name;

}

return $log name;
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<?php
include_once('../bwvs_config/sys_config.php');
if(isset($_POST[ 'submit'])){
if('empty($ POST['user']) && !empty($ POST['pass'])){
$clean_name = login_waf($_POST['user']);

$clean_pass = login_waf($_POST['pass']);

$sql = "SELECT * FROM dwvs_user_message WHERE DWVS_user_name ="."'"."$clean_name".""'"." AND DWVS_user_pa
sswd=".""".md5("$clean_pass").""'";
$data = mysqli_query($connect, $sql) or die('Mysql Error!!');
mysqli_close($connect);
if(mysqli_num_rows($data) == 1)
{
$row = mysqli_fetch_array($data);
$ SESSION[ 'user_id'] = $row[ 'DWVS_user_id'];
$ _SESSION[ "user_name'] = $row[ 'DWVS_user_name'];
if(lempty($row[ 'DWVS_user_favicon']))
{
$ SESSION[ "user_favicon'] = $row[ 'DWVS_user_favicon'];
telse
{
$rand_num = rand(1,4);
$user_favicon = "../favicon/"."$rand_num".".jpg";
$_SESSION[ 'user_favicon'] = $user_favicon;
}
header('Location: user.php');
telseq{
$ SESSION[ 'login_error'] = 'Error';
header('Location: login.php');
}
telseq{
$ SESSION[ 'login_error'] = "Error';
header('Location: login.php');
}
telse
{

not_find($_SERVER['PHP_SELF']);
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<?php
include_once('../bwvs_config/sys_config.php');
if(isset($_POST['submit']) && !empty($_POST['user_name'])) {
$clean_username = select_wafl($_POST['user_name']);
$clean_username = XSS_reg($clean_username);
$clean_user_id = clear_all($ _POST['u_id']);
if(!is_numeric($clean_user_id))
{
$_SESSION['Uid_error'] = 'JEEMAFID';
header('Location: edit.php');
telse{
$sql = "SELECT * FROM dwvs_user_message WHERE DWVS_user_name ="."'"."$clean_username"."'";
$data = mysqli_query($connect, $sql) or die(mysqli_error($connect));
if(mysqli_num_rows($data) == 1){
$_SESSION[ 'update_error'] = 'error';
header('Location: edit.php');
telse{
$sql _Up = "UPDATE dwvs_user_message SET DWVS_user_name = '$clean_username' WHERE DWVS_user_id = '$clean_
user_id'";
mysqli_query($connect,$sql Up) or die(mysqli_error($connect));
mysqli_close($connect);
$_SESSION[ '‘user_name'] = $clean_username;
header('Location: edit.php');
¥

}
telse{

not_find($_SERVER[ 'PHP_SELF']);
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function select_wafl($str)

$balck_1ist = "/(union|sleep|substr)/i";

$str= preg_replace($balck_1ist,"", $str);
$str= preg_replace('/union\s+select/i"',"", $str);
$str= preg_replace('/and\s+sleep/i', "", $str);

if(preg_match($balck_list,$str))

$str = select_wafl($str);
return $str;

return $str;
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XPATH syntax error: '~bwvs~'
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