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public start
start proc near

var_B8= byte ptr —-0B8h

pusha
mov esi, offset dword_41D000
lea edi, [esi—1C000h]
Line 2 of 2 push  edi
or ebp, OFFFFFFFFh
jmp short loc_41EFF2

0041FFDO: start
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)
j_CreateToolhelp32Snapshot
411020
411041
ocess32ext¥

e =

; Attributes: thunk

; int __cdecl main(int argc, const char **targv, const char **envp)
_main proc near
Jmp _main_0

_main endp

00000572 | 00411172: _main

The initial autoanalysis has been finished.

Disk: 640GE https://blog.csdn.ne _46009088

e Emain_0pk Hust 7T LLHFS K% T

int main_8{)

{
HANDLE vi; // [esp+DBh] [ebp-14h]
HANDLE hObject; /7 [esp+DCh] [ebp-8h]

sub_4110FF();
thObject = CreatelutexW({8, 8, 8);

j_strcpy{Dest, Source};

hobject = CreateThread(®, @, (LPTHREAD_START_ROUTIME)StartAddress, @, @, @);// G352

CO~JO~UN LOMI—2O~-D00 =~ O NP IR —

ul = CreateThread(®, @, (LPTHREAD_START_ROUTIME)sub_&%1119F, @, @, @);// 4|32
CloseHandle{hObject); /1 T[FIEEE
CloseHandle{u1); 1 T |FEAE
vhile { dword_u418008 = -1 )
sub_411196(); /1 FEIE B R GRES ERE
CloseHandle{::hObject};
return 8;
¥

R RECKRE . oFEFlsub_4110FF, mHitLER:



int sub_411BDA{)

1
24
3 printf(
4 “1TT111 1111111111111ttt ittt T T T TI 1T
" "
g ORI NN NN W'
7 336363 3 K HHH XXX "
8 \n'"
Q \n'"
0 \n'"
1 " \n'"
2 U 36 36 96 3636 363636 96 363636 3636 ey o'
3 "' 36 36 36 3636 6 36 36 36 3636 36 363 * 33636 363 K XXX N
4 U 36 36 96 3636 363636 96 363636 3636 e \n''
5 \n'"
6 \n'"
7 \n'"
8 363636 6% K E XXX XY "
Q " \n'"
20 “111 111111ttt T 1111111111 )
71  printf{"input flag:\n"};
77 return scanf({"%36s", Source);
233

source M iZ & AT flag, HAB KIS 504, 14 N%&, CreateThreadflid T A2k FE, MSDNICR41H0 R :

CreateThread B £ (AL B 23 28 1£.h)
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T EQEE S A SRR E D hE A [ R IE AT FE, 15 CreateRemoteThreadIfjft.

GIFFS

C++

HANDLE CreateThread(
LPSECURITY_ATTRIBUTES lpThreadAttributes,
SIZE_T dwStacksize,
LPTHREAD_START_ROUTINE lpStartAddress,
__drv_aliasesMem LPVOID lpParameter,
DWORD dwCreationFlags,
LPDWORD 1pThreadId

I
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{void _ stdcall StartAddress_@{int a1)

2
< while { 1)
4 ¢
5 WaitForSingleObject(hObject, BxFFFFFFFF);
6 if ( dword_418888 > -1 )
7 {
8 sub_¥1112C((int)&Source, dword_418808);
Q -—dword_418008;
10 Sleep({@x6hu);
11 y
12 Releaseliutex{hObject);
13 ¥
14
RI—ARR, AOEEE, W
sub_41112C{{int)}&Source, dword 4180668);
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Decompilaticn failure: X

Please refer to the manual to find appropriate

actions
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Emuns B &= Imports ® =

:00411C70
:00411C70
:00411GC71
:00411C73
:00411C79
:00411C7A
:00411C7B
:00411C7C [ebp+var_D8]
:00411C82 36h
:00411C87 0CCCCCCCCh
:00411C8C
:00411C8E __
:00411C93 S5 411404
:00411C95 — - ; IpName
:00411C97 | s | | e : blnitialOwner
:00411C99 pus 0 ; IpMutexAttributes
:00411C9B ds:CreateMutexW

— :00411CA1 esi, esp
Process3ziext¥ e . :00411CA3 j___RTC_CheckEsp
Process32First¥ . X :00411CA8 hOb ject, eax
CreateToolhelp32Snapshot - . :00411CAD offset Source ; Source

4l i B A :004110B2 offset Dest ; Dest

i :00411CB7 Jj_strepy
:00411CBC esp, 8
:00411CBF esi, esp
:00411CC1 0 ; IpThreadld
:00411CC3 0 ; dwCreationFlags
:00411CC5 0 ; IpParameter
:00411CC7 offset StartAddress ; IpStartAddress

00001070 | 0041

[ A Y AEEX, ]

.text:004119F1 loc_4119F1: : CODE XREF: sub_411940:lo0c_4119DE T j
.text:004119F1 5F pop edi

.text:004119F2 5E pop esi

.text:004119F3 5B pop ebx

.text:004119F4 81 C4 CGC 00 00 00 add esp, 0CCh

.text:004119FA 3B EC cmp ebp, esp

.text:004119FC E8 6C F7 FF FF call j___RTGC_CheckEsp

.text:00411A01 8B E5 mov esp, ebp

. text:00411A03 5D pop ebp

.text:00411A04 C3 retn

. text:00411A04 sub_411940 endp ; sp-analysis failed
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- CODE XREF: sub_411940+827 j

: sub 411940+4BTJ
0+54 1 j

: sub_411940:loc_4119DET j

e 2 for tabul:

Process32Next¥ o - : ’ o = EEAL A
Process32First¥ - . H 3000
CreateToolhelp32Snanshot . i

b_411E10

:00411A04
:00411A05 GC CC CC CC CC 00+a| ign 40h

:00411A40

:00411A40 : =SUBROUTINE

TER—"MEIHE R AEL BATR B EARASHSPHMTEIER AT LL T

. text:004119F1 loc_4119F1: ; CODE XREF: sub_411940:
. text:004119F1 0D8 5F pop edi

.text:004119F2 0D4 5E pop esi

.text:004119F3 0DO 5B pop ebx

.text:004119F4 0CC 81 C4 CC 00 00 Q0 add esp, 0CCh

.text:004119FA 000 3B EC cmp ebp, esp

.text:004119FC 000 E8 6C F7 FF FF call j_ RTC CheckEsp

. text:00411A01 000 8B E5 mov esp, ebp

. text:00411A03 000 5D pop ebp

. text:00411A04 |-04 |C3 retn

. text:00411A04 sub 411940 endp ; sp-analysis failed
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:004119EA
:004119EA B F4 cl esi, esp
:004119EC 7C F7 FF FF call j___RTC_CheckEsp
:004119F1
:004119F1 loc_4119F1: ; CODE XREF: sub_411940:loc_4119DET
:004119F1 pop edi
:004119F2 pop esi
:004119F3 pop ebx
:004119F4 C4 CC 00 00 00 add
:004119FA El 9 cn SP value
:004119FC 6
:00411A01 & Current
:00411A03 ;
:00411A04 MR 152
‘0041 ‘|A04 (the current
:00411A04
:00411A04
o :00411A05 CC CC CC CC GG CC+

Process3zNext¥ e . :00411A40

Process32First¥ . . :00411A40 : SUBROUTINE
[ CreateToolheln32Snapshot . K :00411A40

41 7 -z A :00411A40 ; Attributes: bp—based frame

. :00411A40
:00411A40 StartAddress_0 proc near ; CODE XREF: StartAddressT
:00411A40
:00411A40 var_C0= byte ptr -0COh
:00411A40
:00411A40 000 55 push ebp
:00411A41 004 8B EC mov ebp, esp

https://blog.csdn.ne
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text:004119F1 loc_4119F1: ; CODE XREF: sub_411940:loc_4119DET j
text:004119F1 0D8 5F pop edi

text:004119F2 0D4 5E pop esi

text:004119F3 0DO 5B pop ebx

text:004119F4 OCC 81 C4 CC 00 00 00 add esp, 0CCh

text:004119FA 000 3B EC cmp ebp, esp

text:004119FC 000 EB 6C F7 FF FF call i__ RTC_CheckEsp

text:00411A01 000 8B E5 mov esp, ebp

text:00411A03 000 5D pop ebp

text:00411A04[004 c3 retn

text:00411A04 sub_411940 endp ; sp-analysis failed

TR AT LEATFS LT, Wl GEBER I TT-T -
atfgMm EAT 1A FLag 35 T 4G T — L Triaig TR iziZtOr¥aToUuwPnToBs0alaps
VRl A e Ry P e N e
377 B s\uh_h11129§$ ; %}g\%ﬁ ) o
A BB E S e e I IR s

Hchar *__cdecl sub_411948(int a1, int a2

6H¢
7 char #result; /f eax
8 char w3; // [esp+D3h] [ebp-5h]
9
() w8 = =(_BYTE =)(a2 + al); 77 atBEflagffedl, mdword_s1geesEa0 (20) WpkResism T THFSENFE, B S fFalla2]
T AF ( (U3 <97 || vB > 122) && (v2 < &5 || vi > 98) )/ NMEEAEFHEESR
yi exit(@);
3 OiF (u3 <97 || v3 > 122 ) i MREAETE
4«
5 result = off_41886868[08]; /f off_418888 == QWERTYUIOPASDFGHJKLZXCUBHHMqwertyuiopasdfghjklzxcubnm
6 *=(_BYTE =){a? + al) = off_41888B[B][=(char =)(a2 + a1} - 38];// source - 38 , HFEE? - 38 = source[29]
7o
8 else
9 «
20 result = off_418088[0];
21 *{_BYTE =)(a? + a1) = off_u18@888[0][*{char =)(a? + al1) - 96];://F Eﬂ}i"
272 ¥
73 return result;
24%

WMAEF T —MfEsub_41119F



1 void _ stdcall sub_411B18{int at)

724
3 while { 1)
4 ¢
5 WaitForSingleObject{hObject, BxFFFFFFFF);
6 if ( dword_418888 > -1 )
7 {
8 Sleep(@x6hu);
Q -—dword_418088;
10 }
11 Releaselutex(hObject);
12 %
13+

AWMt 4, K25 ERBERTES, TikigiTdword_4180087%1, IFERE— AR, ZF1SCE 75/, MR8 L
A%, R U A B AR RO M, EL Bdword_41800878 90 , ZiFEAE R, FibRE A 4R

dword_418008-1 dword 418008-1

dword 418008-1
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$T7Fsub_411880FF, 14 LI HEFEA5 20 10 245 B AT T ACER.
1 int sub_ 411888{)

2

3 int i; #7 [esp+DBh] [ebp-8h]

4
5 for {i=8;1<29; ++i)

6 A

7 if { Source[i] %= off_418004[i] )
8 exit{@);

9
0
1

return printf{"snflag{%s}inin', Dest};

( (flagpart)):
0:
flag flagpart[i]
else:

if flagpart[i].isupper():

flag (flagrange.find(flagpart[i]) 96)
else:

flag (flagrange.find(flagpart[i]) 38)
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CreateThreadMSDN(#Y: https://docs.microsoft.com/en-us/windows/win32/api/processthreadsapi/nf-processthreadsapi-
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