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import zipfile
name = "hW1ES89jF"'

while True:

fz = zipfile.ZipFile(name + '.tar.gz', 'r')
fz.extractall (pwd=bytes(name, 'utf-8'))
name = fz.filelist[0@].filename[0:9]
fz.close()
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# gakki_exp.py

# Author : imagin

alphabet = "abcdefghijklmnopgrstuvwxyzABCDEFGHIIKLMNOPQRSTUVWXYZ1234567890 | @#$% &* () +- ={}[]"
f = open("flag.txt", "r")

data = f.read()

result = {d:@ for d in alphabet}

def sort by value(d):
items = d.items()
backitems = [[v[1],v[@]] for v in items]
backitems.sort(reverse=True)

return [ backitems[i][1] for i in range(®,len(backitems))]

for d in data:
for alpha in alphabet:
if d == alpha:
result[alpha] = result[alpha] + 1

print(sort_by value(result))
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# -*- coding: cp936 -*-
b64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"
with open('flag.txt', 'rb') as f:
bin_str = "'
for line in f.readlines():
stegh64 = ''.join(line.split())

rowb64 = ''.join(stegb64.decode( 'base64').encode('base64’).split())
offset = abs(b64chars.index(stegb64.replace('="',"'"')[-1])-b64chars.index(rowb64.replace('=","")[-1]))

equalnum = stegb64.count('=") #no equalnum no offset

if equalnum:
bin_str += bin(offset)[2:].zfill(equalnum * 2)
print ''.join([chr(int(bin_str[i:i + 8], 2)) for i in xrange(@, len(bin_str), 8)]) #8 fi—%1
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# -*- coding: cp936 -*-
b64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"
with open('flag.txt', 'rb') as f:
bin_str =
for line in f.readlines():
stegh64 = ''.join(line.split())
rowb64 = ''.join(stegb64.decode('base64').encode('base64’).split())
offset = abs(b64chars.index(stegb64.replace('="',"'"')[-1])-b64chars.index(rowb64.replace('=","")[-1]))

equalnum = stegb64.count('=") #no equalnum no offset

if equalnum:
bin_str += bin(offset)[2:].zfill(equalnum * 2)
print ''.join([chr(int(bin_str[i:i + 8], 2)) for i in xrange(@, len(bin_str), 8)]) #8 fi—%1
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open('attachment.txt','r")

fp.readlines()
[]

i in a:

p.append(int(i))

i in p:
if i == 63:
= '00'
elif i == 127:
= 'el’
elif i == 191:
a = 'lo’
elif i == 255:
= "11"'

import binascii
flag =
for i in range(9,len(s),8):
flag += chr(int(s[i:i+8],2))
binascii.unhexlify(flag)
wp = open('flag.txt','wb")
wp.write(flag)

wp.close()
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LSB steganogprahy. Hide files within least significant bits of images.

Usage:
1sb.py hide <img_file> <payload_file> <password>
1sb.py extract <stego_file> <out_file> <password>

1sb.py analyse <stego_file>
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pip install pycryptodome
pip install Crypto

pip install Pillow

pip install matplotlib

pip install numpy

foE Mlpy2s HIA

K72 55 14 Bl 42 123456

H IR 4% | SOLVED |
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tcpdump -n -r nmapll.pcapng 'tcp[13] = 18' | awk '{print $3}'| sort -u
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s

S MRS SRR (X O Wi T )



awk {print $3}
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sort-u fiZE FE
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tshark -r key.pcap -T fields -e usb.capdata > usbdata.txt
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mappings = { Ox04:"A", ©0x05:"B", 0x06:"C", 0x07:"D", 0x08:"E", 0x09:"F", Ox0A:"G", ©0x0B:"H", oxeC:"I", oxeD:
"J", OxeE:"K", exeF:"L", exle:"M", ex11:"N",ex12:"0", ©ox13:"P", ox14:"Q", ox15:"R", ©x16:"S", ox17:"T", ©x18:"U
",0x19:"V", Ox1A:"W", ox1B:"X", exic:"Y", exiD:"zZ", ex1E:"1", ex1F:"2", ox20:"3", ox21:"4", ox22:"5", ©0x23:"6",
Ox24:"7", 0x25:"8", Ox26:"9", Ox27:"0", 0Ox28:"\n", Ox2a:"[DEL]", ©X2B:" ", ex2C:" ", @ox2D:"-", Ox2E:"=", @
X2F:"[", ©x30:"]", ox31:"\\", ex32:"~", ox33:";", ex34:"'", ox36:",", ex37:"." }
=[]
= open('usbdata.txt"')
for line in keys:
if line[@]!="'0" or line[1]!="'0" or line[3]!="'0" or line[4]!="'0"' or line[9]!='0"' or line[10]!='0"' or line[12]
1='0" or line[13]!="'@"' or line[15]!='@"' or line[16]!='0"' or line[18]!='0"' or line[19]!='@"' or line[21]!='@"' or 1]
ine[22]!="0":
continue
nums . append(int(line[6:8],16))
keys.close()
output = ""
for n in nums:
if n ==
continue
if n in mappings:
output += mappings[n]
else:
output += '[unknown]’

print 'output :\n' + output

13 %key
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tshark -r out.pcap -T fields -e data >out.txt
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open("out.txt",'rb').readlines()
open("outl.txt","wb")
for line in lines:
files.write(line.strip().decode('hex"))

files.close()
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a = open("outl.txt",'rb').readlines()
filel = open("out2.txt", 'wb")
for i in range(len(a)):

bb = a[i].strip()

if bb == a[i-1].strip():
continue

filel.write(bb+'\n")
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privilege: :debug
sekurlsa::minidump lsass.dmp
sekurlsa::logonpasswords full
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* Username : Administrator
* Domain : WIN7

* Password : W31lc@meToDOg3
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