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[SUCTF2018]single dog | SOLVED |
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a2k % | SOLVED |
webshell/5 7] | SOLVED |
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Mysterious | SOLVED |
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00 00 00 00 00 00 0O
€7 00 7B 00 38 00 37
37 00 32 00 38 00 30
63 00 62 00 35 00 34
35 00 64 00 38 00 62
39 00 36 00 7D 00 0O
30 30 36 31. 31 35 63
30 62 3031 34 33 39
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Stegsolve i Lk T H—F#i Hiok T flag

4865792049207468 €96e6b2077652063 Hey I th ink we ¢
€16e207772697465 20736166656c7920 an write safely
696e207468697320 66696c6520776974 in this file wit
686£757420616e79 6f6e652073656569 hout any one seei
©e672069742e2041 €e797761792c2074 ng it. A nyway, t
€865207365637265 74206b6579206973 he secre t key is
3a2073743367305f 7361757275735£77 : st3g0_ saurus_w
7233636b73000000 0000000000000000 r3cks... ........
0000000000000000 0000000000000000 ......c0tv wovevnnn
0000000000000000 0000000000000000 ..cveece wesscess
Bit Planes Order settings
Alpha []7 []6 []5 [J& []3 [J2 []1 []Jo ExtractBy @ Row () Column
Red [J7 [J6 [JS [J& [J3 [J2 [J1 Mo Bit Order @ MSBFirst () LSBFirst
Green 7 6 5 4 3 2 1 vO
L7 e Ls e s L2 L i Bit Plane Order
Bwe []7 [J6 []5 [J4 [J3 [J2 [J1 Mo @ RGB () GRB
(JRBG (0 BRG
Preview Settings

Include Hex Dump In Preview v/

flag{st3g0_saurus_wr3cks}
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-s\Administrator\Downloads

iy \Downloads>notepad 1. txt:flag. txt swupctf{ddg is cute}

swupctf{ddg_is_cute}

summer@summer:~/5i [ /bb$ binwalk -e who_won_the_game.png

HEXADECIMAL DESCRIPTION

WARNING: Extractor.execute failed to run external extractor 'unrar e '%e'': [Er

no 2] No such file or directory: 'unrar': 'unrar', 'unrar e '%e'' might not be
nstalled correctly

WARNING: Extractor.execute failed to run external extractor 'unrar -x '%e'': [E
rno 2] No such file or directory: 'unrar': 'unrar', 'unrar -x '%e'' might not b
installed correctly

1430236 ©x15D2DC RAR archive data, version 4.xhupEiBsscamunentyne:

binwsr—F, frar, gif % 7 #fE—F

SR CEAIhIKS! X
Advanced Archive Password Recovery @1t :
' !‘—3‘1-?5{3 Ez,nz5
2H1ig 175 987ms

PR (ER/W) 253

HOTIFRYER 1020 ]
HEX 18 510 [3130323
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flag{zhi_yin_you_are_beautiful}
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outguess -k -r mmm.jpg 1.txt

CTF{gue33_Gu3Ss!12020}
kT
ACTF{gue33_Gu3Ss!2020}

[SUCTF2018]single dog | SOLVED |

ZE4R H AL ~, 421 F foremost attachment.jpg 73 25— T

ipg 2020/4/14 12:41 i
zip 2020/4/14 12:41 i
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flag{happy double eleven}

[HBNIS2018]exceli f# | SOLVED |

ftlexcel 1 Awinhex, #— Fflag, KRR T

00 00 EO 00 00 00 25 00 66 6C 61 67 20 69 13 20 a & flag is
€8 65 72 65 20 43 54 46 7B 6F 66 66 €9 63 65 S5F here CTF{office
65 61 73 79 5F 63 72 61 63 6B 65 64 7D 00 00 00 easy cracked}
00 00 FF FF FF FF 80 D7 00 00 FF FF FF FF 00 00  $YyVEXx VY¥y

flag{office_easy_cracked}
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FO FO FO FO FO FO FO FO FO FO FO FO FO FO FO FO 0&5858585885858888888488
22 44 44 22 44 44 22 22 22 22 44 22 44 44 22 22 "pp"pDp""""D"DD""
22 22 22 22 44 44 22 22 22 44 44 22 44 44 22 22 """"pp"""DD"DD""
44 22 22 44 44 44 22 22 44 22 44 22 44 44 22 22 D""DDD""D"D"DD""™
22 22 22 22 44 44 22 22 44 22 22 22 22 44 44 22 T""""DDT""D""""DD"
44 22 44 22 44 44 22 22 22 22 44 22 44 44 22 22 D"D"DD""T"T"D"DD""™
44 22 22 22 44 44 22 22 22 22 22 44 44 44 22 22 pDp"""pp"""""DDD""™
22 22 44 22 44 44 22 22 22 44 22 22 22 44 44 22 ""p"DD"""D"""DD"
22 22 44 22 22 44 44 22 44 22 44 22 44 44 22 22 ""p""pDp"D"D"DD""
22 44 44 22 22 44 44 22 44 22 44 22 22 44 44 22 "pDp""DD"D"D""DD"
22 44 44 22 44 44 22 22 22 44 22 22 22 44 44 22 "DD"DD"""D"""DD"
22 44 44 22 44 44 22 22 44 22 44 22 22 44 44 22 "DD"DD""D"D""DD"
44 22 44 22 44 44 22 22 22 44 22 22 22 44 44 22 D"D"DD"""D"""DD"
22 22 44 22 44 44 22 22 44 44 22 22 22 44 44 22 ""D"DpD""DD"""DD"
44 22 44 22 22 44 44 22 22 22 44 22 44 44 22 22 Dp"p""pD"""D"DD""
44 44 22 22 44 44 22 22 22 22 22 44 44 44 22 22 DpD""DD"""""DDD""
44 44 22 22 44 44 22 22 22 44 22 22 44 44 22 22 DD""DD"""D""DD""
FO FO FO FO FO FO FO FO FO FO FO FO FO FO FO FO O&E54334800G84008
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FJa TIRZ, Lkt iascii, MD532, fJa AT 1, WA — T HRE] 7R R @I A

def bin_to_str(s):

.join([chr(i

flag+=bin_to_str(test

print flag
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0086 1562 2535 5174
bnhn s wwy vffg vffg rrhy fhnv
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2218 flag{md>5)

T RATHRE T

086 1562 2535 5174 S HLAG

N L & fiE

bnhn s wwy vffg vffg rrhy fhnv LB gmi
A N < N < |G &
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def hex_str(str):
hex_str_list=[]
for i in range(9,len(str)-1,2):
hex_str=str[i:i+2]
hex_str_list.append(hex_str)
print( %hex_str_list)
hex_to_str(hex_str_list)

hex_to_str(hex_str_list):

int_list=[]

dec_list=[]

flag

for i in range(@,len(hex_str_list)):
int_str=int( %hex_str_list[i],16)
int_list.append(int_str)
dec_list.append(int_str-128)

for i in range(@,len(dec_list)):
flag += chr(dec_list[i])
print( %int_list)
print( %dec_list)
print( %flag)

if _ name__

str

print( %len(str))
hex_str(str)

That was fast! The flag is: DDCTF{922ab9974a47cd322cf43b50610faeab}
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BEHIE KL [ base64 N, )5

jyz5d/i5fs7a/3pc3+HTodN8E/ivbfGLAXaP4Amt7Wayh1iHz1hm4ePBKAP/AHZRVj4SfDyHAV1
Q/DsMNMRENZRWiv/f2IFz+0KK+/p/21lyLn3tréns5djPq7rz9gvcu+Xevp+B/9k=

ANk

/97/4AAQSkZIRgABAQEAYABEAAD/ 2wBDAATIBAQIBAQICAEICAE ICAWUDAWMDAWY EBAMFBWYHBWCG
BwcICQsJICAgKCACHCEOKCESMDAWMBWKODWOMDESMDAZ / 2WBDAQICAEMDAWYDAWYMCAC IDAWMDAWM
DAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAZ /WAARCAHEAKQDASIA
AhEBAXEB/8QAHWAAAQUBAQEBAQEAAAAAAAAAAAECAWQFBECICQoL /8QATRAAAZEDAWIEAWUFBAQA

DT SR PSS N I Skdata:image/jpeg;base64,

flag{209acebf6324a09671abc31c869de72c}

webshell/5 '] | SOLVED |

data:iimage/jpeg;base64,/9j/4AAQSkZIRgABAQEAYABgGAAD/2wBDAAIBAQIBAQICA
glCAgICAWUDAWMDAWYEBAMFBwWYHBwcG
BwclCQsJCAgKCAcHCgOKCgsMDAwWMBwkODwOMDgsMDAz/2wBDAQICAgMDAwW
YDAWYMCACIDAWMDAWM
DAWMDAWMDAWMDAWMDAWMDAwWMDAwWMDAwWMDAWMDAwWMDAWMDAWMD
AwMDAWMDAz/WAARCAHgAKQDASIA
AhEBAXEB/BQAHWAAAQUBAQEBAQEAAAAAAAAAAAECAWQFBgCICQOL/BQALRAA
AgEDAWIEAWUFBAQA
AAF9AQIDAAQRBRINMUEGE1FhByJ)xFDKBkaEIOKxwRVSOfAkM2JlyggkKFhcYGRollic
0KSoONTY3
ODk6QORFRkdISUpTVFVWVThZWmNkZWZnaGlqc3R1dnd4eXqDhIWGh4ilipKTUW
WISiZmgKipKWm

-



MO IS RS, REHIDE S KE — AWk N

= \eslws | Akl
[ C: \Wsers\Adninistrator\Downloads\¥TR W ¥ \adni. .. 3 (AFK)Eval/s[ ] {Z280: [$NoticeC. .. 26332 2015-04-23 09:36:49
() C:\Users\Administrator \Downloads\¥TE 7&K \menb. . . 3 baseb4_decode™E |systemth T |p. . . 58101 2015-08-24 16:06:52

Hit— N RIS — R

> FUDI = s array|d rudij,
}
$P = $ POST;
unset($ POST);

//echo encode pass(‘angel');exit;

//angel =

// R BEFRIIE, FE S FEES, B AR BIIE

$pass = 'ba8ebc6f35a53933b871480bb9a9545c¢"; //angel

Horpixtdk 21 1 flag

flag{ba8e6c6f35a53933b871480bb9a9545c}

371666 | SOLVED |

{#i Flforemost/r 25— 1

MXTTH\F) 3m3E\E) =E/|L\V) f2&i>) =2Sumill) ma)n)

summer@summer: S foremost

-

Processing: . pcapn
| foundat=flag.txtC ﬁo«eﬂ'ﬁ-«wﬂao[ﬁﬂou«
t.ooRe$Koo23@;B$oo ,Elznjoo]paop-ﬂi)@ﬁm
53
i R L 4 £
=Y O
00002778.zip

IR G AEH A rh R tep BdE R
UF(E) #wEIE(E) BE(Y) BERR(G) WERC) IPTA) FmITE) BElY) s
[ . ® XE QewEF S _ = @ Q &

|tcp. strean eq 7

b Time Source Destination
884 46.312696198 192.168.25.128 192.168.4


http://www.d99net.net/News.asp?id=47

885 46.312968917 192.168.25.128 192.168.4

886 46.314913898 192.168.43.83 192.168.2
887 46.314950323 192.168.43.83 192.168.2
888 46.314956407 192.168.43.83 192.168.2
889 46.314960243 192.168.43.83 192.168.2
890 46.314964432 192.168.43.83 192.168.2
891 46.314968764 192.168.43.83 192.168.2
892 46.314972668 192.168.43.83 192.168.2

Frame R]84: 4434 hvtes on wire (%§ﬁ§5nh}¥§ﬁ 4424 hv

FET (R 3R 2 1 — HE163E il £ Ch%

POST /upload/1.php HTTP/1.1

User-Agent: Java/1.8.0 151

Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 204999

aa=@eval.

(base64 decode($ POST[action]));&action=QGluavozZXQoImRpc3BsYX1fZX:
00BzZXRfdGltZv9saWlpdCgwKTtAc2veX21hz21jX3F1b3R1c19ydwW50awl1KDApO2)
Ip0zskZj1iYXNINJRfZGVjb2RIKCRfUEOTVFsieJEiXSk7IGMOIFOQTINUWYI6MiJd(
BSYWNIKCIcciIsIiIsIGMpOYRJPXNOCl9yZXBSYWNIKCIcbiIsIiIsIGMpOyRidwWY9!
A71Gk8c3RybGVUKCRjKTskaSsoMikkyYnvmLj11lcmxkZWNvZGUoIiUiLnN1YnNecigk
NobyhAZndyaXR1KGZvcGVUKCRmMLCI3IiksJ1GI1Zik
%#2FIJE101IwIik702V]jaG80Inw8LSIpO2RpZSEpOWA3D
%3D&z1=RDpcd2FtcDYOXHd3d1x1cGXVYWRCNJY2Ni5qcGe

Y ENYPEFFDSFFE000104A46494600010101007800780000F FDBOOA4300010101010
101010101010101010101010101010101010101010101010101010101010101010!
1010101010101010101010101FFDBRR43010101010101010101010101010101010

101010101010101010101010101010101010101010101010101010101010101010/

1901FFC0001108013901E203012200021101031101FFC4001F00000105010101010
000000102030405060708090A0BFFC400B51000020103030204030505040400000
105122131d1061151618722?1143281q1A108214291C1155%D1Fq 432627282&99-

IIIl]I sdn.net /pONEZLZ3.

dtwinhexHL i, K ILEpgE . TRAr e g

Th1s_1s_p4sswd_!!! = [k %15
flag{30pWdJ-JP6F zK-koCMAK-VKkfWBQq-75Un22}
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https://blog.csdn.net/zz_Caleb/article/details/91971170

fridatk ) 1 lF2flag, EAhEE A EK{%_Buff3r_0v3rflow}

“ |.text:0040121C push eax ; int

" |.text:0040121D call itoa

“ |.text:00401222 add esp, 0Ch

“ |.text:00401225 push offset asc_422044 ; "{"
" | text:0040122A lea ecx, [ebp+Text]

“ |.text:00401230 push ecx ; char *
“ . text:00401231 call _strcat

“ |.text:00401236 add esp, 8

“ |.text:00401239 lea edx, [ebp+var 310]

" |.text:0040123F push edx ; char *
" |.text:00401240 lea eax, [ebp+Text]

" |.text:00401246 push eax ; char *
" |.text:00401247 call _strcat

" |.text:0040124C add esp, 8

" |.text:0040124F push offset asc_422040 ; " "
" . text:00401254 lea ecx, [ebp+Text]

" . text:0040125A push ecx ; char *
" |.text:0040125B call _strcat

" |.text:00401260 add esp, 8

" |.text:00401263 push offset aBuff3r@v3rfow ; "Buffir ovirf|ow"
“ |.text:00401268 lea edx, [ebp+Text]

" |.text:0040126E push edx ; char *
" |.text:0040126F call _strcat

" |.text:00401274 add esp, 8

" |.text:00401277 push offset asc_422028 ; "}"
“ |.text:0040127C lea eax, [ebp+Text]

PP-B, T - mAREEE R, KT R

ViU = W,

if ( a2 == 16 )

{
DestroyWindow(hlWnd);
PostQuitMessage(0);

h

else if ( a2 == 273 )

{
if ( a3 == 1000 )

{
GetDlgItemTextA(hWnd, 1002, &String, 260};// HIiEA
strlen(&tring);

if ( strlen(&string) > 6 ) /] WAKEABATS
ExitProcess(0);
v10 = atoi(&String) + 1; // atoilBFTFRENEN, RphpH XBEMELS
if ( v10 == 123 && v12 == 'x’ 8& vl14 == |z° && v13 = "y’ )
{

strepy(Text, "flag");
memset (&7, @, OxFCu);

vB = 9;
vo = 8;
_itoa(v10, &5, 10); // itoallfFIFREHEH

strcat(Text, "{");

strcat(Text, &v5);

strcat(Text, " _");:

strcat(Text, "Buff3r_ovirf|eow");

strcat(Text, "}");

MessageBoxA(@, Text, "well done”, 0);
}

CotTimarnlhlind 1Tun OwIFR  TimarFunc)-
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H—T
{123_Buff3r_0v3rflow}, th H1IE 7 X AN A1) %

flag{123_Buff3r_0v3rf|Ow}

HAudacity
N, RIA RGN X,

i 72 122xyz

£025bd6£5
£029bd6£551139%eedebBe45a175b0786£029bd6 £

flag{f029bd6f551139eedeb8e45a175b0786}

JLLE’JUI\"\_ N et L}y’ s Iuannn

File Analyse Help

Hue plane 0

T S N A N £

TIFFRFESEF

Extract Preview

PNG IH
DR.....i cecenens

«+s:.1 DATX .
j.;.08.8d .[v. 3
7 7 A,
® ® B ® B B OB B T'TOOOOO
..... X.e o8.....
...... W. O




12£494810101204 84040 41404810 H ALRH
11204 Teedfelf 739b95dd39%c3£4 |
Bit Planes Order settings
Alpha 7 6 5 4 3 2 1 0 Extract By ® Row Column
Red 7 6 5 4 3 2 1 v 0 Bit Order () MSB First (® LSB First

Green 7 6 5 4 3 2 1 [v|0
Bit Plane Order

Blue 7 6 5 4 3 2 1 v/0 RGB GRB

RBG BRG

P Setti
review Settings GBR e BGR

Include Hex Dump In Preview |v

WH . bytearray (b’ \x00\x00\x01\x18" )
BN bytearray (b’ \x00\x00\x01\x18")

A

EaYa = L L A ) N



T 1 AR (PO: FHRER! ! SEICEYETY )

| flag.txt - iC#2s
i4(F) #WIE(E) 18xU(0) =|E/(V) ®EHH)
flagATEXEBEH; {RIiEIEflagfEMpERE? RRER

BRIt
TE KA W B8 3] 4. 2% ) Nifsstreamsedotor, 2R 5 134 — F

| flag.txt - iC#Zs
S{H(F) fRIR(E) 1BxU(0) =|E(V) #EI(H)
flagAMEIX B (IEsEflagiEBRERIE? RIREE

XAH(F) #RiE(E) &N(0) EEJ(V) #En(H)
return ciphertext[::-1]

siphertext = |
'96",
'65',
'93",
g - o
'91",
'97",
e
'93’,
i
102,
'94',
132,
'46',
112,
64",
'97",
'88",

.....
ar v A& &
5 T BT A~ 041 45 T 4 3% Tt - ZFE- RN 7 etk gl 32 A0 AR B A P


https://pan.baidu.com/s/1pLT2J4f#/
https://bbs.kafan.cn/thread-460084-1-1.html
https://tool.lu/pyc/

IRAIUHI MY H I O v 17y 2 H Y I LRI D NYUNE AR A A

e

import base64

text 5

) 3

for i in range(24):
if(i%2 9):
a = int(text[i]) - 10
else:
a = int(text[i]) + 10
a i~ a
code = code + chr(a)
print(code)

decode()

flag{Y@e_CI3veR_C1Ever!}

AL R T KK %,

with open(filename, ) as f:
all b = f.read()
crc32key int(all_b[29:33].hex(),16)
data = bytearray(all b[12:29])
n 4095
for w in range(n):
width = bytearray(struct.pack( , W))
for h in range(n):
height = bytearray(struct.pack( , h))
for x in range(4):
data[x+4] = width[x]
data[x+8] height[x]
crc32result = zlib.crc32(data)
if crc32result crc32key:
print( ,end )
print(width)
print( ,end
print(height)
exit(@)
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