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int __cdecl main(int argc, const char **argv, const char **envp)
{

int v3; // esi

int result; // eax

int v5; // [esp+8h] [ebp-74h]

int v6; // [esp+Ch] [ebp-7@h]

int v7; // [esp+1l@h] [ebp-6Ch]

__int16 v8; // [esp+1l4h] [ebp-68h]

char v9; // [esp+16h] [ebp-66h]

char v10; // [esp+18h] [ebp-64h]

puts((int)&unk_40E140);
scanf(asS, &v1o);

v5 = 0;

V6 = 0;

v7 = 0;

v8 = 0;

V9 = 0;

sub_401080((int)&v10, strlen(&v10), (int)&v5);

v3 = 0;

while ( *((_BYTE *)&v5 + v3) == byte_40EQE4[v3] )
{

if ( ++v3 > strlen((const char *)&v5) )
goto LABEL_6;
}
puts((int)aError);
LABEL_6:
if ( v3 - 1 == strlen(byte_ 40EQE4) )
result = puts((int)aAreYouHappyYes);
else
result = puts((int)aAreYouHappyNo);
return result;

}

RSB HE, ML AflagLidsub 401080 $ kb 5, Sbyte 40EQE4ALLE:, #H[FHisuccess

byte 40EQE4

zZMXHz3TlgnxLxJhFAdtZn2fFk3IYCrtPC2I9
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int _ _cdecl sub_401080(int al, int a2, int a3)
{

int v3; // edi

int v4; // esi

int v5; // edx

int v6; // eax

int v7; // ecx

int v8; // esi

int v9; // esi

int v10; // esi

int v11; // esi

_BYTE *v12; // ecx

int v13; // esi

int v15; // [esp+18h] [ebp+8h]

v3 = 9;
v4 = 0;
sub_401000();
v5 = a2 % 3;
v6 = al;

v7 = a2 - a2 % 3;
vl5 = a2 % 3;
if (v7 >0)

{
do
{
LOBYTE(v5) = *(_BYTE *)(al + v3);
v3 += 3;
v8 = v4d + 1;
*(_BYTE *)(v8++ + a3 - 1) = BASE64_table 40EQAQ[ (V5 >> 2) & Ox3F];
*(_BYTE *)(v8++ + a3 - 1) = BASE64_table 40EQAQ[16 * (*(_BYTE *)(al + v3 - 3) & 3)
+ (((signed int)*(unsigned __int8 *)(al + v3 - 2) >> 4)
& OxF)];
*(_BYTE *)(v8 + a3 - 1) = BASE64_table_40E0A0[4 * (*(_BYTE *)(al + v3 - 2) & oxF)
+ (((signed int)*(unsigned __int8 *)(al + v3 - 1) >> 6) &
3)1;
v5 = *(_BYTE *)(al + v3 - 1) & Ox3F;
v4d = v8 + 1;
*(_BYTE *)(v4 + a3 - 1) = BASE64_table_40E0AQ[vV5];
}
while ( v3 < v7 );
v5 = v15;
}
if ( v5 == )
{
LOBYTE(v7) = *(_BYTE *)(v3 + al);

v9 = vd + 1;

*(_BYTE *)(v9 + a3 - 1) = BASE64_table 40EQAQ[ (v7 >> 2) & Ox3F];

vlie = v9 + 1;

*(_BYTE *)(v10 + a3 - 1) = BASE64_table 40E0A0[16 * (*(_BYTE *)(v3 + al) & 3)];

*(_BYTE *)(v10 + a3) = 61;
LABEL_8:

vl3 = v10 + 1;

*(_BYTE *)(v13 + a3) = 61;

v4d = v13 + 1;



goto LABEL_9;

}

if (v5 ==2)

{
vil = v4 + 1;
*(_BYTE *)(v1l + a3 - 1) = BASE64_table_40EQAQ[ ((signed int)*(unsigned __int8 *)(v3 + al) >> 2) & Ox3F];
v1i2 = (_BYTE *)(v3 + al + 1);
LOBYTE(v6) = *v12;
vlie = vl1l + 1;
*(_BYTE *)(v1@ + a3 - 1) = BASE64_table 40E@AB[16 * (*(_BYTE *)(v3 + al) & 3) + ((v6 >> 4) & OxF)];
*(_BYTE *)(v1@ + a3) = BASE64_table 4Q@E@A@[4 * (*v12 & OXF)];
goto LABEL_8;

}

LABEL_9:
*(_BYTE *)(v4 + a3) = 0;
return sub_401030((const char *)a3);

XA H AT Ao A=A

o FFsksub_401000% ¥
o tijdlbase64 N
o ZERsub_401030% %

sub_401000# %t

signed int sub_401000()

{
signed int result; // eax
char vi1; // cl

result = 6;

do

{
vl = byte 40EOGAA[result];
byte_40EOGAA[result] = BASE64_table_40EQAQ[result];
BASE64_table 40EQAQ[result++] = vi;

}

while ( result < 15 );

return result;
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int _ cdecl sub_401030(const char *al)
{

__inte4 v1; // rax

char v2; // al

vl = 0i64;
if ( strlen(al) !=0 )
{
do
{
v2 = al[HIDWORD(v1)];
if (v2 <97 || v2 > 122)
{
if (v2 <65 || v2 >90)
goto LABEL_9;
LOBYTE(v1) = v2 + 32;
}
else
{
LOBYTE(v1) = v2 - 32;
}
al[HIDWORD(v1)] = vi;
LABEL_9:
LODWORD(v1) = @;
++HIDWORD(v1);
}
while ( HIDWORD(v1l) < strlen(al) );
}

return vl;
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# -*- coding:utf-8 -*-
import base64

A &L Kbyte_40EQE4%: #:

Str = 1list("ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/")

model = "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"
for i in range(6,15):
Str[i],Str[i+10] = Str[i+1@],Str[i]

Str = "'.join(Str)
enc = "zMXHz3TIgnxLxJhFAdtZn2fFk31YCrtPC219".swapcase()
dec = "

for i in range(len(enc)):
dec += model[Str.find(enc[i])]
print (dec)
print (Str)
print (base64.b64decode(dec))



D:\Anaconda\python. exe C:/Users/10245/PycharmProjects/untitledl/prol09. py
ZmxhZ3tiQXNINjRfaDJzX2FfU3VycH]pc2VY
ABCDEFQRSTUVWXYPGHI JKLMNOZabcdetghi jklmnopgrstuvwxyz0123456789+/

b’ flag{bAse64 h2s a Surprise}’

get flag!

flag{bAse64_h2s_a_Surprise}
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