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Ha. Time Source M Wireshark - Follow TCP Stream (tcp.stream eq 18) - greatescape.pcap - *
629 20.937794 172.17.42.1
228---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
641 24.161122 172.17.42.1 228-You are user number 1 of 5 allowed.
228-local time is now 11:51. Server port: 21.
643 24.161174 172.17.8.3 220-This is a private system - Mo anonymous login
220-IPve connections are also welcome on this server.
645 24.161194 172.17.42.1 228 You will be disconnected after 15 minutes of inactivity.
USER bob
331 User bob OK. Password required
647 24.161257 172.17.42.1 PASS totol?3
238 0K. Current directory is /
649 24.161412 172.17.8.3 SYST
215 UNIX Type: L8
651 24.161465 172.17.42.1 TYPE 1

Frame 651: 82 bytes on wire (656 bit
Linux cooked capture
Internet Protocol Version 4, Src: 17
Transmission Control Protocol, Src
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288 TYPE is now 8-bit binary

PORT 172,17,42,1,171,159

280 PORT command successful

STOR el <=

158 Connecting to port 43935

226-File successfully transferred

226 0.801 seconds (measured here), 4.59 Mbytes per second
QUIT

221-Goodbye. You uploaded 4 and downloaded @ kbytes.

221 logout.
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39 653 24.161579 172.17.8.3 P 49 pe-peap
81 | 65424.161579 172.17.0.3 2! BEGIN PRIVATE KEY -
655 24.161596 172.17.42.1 13 | _J7;PEall BRIVAIE KEY-----
I|“ MITIQwWIBADANBgkqhkiGOWBBAQEFAASCCSOWggkpAgEAACTCAQCS tiryPH+2U6X0Q
tr i e uxOKPTHSRGMKXGSvAZ+Ax+GIDKE i BLUTTF17dNvAoswdmTInki1SY1kxZathlUF8 i
uJI| 657 24.161606 LiZ-lles WAUGL nt05XTEmOI 1MtBF riGD+DVpCEKORGYy 1 FBedxxi 6vhamki78 TxVB3VxHMO

58 24.161686 172.17.8.3 mk / cq5SkkERFWQWE1 pVeYmIUAmAd §+L cCwQ9aGd /vFTtcACqS50GtELFbsHIUFVyn

19 661 24. 162239 1?2 1? 42 1
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srppdKb6tLtRk2ensSnmXUXNE jqpodfdb/wgGT86NYg7i6d /4Rqadd@8abBD7RKrgp

| 24,1622 2.17 YPaX17pQusemHQPd248f xsuEfEwhPNDIhIb8FDX9BHV2xTFBLhGuOh7euz5h2C40
I 663 24.162253 1?2 1? 8. 3 KSuBAO+bIkL+pGY1z7DFtulYFTOSIyQ5zQzToxS+jE+2x9/3GpD2LUD@xkABBWhY
| 664 24.1 } 172.17.0.3 I§ | eecqEvelWEVYNXSAVEMEIs2qxYcbC5QhieMoy8xW1lcSpTSAa7volQNa9RvQ4e /3K
I 665 24 162270 172.17. 42 1 3$CbKtF?dd?IHvan8chPCZB?equQFllySUN?JU/Y@TtSm?UDnBuKNpBS4lBQa
1 172.17.42 .1 17 hiGayC5]jsHuTS8B+MnpnzWCrzD+rAzCB37B5991BKAt /muSIZ7ZUZaqxTWNoFS2Lz
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e ] i ¥ | XmhSJczfXGt6cF3elc/Eqra3R3H83uzaath+rE18DXqPFDgFd6eBCK5pudleD6YS
= Frame 654: 76 bytes on wire (608 bits), 76 f |4bynkKI/63+Ct30PSvdG5sF1qGS7Gb1WIpzErtX+e0z1fr5N5eN0QfxuCqgS3acu
Linux cooked capture 43G3XWD1zuR gSFKCgwvFADAFg5HVUGZX+cGhh2sDz TR1r+ri1XTMsmaK /E8udIg
Internet Protocol Version 4, Src: 172.17.8.7 |YEDVSKQUWELSy+5Eh9gWY7AnGNeTgLNxzfYyt@nhYhI2+Yh4IkRgQdeF8XQARDERP
Transmission Control Protocol, Src Port: 20 yZx1lekAQ/dRPQx0INY1KkRpl+Cx6tAPVimByRx1hu82qsTstberLHemruOPbfSw
aqgSFdp7it3uqjIHCwIZhAZoijAcvlhnlsalhr/qFF1Y /WeDAL180yvGdCSh30vsS6
00 0@ 00 01 B0 @6 @2 42 ac 11 80 @3 ef| |\ o;)ah8560NYS5rz:s98F9cvIqeRdGI rAelbUHHN 6+ X9gFVtwDpFeV1v1vn2Ggp
45 @@ 88 3c 71 bc 48 B@ 48 B6 47 29 ac| | 7p8hiZ@Y+8T+7qfnS9kisdPh7MkoIE0ZBCPryYyvX+YPLYlqzxtCvrRUFStAScI6H+
ac 11 22 01 @0 14 ab 3f 48 26 bc fc 89| | yp73N1CAUaOk+Z0KK1Z8ZYMSn/g5EV2 ] /miZVdtYoeQjLaCDulq8E1Hswunpgq7F
a0 02 63 @3 82 55 6@ @0 02 84 23 @1 84| | 5AopHY7VOe]1/TQLtLCNFIFQRaUD+tPzI9R6VpbgBiXxIC2eiGTolrPAT17hsQRFC
@1 @9 cd 90 @0 00 62 B0 01 @3 83 o7 WBKKqu+bV69H T Ami@6yBA0IBAQDVZ+c+3z9njQFFaellUgyz131HOzRHmWhIEoriR
NRAWTL zqMyn+RLGrD3DIQ] /dGHEtyxHI7PdI7gt13qaF41Cc2dKR3UQWICBKIOY s
wzjBWOT1jafbttXHanXEwXR3vnPk+sH52BqTXZQVASYZPWIPInz3H6EIhLEGD /uM
DS 9owYRBmykX1VIGt91V15cpg3yxPixnaelMhqDD2Ebge0FyuacExQHTGUePEVa /A
TdMI+HSDE13qR2INX+NOKAFyY FzW7kBAVY37KGZdoACUrDznmGoilfs /pFACOKkZaZ
£KXoR91LNxUSBt112Fr3qz4gc5nTtYb7150sdubLc92+924xA0 IBAQDGQFDXV]yk
Q5tsWicruSv2caVoFpLUtBgADx3uXOMEVL/S5hZ8YbUHAdcwKy LCYQLENSc9aei
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2045 /9 279847 17231 36141 198.232.125.123 TLSv1.2 182 Client Key Exchange, Change C
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Ho. Time Source M Wireshark . Follow TLS Stream (tcp.stream eq 80) - greatescape.pcap O X all
L
Content-Length: 3 ] -
2282 75.149590 172.31) |Keep-Alive: timeout=5, max=96 F
2286 75.149997 172.31) |Connection: Keep-Alive I
2213 75.158476 53 214| [Content-Type: text/html; charset=UTF-8 L5
2217 75.151803 52.214 (1 5...
2218 75.151815 172308 ..
8 farar 3 p—
2222 75.153298 172.31 GET japl!Flles.phF.actl?n list HTTP/1.1
Host: ssc.teaser.insomnihack.ch
2229 75.190018 52.214 User-Agent: Mozilla/5.@ (X11; Ubuntu; Linux x86_64; rv:58.0) Gecko/ k..
2236 79.793118 172.314 |zp1@@101 Firefox/50.0
2243 79.793662 52.214. [Accept: application/json, text/plain, */* k...
2247 79.8287138 52.214) |Accept-Language: en-US,en;q=8.5
2248 79.844643 172.31| |Accept-Encoding: gzip, deflate, br - g
2955 79.846258 52.214] |Referer: https://ssc.teaser.insomnihack.ch/files v
3 ; e = pldi@nmfjgtim3 o
> Frame 2206: 585 bytes on wg IFLAG: INS{OkThatwaswayzEasy}i
> e Connectlon: keep-allve
» Internet Protocol Version 4
» Transmission Control Protoc| |HTTP/1.1 208 OK v
PR P4 8O B1 BB B Ba B4 Date: FI":I-., 28 Jan 2817 11:52:87 GMT s
45 8@ 02 39 73 80 4@ e@| |>erver: Apache
34 d6 Be af c8 cb 81 bb EKpiFESZ T|’1L.lJ 19 Nov 1981 @8:52:88 GMT
8@ 18 80 d3 96 54 o9 pm| |Cache-Control: no-store, no-cache, must-revalidate
@1 89 ff 5b 16 @3 @1 @2 |Pragma: no-cache
b5 c8 83 cf 73 a3 77 96| |Content-length: 3
2% 58 40 da a7 d1 3c 3@/ |Keep-Alive: timeout=5, max=95
72 AR =B B85 d9 84 <7 4db Connection: Keep—ﬂllive
1f 39 ed 9c 41 31 23 ab| |Content-Type: text/html; charset=UTF-8
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