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15 3.227840 172.16.80.153 172.16.66.100 F1P 148 Response: 220 HI, i know you are a hacker who is trying to hack me ,but can u find where is the flag’a

19 4.595768 172.16.66.160 172.16.80.153 FTP 64 Request: USER ctf

28 4.596664 172.16.80.153 172.16.66.108 FTP 85 Response: 331 Password required for ctf

22 5.275482 172.16.66.180 172.16.80.153 FTP 64 Request: PASS ctf

23 5.276235 172.16.80.153 172.16.66.100 FTP 120 Response: 230 Client :ctf successfully logged in. Client IP :172.16.66.100

39 6.515671 172.16.66.160 172.16.88.153 FTP 81 Request: PORT 172,16,66,160,30,158

43 6.517125 172.16.80.153 172.16.66.100 FTP 84 Response: 200 Port command successful.

45 6.521033 172.16.66.100 172.16.80.153 FTP 60 Request: LIST

46 6.521626 172.16.808.153 172.16.66.100 FTP 114 Response: 156 Opening ASCII mode data connection for directory list.

52 6.522298 172.16.80.153 172.16.66.100 FTP 78 Response: 226 Transfer complete.

89 15.938534 172.16.66.100 172.16.80.153 F1P 81 Request: PORT 172,16,66,100,30,162

93 15.940030 172.16.80.153 172.16.66.100 FTP 84 Response: 208 Port command successful.

95 15.944953 172.16.66.160 172.16.808.153 FTP 97 Request: RETR 6b8341642a8ddcbeb7ecad27daebd541. rar

96 15.945708 172.16.80.153 172.16.66.100 F1P 114 Response: 150 Opening BINARY mode data comnection for file transfer.

101 15.946084 172.16.80.153 172.16.66.100 FTP 78 Response: 226 Transfer complete.

133 17.882257 172.16.66.160 172.16.808.153 FTP 68 Request: QUIT

134 17.882890 172.16.80.153 172.16.66.100 FTP 63 Response: 228 Bye
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M Wireshark - B8 TCP 3 (tcp.stream eq 0) - 305df1178befdccid2a3bd0fedatcld7. peapng

228 HI, i know you are a hacker who is trying to hack me ,but can u find where is the flag?ra
USER ctf

331 Password required for ctf

PASS ctf

238 Client :ctf successfully logged in. Client IP :172.16.66.188
PORT 172,16,66,10@,3@,158

280 Port command successful.

LIST

158 Opening ASCII mode data connection for directory list.

226 Transfer complete.

PORT 172,16,66,10@,38,162

280 Port command successful.

RETR 6b@341642a8ddcbeb/eca927daebd541. rar

158 Opening BINARY mode data connection for file transfer.

226 Transfer complete.

QUIT

228 Bye
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$ cd Downloads/
$ 1s

: $ foremost 3@5dfi1f78befuccfd2a3bdefedaccodT.pcapng
Processing: 385df1f78befUccfd2a3bdéfelda6cOddT.pcapng
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$ tree output/
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1 directory, 2 files
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