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% binwalk QR_code.png

DECIMAL HEXADECIMAL DESCRIPTION

PNG image, 288 x 280, 1-bit colormap, non-interlaced
@=1D7 Zip archive data, encrypted at least v2.® to extract, compressed size: 29, uncompressed size: 15, name: 4number.txt
@=28A End of Zip archive, footer length: 22

465 B ok
dd if=QR_code.png of=flag.zip skip=471 bs=1

% $ dd if=QR_code.png of=flag.zip skip=471 bs=1
281+8 records in
2801+8 records out
201 bytes copied, 0.000632449 s, 318 kB/s
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* $ hexdump flag.zip
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mochu?@kali: ~/Desktop
File Actions Edit View Help

ver 123.zip/home/mochu?/Desktop/legion/docker/buildItLocal.sh is not encrypted, or stored with non-handled compression type

ver 123.zip/home/machu7/Desktop/legion/docker/Dockerfile.local is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/docker/runit.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu?/Desktop/legion/docker/buildIt.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/utilities/ is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/utilities/qtLogging.py is not encrypted, or stored with non-handled compression type
123.zip/home/mochu?/Desktop/legion/utilities/stenoLogging.py is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/utilities/_init__.py is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/utilities/_ pycache__/ is not encrypted, or stored with non-handled compression type

123.zip/home/mochu?/Desktop/legion/utilities/__pycache__/__init__.cpython-38.pyc is not encrypted, or stored with non-handled compression type

123.zip/home/mochu7/Desktop/legion/utilities/__pycache__/stenolLogging.cpython-38.pyc is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/utilities/__pycache__/qtLogging.cpython-38.pyc is not encrypted, or stored with non-handled compression type

123.zip/home/mochu?/Desktop/legion/CHANGELOG. txt is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/LICENSE is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/CONTRIBUTING.md is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/ is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/detectOs.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/apt.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/installPython36.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu?/Desktop/legion/deps/detectScripts.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu?/Desktop/legion/deps/Kali-2019.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/Ubuntu-16WSL.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/Ubuntu-16.sh is not encrypted, or stored with non-handled compression type
123.zip/home/machu7/Desktop/legion/deps/Parrot-4.6WSL.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/Parrot-4.5.sh is not encrypted, or stored with non-handled compression type
123.zip/home/machu?/Desktop/legion/deps/Unknown.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/installDeps.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu?/Desktop/legion/deps/buildPython36.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/Ubuntu-18.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu?/Desktop/legion/deps/installPythonLibs.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/detectPython.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu?/Desktop/legion/deps/primeExploitDb.py is not encrypted, or stored with non-handled compression type
123.zip/home/machu? /Desktop/legion/deps/nmap-wsl.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/Kali-2019WSL.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu?/Desktop/legion/deps/Kali-2018WSL.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu?/Desktop/legion/deps/Parrot-4.5WSL.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/setupWsl.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/UnknownWSL.sh is not encrypted, or stored with non-handled compression type
123.zip/home/mochu7/Desktop/legion/deps/Ubuntu-18WSL.sh is not encrypted, or stored with non-handled compression type
ver 123.zip/home/mochu7/Desktop/legion/deps/Kali-2018.sh is not encrypted, or stored with non-handled compression type
ver 123.zip/home/mochu?/Desktop/legion/deps/Parrot-4.6.sh is not encrypted, or stored with non-handled compression type
$ john passwd txt
Using default input encoding:
Loaded 1 password hash (PKZIP [31/54])
Will run 4 OpenMP threads
Proceeding with single, rules:Single
Press ‘g’ or Ctrl-C to abort, almost any other key for status
Warning: Only 2 candidates buffered for the current salt, m um 8 needed for performance.
warning: Only 4 candidates buffered for the current salt, minimum-S-ieeded for performance.
Almost done: Processing the remaining buffered -s=JiGate passwords, if any.
Pro(eedlng with wordlist:/usnicbameySGiin/password.lst, rules:Wordlist
oceeding with al:ASCII
7b3 (123.zip/4number. txt)
1g ©:00:00:09 DONE 3/3 (2020-87-29 01:01) 0.1106g/s 6388Kp/s 6388Kc/s 6388KC/s @8r..7kjr
Use the "-——show" option to display all of the cracked passwords reliably
Session completed
$ 1s
passwd. txt
s
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