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—. reverse1
T#kreverse 2301, £3j5E#exeinfo PE, H644L
HIDA x64FT FF
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| LS 1A V1ew A LJ | UEl Fseuaccodae—a Ll LBl SLLLNgs el | Y HEX V1ew—l LJ | 1Al STIUCTUres LJ | Ll Enums

Address Length Type String
E .rdata:000000... 0000000C C wrong flag\n

¥ .rdata:000000... 00000019 C this is the right flag'\n

.rdata:000000... 00000010 C input the flag:

Py GrpriS

Ae819C86 db e

40e19CE7 db e

48819C88 dq offset asc_14e@19C4e ; "H"

40019C90 aThisIsTheRight db 'this is the right flag!',0Ah,®

4ee19C98e ; DATA XREF: sub_1400118CO:lo:
40019CA9 align 1eh

48819CBe alnput db "input',® ; DATA XREF: .rdata:0ee8eeal4
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/| 1NT J; [/ |rsp+4n] |Lrop+4n]

8| char Stri[224]; // [rsp+48h] [rbp+28h] BYREF

9 _ inte4 v7; // [rsp+128h] [rbp+1@8h]

1e

11 ve = v4;

12 for ( i = 82i64; i; --i )

13

14 *(_DWORD *)ve = -858993460;
15 Ve += 4;

16| }
17 for (1 =@; ; ++1 )
18| {

19 v7 = 3}

20 if ( 7 > j_strlen(Str2) )

21 break;

22 if ( str2[j] == 111 )

23 str2[i] = 48;

24| }

25 sub_1400111D1("input the flag:");
26 sub_14001128F("%208s", Strl);

27 v2 = j_strlen(Str2);

28 if ( !strncmp(Stri, Ser2, v2) )

29 sub_1400111D1("this is the right flag!\n");

38 else

31 sub_1480111D1("wrong flag\n");
32 sub_14001113B(v4, &unk_140019D00);
33 return @ie4;

34}

CSDN @ 3

RIFETIF B BB, rRASCIEHE B ATR . 2RI EBst28) Niag, EFAFHEstr2h i o WBH AT 0

4
for ( ] =8; ; ++7 )

{ .
v7 = J;
if ( j > j_strlen(Str2) )
break;
if { Str‘Z[j == 'o' )
Str2[j] = '@';
r

M BEBIStr24b, W78 B 515 2lag

g ;0rg lavdillevdn

3 ; char Str2[]

3 Str2 db '{hello_wdrld}',e
3

E align 1eh

3 : ulntptr t securitv cookie

—. reverse2
T#kreverse 2301, £3j5E#exeinfo PE, A641L

FIIDA x643TF+

; DATA XREF: sub_ 1
; sub_14e0118Ce+67



HBImain®#, FSEFEHID

int _ _cdecl main(int argc, const char **argv, const char **envp)
{

int stat_loc; // [rsp+4h] [rbp-3Ch] BYREF

int i; // [rsp+8h] [rbp-38h]

__pid_t pid; // [rsp+Ch] [rbp-34h]

char s2[24]; // [rsp+1eh] [rbp-3@h] BYREF

unsigned __inté4 v8; // [rsp+28h] [rbp-18h]

v8 = __readfsquword(@x28u);
pid = fork();
if ( pid )

waitpid(pid, &stat_loc, @);
}

else
for ( i = @; i <= strlen(&flag); ++i )

if ( *(&flag + i) == 105 || *(&flag + i) == 114 )
*(&flag + 1) = 49;
}

}
printf("input the flag:");

__is0c99_scanf("%20s", =2);
if ( Istremp(&flag) s2) )
return puts("this is the right flag!");

else
return puts("wrong flag!");

CSDN @ ZEX 245

RIE— TR LR, NififlagRitXEE

2 =lr1E =

flag db "{' ; DATA XREF: main+34fTr
; main+44tr ...

aHackingForFun db 'hacking_for_fun}',®

_data ends

F R REPEO©CC

KIiflag, L TRk, XBERREREKag, RENIRIFHNRE, RIGFEETZRE % rEASCIELE R AFRF

1
for ( 1 = 8; 1 <= strlen(&flag); ++i )
if ( *(&flag + i) == "i' || *(&flag + i) == 'r' )
*(&flag + 1) = '1'";
}
} -
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int _ _cdecl main_@(int argc, const char **argv, const char **envp)
{

char v4[4]; // [esp+4Ch] [ebp-Ch] BYREF

const char *v5; // [esp+58h] [ebp-8h]

int v6; // [esp+54h] [ebp-4h]

ve = 5;

v5 = "DBAPP{49d3c93df25caad81232138f3d2ebfad}";

while ( vé >= 8 )

{
printf(&byte_4250EC, ve);
sub_40180A();
-_'.;5;

}

printf(asc_425088);

va[e] = 1;

scanf("%c", v4);

if ( ‘-.1’4[9] == 89 :l

printf(a0d);
return sub_40100A();
}
else
{
i'F { ‘J4[B] == 78 )
printf(&byte 425034);
else
printf(&byte_42501C);
return sub_40100A();

} C5DN @
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) EHRIE: 00001470 A5  60.8€.15.00.4C n i)
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W SRR exe - PID: 14716 - 185 $TEMR R exe - £F2: 42 12628 - x32dbg — O

XHEE BMEW  ERKO  BEN  #EEE WEEEO ®mO  FEhH oct 312
coE ity taBi2elin LRSS
Bov [Jez [(Ugr ewms ®mareR (O RRER  ssme o Bk Has OBERE L 3IA

021 (TitanEngine)

+[D

[EIP EOC EDX[0040z270 TR pushad 5 e
® | 0040EZFL BE 15D04000 nov eg"l ,gﬁﬁE{?difﬁAoogls[ : =
® | 0040E2F6 8DBE EB3FFFFF ea edi,dword ptr ds:[esi-c015
e || 0040E2FC 57 push edi EAX  0060FFCC ’,
® | 0040E2FD 83CD FF or ebp,FFFFFFFF EBX  002CA000 ]
e | 0040E300 « EB 10 imp FERRR.40E312 ECX  0040E2FO <%ﬁ$ﬁe$.EntryPo1_nt:
e | 0040E302 90 nop EDX  0040E2FO0 <HFEHRS.EntryPoint:
e | 0040E303 90 nop EBP 0060FF80
e || 0040E304 90 nop ESP  0060FF74
® || 0040E305 90 nop ESI  0040E2FO <HTEHF.EntryPoints
° 8828&38? gg nop EDI  0040E2F0 <HTER% . EntryPoint:
. nop
e | 0040E308 8A06 mov al,byte ptr ds:[esi] Ao
o || 0040E30A 46 inc SS.-I e fesi] o EIP  0040E2F0 <FTEHRF . EntryPoint:
e | 0040E30B 8807 mov byte ptr ds:[edi],a
e | 0040E30D 47 inc eds EGDACSJINN00000233
| 0040E30E 0108 add ebx,ebx ZF 1 PF 1 AF O

—-—-e | 0040E310 | ~ 75 07 jne IR .40E319 OF 0 sF O DF O
L————e| 0040E312 8B1E mov ebx,dword ptr ds:[esi] CFO TF O IF 1 CSDN @%
1 - nNnANC21A Q2 - e [ o o o ) ] P -

F72i— KRR AESPRfF a4 K LA, WIRIEESPERE.,
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Bcov [GEx [Dz2 ewa mpapss OAREk smsmE o px ®@ss oxkm L W]

0040E2F0 60 pushad n [&EFPU
° BE 15D04000 mov esi, &% .40D015 =
o || 0040E2F6 8DBE EB3FFFFF lea edi,dword ptr ds:[esi-cC015]
o | 0040E2FC 57 push edi oA "
® | 0040E2FD 83CD FF or ebp,FFFFFFFF EBX CA .
o | 0040E300 v EB 10 jmp FiEfhE . 40E312 ECX 0040E2F0 <§;ﬁ$ﬁ%5ﬁ.EntryPo1_nt>
e | 0040E302 90 nop EDX  0040E2F0 <HEH S EntryPoint
e | 0040E303 90 nop EEP 0060FF80
o | 0040E304 90 nop ESP 0060FF54 e
e || 0040E305 90 nop EST 0040E2F0 <HEHRSK.EntryPoint
e || 0040E306 90 nop EDI 0040E2F0 <HEHRS.EntryPoint
e || 0040E307 90 nop o ds: [ ]
e | 0040E308 8A06 mov al,byte ptr ds:[esi [
ol A e e g EIP 0040E2F1 FEH R . 0040E2F1
e || 0040E30B 8807 mov byte ptr ds:[edi],al
e | 0040E30D 47 inc edi ErLAGs 00000276
®| 0040E30E 01DB add ebx,ebx Zh A e
—-——e| 0040E310 | ~ 75 07 ine FLEMF 40E319 OF 0 sF 0 DFO
Ll | >e| 0040E312 8B1E mov ebx,dword ptr ds:[esi] CFO0O TF O IF1
! e | 0040E314 83EE FC sub esi,FFFFFFFC
| ® || 0040E317 11pB adc ebx,ebx LastError 00000000 (ERROR_SUCCESS) Y
e | 0040E319 ~ 72 ED jb FrEHR5.40E308 < >
e || 0040E31B B8 01000000 mov eax,l - R
| 0040E320 01DB add ebx,ebx v | BRIk (stdeall) - | SSUESES

WHFESPHFH, ARENFE DT




e r ru

EAX  0060FFCC A

EBX 002CA000

ECX  0040E2F0 <HEHR . EntryPoint:

EDX  0040E2F0 <HEHR K. EntryPoint:

EBP 0060FF80

ESP 0060FF54 @

ESI O

== 1 _ T Enter
. W ERFE SR

SP T W EnEE O 0) *

EE'—"’l*GSP Bl ARICFETEE

OF 0 s '™ FNIFAETEE

cFoT L FEARTRE CSDN @ X3

Ak F EE.

&=

FEW A& Dbk el 75 58 B AR U 19 BT R4

> EIWM()  FEEIMH)  Oct 31 2021 (Ti

XHE @ —msisE 0 tanEngine)
D [y #4© v | @@ fx # A L B9
B opy B ERICRTHE O Amee sasmg o @k  H e O FERE
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WL 7R 2T P B AR 2 H FEDWORD (F) di,dword ptr ds:[esi-c015]
? - EAX 0060FFCC
gl 7EA TR O EI4E EDWORD * ;‘“FFFFFFFF EBX  002CA000
—— ([ 'R . 408312 o5 em S
W 2N R RE EBP  0060FF80
A HEAES S Eer 0080270 <t
& WAL DWORD (W) EDI ~ 0040E2FO0 <t
2 fEmmw Space 1,byte ptr ds:[esi] EIP  0040E2F1 ik
* HA® boe, R WG toe, FHE) s 00000246
o] BRITEFHEF)... Ctrl*B @, FEEE, SAW P oe, 2T () PE (])_ AF g
] — SF DF
r H Eﬁ\?ﬂﬁ(m Ctrl+R @, ®fF, 4T (E) @ 455D TF 0 IF 1
@ SRERAS O
| B, AT . | LastError 00000000 (ERR
L dm .
& #50) y & AR R ' -~
B ﬂl_/ W7, BA > v | Bk (stdeall) |
U e Sk WT R » > |3 [eehie] O0coremo
esi=<fid 4. TE(T) ¥ 3: [esp+C] 0060FF74
FEHRE. 4: [esp+10] 002cA000
] [ ZEE (D * 5: [esp+14] 0040E2F0 <37
L) mAme ' 0040E2F0 | Firth &
= (i “~.EntryPo
AT B i@ AfE 5 o a1 IEE] 0060FF58 | 0040E2F0 ;ﬁﬁ-ﬂeﬁ%.Entr;po
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0060FF74 | 29_FA 3E 7 AQ 2 00|10 FA 3E 76 |DCFF 60 00| )U>v. ...0>V0Y | 00g0rFec | 0040E2FO | BHrfig | Encropo
0060FF84 | 9E_7A OF 77|00 A0 2C_00|CB AC 03 99|00 00 00 00|.z.w. ,.E-..... R e i 2
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0040E482
0040E483
0040E485
0040E486

0040E48A
0040E48C

|

0040E490

L

0040E49A

0040E498B
nN4ANE4dan

0040E48E A

‘0040493
0040E498 | v

53

FFD1

61

8D4424 80
6A 00

39c4

75 FA

83EC 80

E9 E82DFFFF
EB 00

04704000

push ebx

call ecx

popad

lea eax,dword ptr ss:[[lesp-80[]
push 0

cmp esp,eax

jne ¥R .40E48A

sub esp,FFFFFF80

imp FiFHR 5. 401280

Jmp A {RIR.40E49A

push esi
mov esi » FTEERF . 407004 CSDI
[

— = — - = ) =

00401283
0040128A
00401290
00401295
00401299
Q04N1280
004012A3
004012AA
00401280
00401285
00401289
004012¢0
004012C5
004012¢7
004012¢9
00401200
004012D5
00401207
00401208
00401209
004012DA
004012DB
004012DC

NANANTINM

e00000OOOIONOOOIOIOOOOS H)OOOOONDS

<

C70424 01000000
FF15 04614000
E8 6BFDFFFF
8D7426 00
8DBC27 00000000
83EC 1C
C70424 02000000
FF15 04614000
E8 4BFDFFFF
8D7426 00
8DBC27 00000000
Al 1C614000

v FFEO
89F6
8DBC27 00000000
Al 10614000

v FFEO
90
90
90
90
90
90

sub esp,1cC ~
mov dword ptr ss:[esp],l

call dword ptr ds:[<&__set_app_type:
call F&EH5.401000

Tea esi,dword ptr ds:[esi]

Tea edi,dword ptr ds:[edi]

sub esp,l1cC

mov dword ptr ss:[espl,?2

call dword ptr ds:[<&__set_app_type:
call F&EH5.401000
lTea esi,dword ptr ds:
Tea edi,dword ptr ds:
mov eax,dword ptr ds:
jmp eax

mov esi,esi

Tea edi,dword ptr
mov eax,dword ptr
jmp eax

nop

nop

nop

nop

nop

nop v

R ~

[esi]
[edi]
[<&atexit> ]

ds:
ds:

[edi]
[<& onexit> ]

HEFIFx64 DBGH # KIScylla¥ FEFFdump TR, #%xt R ikt 3E 5 IEH .

e Rl e e e
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BEcru (2 HEXE Yz e wa ®mARAGE (AR SasEs o A &g
i—li'ﬁ—) [00401280 [REN:X1ohuTe

0060
0030
0040
0040
0060
0060
0040
0040

15151
rROO
Al5R

LastError
L4

ik (stdeal

SRS == T
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File Imports Trace Misc Help
Attach to an active process
18408 - Fr4ftF.exe - C:\Users\xmn\Desktop\#r £t iF:.exe ~  Pick DLL
Imports
Show Invalid Show Suspect Clear
IAT Info Actions Dump
OEP ‘00401280 ‘ IAT Autosearch Autotrace Dump PE Rebuild
VA
Get Imports i
Size ‘ ‘ po Fix Dump
Log

Module parsing: C:\Windows\SysWQOWe4\kernel32.dll ~

Module parsing: C:\Windows\SysWOW64\KernelBase.dll

Module parsing: C:\Windows\SysWOW64\apphelp.dl|

Module parsing: C:\Windows\SysWOW6e4\msvcrt.dl|

Loading modules done.

Imagebase: 00400000 Size: 00010000 9

Imports: 0 »Invalid: 0 Imagebase: 00400000 EFERK.exe 0727 261

1. IATHEH#
2. FWMFARK

3. BEDumpfF




Bl Scylla x86 v0.9.8
File Imports Trace Misc Help

Attach to an active process

18408 - Hr4E i f.exe - C:\Users\xmn\Desktop\ 41t ifs.exe

Imports
+/v kernel32.dll (12) FThunk: 000060C4
[+ + msvert.dll (20) FThunk: 000060F8
Show Invalid Show Suspect
IAT Info Actions
OEP ‘00401280 T et Autotrace

VA \00406004
Get I rts
Size 00000084 Sl

BAEBFER Fdump.SCY.exe 3, HE#exeinfoEE XK, BT

e Pick DLL

Clear

Dump TPE Rebuild

Fix Dump
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: h S —r —
Nr Virtual Virtuals... RAWD... RAWSsize Flags Name First bytes (hex) First Ascii 20h b... sect. Stats

Olep 00001000 000OCOO0 00000400 00008200 EOOOOOCB0 UPXD 5383EC 33 A18C 30 40 00 58 0@ tD40..

02 0000D00C 00002000 00OOBGOO 00001600 EOOOOO40 ULPX1 60 00 00 00 C4 50 00 00 01 " P Ddete...

03 0000F000 00001000 O000OCCO0 00000200 COO00040 ULPX2 00 00 00 00 00 0O 00 00 00 S e

O4im 00010000 00001000 O0OOOCEODC 00000400 EODOO0DOG0 .SCY D100 01 00 ES 00 01 00 00

PANZIE: | No overlay data
' S7f+3E: | 00 00 00 00 00 00 0O 00 00 00 00 OO 0O 0O 00 0O 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 0000 |

EFEE'E: Eﬁﬂkr’]\: ﬁﬁz;ﬁkd\:
#z=8 | | Gt
r  [ahd alig e 1024 bytes 52.5K8 [ ‘ l l
a4 ) |PreScan| | 8 i
-> RAW dedmal size : 1024 bytes = 1.00 kb = 0.00 MB <- code Section CSON @ Y 52 HE

ZiIDAFREE BB H R B L5, FSEF main HHh 1L

. L e
File Edit Jump Search View Debugger Lumina Options Windows Help
BH e fEE 8 ) & B ot Fv# e X b O O[No debugger o] @ @
Nl |
Library function ] Regular function [l Instruction Data Unexplored External symbol [l Lumina function
7) Functions 9 8 x ‘ [Z] DA View-A [EPseudocode-A B ‘ @ Hex View-1 | [ [A Structures I E  Enums ‘ %  Imports ) I ]
Function name - 1int __cdecl main(int argc, const char **argv, const char **envp)
21
7] sub_401000 o 3 char Str2[14]; // [esp+i2h] |
%TopLevelEX(eptlonFllter 4 char Stri[44]; // [esp+28h] |
f | start H 5
Fsub_4012C0 6 sub_46%919(); o
7 strepy(Str2, "HappyNewYear!");
] sub_4012E0 8 *(_WORD *)Strl = word_4@3@6B;
7] sub_40132C | & 9 memset(&stri[2], @, OxlEu);
7] SetUnhandledExceptionFilter 18 printf("please input the true flag:");
EEthro:ess 11 scanf("%s"”, stril);
ZGetModuleHandleA 12 if ( !str'ncmp(S:r;.l, str2, strlen(Str2)) )
7] GetProcAddress 12 El::turn puts(aThisIsTrueFlag);
7] sub_401360 15 return puts(Buffer);
Fsub_4013B0 16

F sub_401450
Fsub_401530
Flsub_401540
F1sub_4015A0
F1sub_4016B0

£ AN Q0N

« m »
Line 2 of 48

#h Graph overview o & x

I CSDN @2

SHTARID, FEERE A Rstr1 & 5str2it /7 L, str2i"HappyNewYear!" Mz gt &flagii{E, R,
fi. SR
i Fix64dbgfit 5T 2 FF IR Fupx

f& Bh x64dbg i1 UPX F T 7%
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