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import java.util.ArraylList;
import java.util.Scanner;

public class Reverse
{
public static void main(String[] args) {

Scanner s = new Scanner(System.in);
System.out.println("Please input the flag );
String str = s.next();
System.out.println("Your input is );
System.out.println(str);
char[] stringArr = str.toCharArray();
Encrypt(stringArr);

public static void Encrypt(char[] arr) {
ArrayList<Integer> Resultlist = new ArraylList<>();

for (int i = @; i < arr.length; i++) {
int result = arr[i] + 64 " 0x20;
Resultlist.add(Integer.valueOf(result));

}

int[] KEY = { 180, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 140, 129, 135, 191, 65 }

ArraylList<Integer> KEYList = new ArraylList<>();

for (int j = @; j < KEY.length; j++) {
KEYList.add(Integer.valueOf(KEY[j]));

}

System.out.println("Result:");

if (Resultlist.equals(KEYList)) {
System.out.println("Congratulations);

} else {
System.err.println("Error);

EFT— TR IEXS#E, payload:

int[] KEY = { 18e, 136, 137, 147, 191, 137, 147, 191, 148, 136, 133, 191, 134, 140, 129, 135, 191, 65 };
ArrayList<Integer> keys = new ArraylList<Integer>(KEY.length);
String s = "";
for(int i=@;i<KEY.length;i++) {
s+=(char) (KEY[1]-64"0x20);
}

System.out.println(s);

2 3lflag:

<terminated> Main2 [Java Application] C\Program Files\J<terminated> Main2 [Java Application] C:\Program Files\]

This _is the flag ! This _is the flag !
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int _ cdecl Java_com_example_ndktest2_MainActivity_Encrypt(_INIEnv *al)
{

char *v1; // eax

char *v2; // eax

char *v4; // [esp+24h] [ebp-B8h]

char v5[13]; // [esp+2Dh] [ebp-AFh] BYREF
char dest[6]; // [esp+3Ah] [ebp-A2h] BYREF
char v7[128]; // [esp+40h] [ebp-9Ch] BYREF
char v8[28]; // [esp+C@h] [ebp-1Ch] BYREF

strcpy(dest, "flag{");

strcpy(&v5[7], "wllm");

strcpy(v8, "welcome");

strcpy(v5, "newbee");
base64_encode(v5, v7);

v4 = strcat(dest, &v5[7]);

vl = strcat(v8, v5);

v2 = strcat(v4, vil);

return _JINIEnv::NewStringUTF(al, v2);

S —k. e flag{"R{E %5 dest

VEE 13474, fEstropy(&v5[7], "wilm"); 45 5 J5 V5 7E N 17 B R X BE K «
SR )5 "welcome" IR B 4 v8

SR " newbee TR {5 4 v5
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R G XFVEREAT —kbaseb4 B /ER E]: v7="bmV3YmVId2xsbQ=="
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va="flag{wlim"

v1="welcomenewbeewllm"

v2="flag{wlimwelcomenewbeewlIm"
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console.log("Script loaded successfully ");
Java.perform(function x() {//hookB¥3: R&HT, WERZ%api equalsHEMAM, SHA—KequalsHiEHiITEIHE —&Kequ
var String = Java.use('java.lang.String')//ERLEIEhookIK4
String.equals.implementation = function (argl) {//equalsitRIEHAIZEhook i E %L
console.log("your input : " + this.toString());
console.log("I'm the real key : " + argl);//34TElHSRESLHIRBID
var ret = this.equals(argl);
return ret;//iR[EIE
}
1

R JG E B HL_E AT Ay 4 frida -U -f com.example.ndktest2 -| fuck.js:

sume to let the main thread s
Tesum
i input
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RIGEREAE B BE RN, equalsTvER R MU A RF T, $TE0 H RNDKIR [l ) H SEflag:
flag{YouaretheB3ST}.
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package com.example.thousandyearsago;

import android.os.Bundle;

import android.os.Handler;

import android.view.View;

import android.widget.Button;

import android.widget.Toast;

import androidx.appcompat.app.AppCompatActivity;

public class MainActivity extends AppCompatActivity implements View.OnClickListener {

/* renamed from: a */
final long f32a = 1000000000;
private Handler handler;

public native String StringFromINI();

public native String stringFromINI();

static {
System.loadLibrary("native-1ib");

/* access modifiers changed from: protected */
@Override // androidx.core.app.ComponentActivity, androidx.appcompat.app.AppCompatActivity, androidx.fr
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(CO272R.layout.activity_main);
this.handler = new Handler();
((Button) findViewById(C@272R.C0274id.button)).setOnClickListener(this);
this.handler.postDelayed(new Inner(), 1000000000);

public void onClick(View v) {
if (v.getId() == CO272R.CO274id.button) {

Toast.makeText(this, "B R TH! ! ! ", @).show();
}
}
class Inner implements Runnable {
Inner() {
}

public void run() {
if (1000000000 <= 1000000) {
MainActivity mainActivity = MainActivity.this;
Toast.makeText(mainActivity, mainActivity.StringFromINI(), 1).show();

A RS X Enative. XREEIMainActivityfE 5 352 J5 BT %40, i N3 IR R I TR, R SE R 2774 /)
i (100%8) Bai—NMERE, INMERBERM—4E, wR102/T1005 B Eflag. X2 —MEFKME, BE
R IMNERIER 277/ B Bh 4 it , [FIRELRE B RIS RE B AT .
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X R # T k5 E Manifestxmlfie B U R FEF A O -

25 ity>

32 ty android:name="sctf.demo.myapplication.s™>

33 tent-filter:>

34 <action android:name="sctf.demo.myapplication.™

36 «category android:name="android.intent.category

37 <category android:name="sctf.deme myapnlication
. CROMN wioeHow

33 ntent-filter> ) 4

demoflF, {HZ k4 HREEEIFEEdemot, HEhello:

EIEE‘ sctf.hello

. @@ BuildConfig
X
..@ R
B@ s

RERNAE—MHMRRT . FRAPPHISREBCCA T REM: (ZEPCTHESA ) -

PR 2% 8 A58 P I S KB 1247 I I dexaZ A dump T R 47

HAhwriteup#l 2 15 % 2 Xposed Fl j 5 K8 52 Friz 17 I dexaC rdump R R 047, (B2 3R SEpr¥fE TR R
windows#{ERZ T, RAEUSHIBN FIRAEFETERENE.
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MG, MEBRUSARERXE6, ERARANT AN, B HRERMNME L XposedELE T —Fl /& F B
WA EE RIIEII%ARE Bl . fERAMA RSN, RFRNIFHIEERERET, HEESHdeSHRIRFER
NEEESR, R ZES.0M7. 0BT RS —HFEN, X MERBIEMBER.
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package sctf.demo.myapplication;

import android.content.Intent;

import android.os.Bundle;

import android.support.v7.app.AppCompatActivity;
import android.view.View;

import android.widget.Button;

import android.widget.EditText;

import android.widget.Toast;

public class s extends AppCompatActivity {
/* access modifiers changed from: protected */
@Override // android.support.v7.app.AppCompatActivity, android.support.v4.app.SupportActivity, android.
public void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);
setContentView(R.layout.activity main);
findviewById(R.id.textView);
final EditText ed = (EditText) findViewById(R.id.editText);
((Button) findviewById(R.id.button)).setOnClickListener(new View.OnClickListener() {
/* class sctf.demo.myapplication.s.AnonymousClassl */

public void onClick(View v) {
String s1 = BuildConfig.FLAVOR;
String s2 = BuildConfig.FLAVOR;
int i = 9;
String s = ed.getText().toString();
if (s.length() == 30) {
while (i < 12) {
sl = sl + s.charAt(i);
i++;
¥
String s12 = f.sctf(sl);
while (i < 30) {
s2 = s2 + s.charAt(i);
i++;
¥
if (s12.equals("c2NOZntXM2xjMG11")) {
Intent intent = new Intent();
intent.putExtra("data_return", s2);
s.this.setResult(-1, intent);
s.this.finish();
return;
}
Toast.makeText(s.this.getApplicationContext(), "something wrong", 1).show();
return;

}
Toast.makeText(s.this.getApplicationContext(), "something wrong", 1).show();
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XBARG B A, flagkfE R30, Ai126iik Tbaseb44 sk, 1E Ac2NOZNtXM2MG1I, f#iG7#3scti{W3lcOme,
Ja 184148 A Intent.putExtra() 5 i:4E 7 H &



intentRAndroidBFH & HGZ HFTREN —FMEE TN, —REHKREZNES). BaIRFSULRE H%; intentfE/E3IActivity
XAHERE EEA B putExtra() FiE. intentdiRdt— &SI MputExtra() FIEMER, TR EEABHBETFEEintentt, HH—A
putExtra("A", B)H¥EH, ABNREN, B—NSEARL, BASECVEBNNE, XAMEA R EIEEABKEEE.

%4 data_return” B B2 15 ) T X B

38 MessageDigest md = MessageDigest.getInstance("MD5™);
39 md..update("syclover”.getBytes());
48 key = new BigInteger(l, md.digest()).toString(16);
catch (Exception e)
42 e.printStackTrace();
47 if (f.encode(data.getStringExtra("data_return”), key).equals(”~Bt308_SAInB4B8rB08iBdB-BwBESELBdB)}E")) {
48 tv.setWisibility(@);
po re——y CSDN @KogRow
& — Fencode i iZ:
public static String encode(String str, String key) {
int s = str.length();
int ¢ = key.length();
StringBuilder t = new StringBuilder();
for (int £ = 0; f < s; f++) {
t.append(str.charAt(f));
t.append(key.charAt(f / c));
}
return t.toString();
}
X B keyRiX 4 KM :
MessageDigest md = MessageDigest.getInstance("MD5");
md.update("syclover".getBytes());
key = new BigInteger(1l, md.digest()).toString(16);
H 2217 — T 18 2lkey=8bfc8af07bca146c937f283b8ec768d4:
. 3*import java.io.ByteArrayOutputStream;[
11
12 public class Main {
13¢ public static void main(String[] args) throws NoSuchAlgorithmException {
14 MessageDigest md = MessageDigest.getInstance("MD5");
15 md.update("syclover".getBytes());
16 String key = new BigIntegerml, md.digest()).toString(16);
17 System.out.println(key);
18 }
19
20 }
21

[l Markers [ Properties 4 Servers ¥ Data Source Explorer [ Snippets & Console i = Progress <+ Search
<terminated> Main [Java Application] C:\Program Files\Java\jre1.8.0_161\bin\javaw.exe (2021498 50 £512:25:03)
8bfc8af@7bcald6c9371283b8ec768d4 CSDN @KogRow
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13¢ public static void main(String[] args) throws NoSuchAlgorithmException {
14 MessageDigest md = MessageDigest.getInstance("MD5");

15 md.update("syclover".getBytes());

16 String key = new BigInteger(l, md.digest()).toString(16);
17 int s = 18;

18 int ¢ = key.length();

19 StringBuilder t = new StringBuilder();

20 for (int £ = ©; T < s; f++) {

21 System.out.println(key.charAt(f / c));

22 }

23 System.out.println(key);

24 }

25

26 }

27

Markers Properties 4% Servers Data Source Explorer [ Snippets B Console & Progress 4’ Search

gcerminated> Main [Java Application] C:\Program Files\Java\jre1.8.0_161\bin\javaw.exe (2021-’!359)5‘155 F412:28:37)
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~t0_An4r0id-wOrld}
B3 H3EM . flag{W3lcOme~t0_An4r0id-wOrld}

XEBEFBRERR, FRESERTE, RFGEHERTAERENT R, UWAKER, ESARRE. Lkt
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6. 1] B 73 1 48
fEapkiEidtjadx, flagE#EifEjavaEZ B4 H :

int flag = 1;
if (flag == 1) {
char[] x = "dd2940c04462b4dd7c450528835ccal5".toCharArray();
x[2] = (char) ((x[2] + x[3]) - 50);
x[4] = (char) ((x[2] + x[5]) - 48);
x[30] = (char) ((x[31] + x[9]) - 48);
x[14] = (char) ((x[27] + x[28]) - 97);
for (int i = 0; i < 16; i++) {
char a = x[31 - i];
x[31 - i] = x[i];
x[i] = a;
}
System.out.println(String.valueOf(x));
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BAKF b, ARG:

final char[] a = {'T', 'h', 'i', 's', 'I', 's', 'T", 'h', 'e', 'F', '1', 'a', 'g', 'H', '
final char[] b = {'p", 'v', 'k', 'q', '{', 'm', '1', '6', '4', '6', '7', '5', '2',
char[] x = new char[17];
char[] y = new char[38];
for (int i = 0; i < 17; i++) {
if ((a[i] < 'I' && a[i] >= 'A") || (a[i] < 'i' && a[i] >= 'a')) {
x[i] = (char) (a[i] + 18);
} else if ((a[i] < 'A' || a[i] > 'Z') && (a[i] < 'a' || a[i] > 'z")) {
x[i] = a[i];
} else {
x[i] = (char) (a[i] - "\b");

for (int i2 = @; i2 < 38; i2++) {
if ((b[i2] < 'A' || b[i2] > 'Z') && (b[i2] < 'a' || b[i2] > 'z")) {
y[i2] = b[i2];
} else {
y[i2] (char) (b[i2] + 16);
if ((y[i2] > 'z' && y[i2] < 'a") || y[i2] >= 'z") {
y[i2] = (char) (y[i2] - 26);

}
System.out.println(String.valueOf(y));
121718flag
8.rsa

openssIfEHT A4

e openssl rsa -pubin -text -modulus -in pub.key
RSA Public-Key (256 bit)
Modulus:

Exponent

Modulus C5CE 7182F6C1CETED4] @54 F7EEFEFC@BCAAFSAF341CCDD
writing [
BEGIN PUBLIC KEY
QYJIKoZIhvcNAQEBBOADKWAWKAThAMAZLFxkrkcYL2wch21CM2kQVFpY9+7+

CSDN @KogRow
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